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Trend Micro Certified Professional for Deep Security Sample Questions
(Q78-Q83):

NEW QUESTION # 78
Based on the Malware Scan Configuration displayed in the exhibit, which of the following statements is false.

e A Internet access is required to properly enable the features identified in this configuration.

e B. Any document files that display suspicious behavior will be submitted and executed in a sandbox environment on a Deep
Discover Analyzer device.

e C. Deep Security Agents will only be able to identify malware in files by using patterns downloaded from the Smart Protection
Network.

e D. Deep Security Agents using this Malware Scan Configuration will not monitor for compromised Windows processes.

Answer: C
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Explanation:

The configuration shown enables Predictive Machine Learning, Process Memory Scan, Document Exploit Protection, and other
advanced technologies beyond just pattern-based detection. This means Deep Security Agents will use more than just patterns
downloaded from the Smart Protection Network to detect malware.

Reference:

Trend Micro Deep Security Administrator's Guide, Malware Scan Configuration Section

NEW QUESTION # 79
Which of the following operations makes use of the Intrusion Prevention Protection Module?

A. Port scans

B. Stateful traffic analysis

C. Application traffic control
D. Integrity scans

Answer: B

Explanation:

The Intrusion Prevention (IPS) module performs stateful traffic analysis to detect and block exploit attempts and malicious activity in
network traffic, tracking the state of network connections and analyzing packet sequences to identify threats.

From the official documentation:

"The Intrusion Prevention module analyzes network traffic using deep packet inspection and stateful traffic analysis to block known
and unknown threats, ncluding vulnerability exploits." Option D is correct.

Option A is handled by Integrity Monitoring.

Option B (port scanning) is a network reconnaissance activity and may be detected but is not a core operation of IPS.

Option C (application traffic control) is typically managed by Firewall, not IPS.

References:

Trend Micro Deep Security 20 LTS Administrator's Guide: Intrusion Prevention Module Trend Micro Deep Security Online Help:
How IPS Works

NEW QUESTION # 80
Which of'the following statements is true regarding software inventories used as part of the Application Control Protection Module?

¢ A Disable the Application Control Protection Module when installing software upgrades, otherwise, the new software will be
prevented from installing.

¢ B. When an admnistrator allows software that would be otherwise blocked by the En-forcement Mode, it isn't added to the
mventory of approved software. Instead, it is added to that computer's white list.

¢ C. Anadministrator can share the inventory of allowed software with other computers protected by Deep Security Agents, by
copying the mventory database file (ac.db) from the source computer.

¢ D. Anadministrator can view the list of allowed of software in the inventory from the De-tails tab for each individual
Computer.

Answer: B

NEW QUESTION # 81
Which of the following are valid methods for pre-approving software updates to prevent Ap-plication Control Events from being
triggered by the execution of the modified software? Select all that apply.

e A. Edit the mventory database file (AC.db) on the Agent computer to include the hash of the newly updated software. Save
the change and restart the Deep Security Agent. The software updates will now be approved.

¢ B. Once the inventory scan has run when Application Control is first enabled, there is no way to update the nventory to
incorporate modified software.

¢ (. Maintenance mode can be enabled while completing the updates.

e D. Software updates performed by a Trusted Updater will be automatically approved.

Answer: C,D

Explanation:



Normally, you will want Application Control to alert you when there are any unexpected software updates. However, some updates
are expected and you will need provide allowances for these up-dates. Two methods for pre-approving software updates includes
maintenance mode and trusted installers.

Explication: Study Guide - page (303-304)

NEW QUESTION # 82
Which of'the following statements is true regarding Event Tagging?

¢ A. Adding a tag to an Event modifies the Event data by adding fields, including the name of'the tag, the date the tag was
applied, and whether the tag was applied manually or automatically

¢ B. Events can be automatically deleted based on tags.

¢ C. Only a single tag can be assigned to an Event.

e D. Events can be tagged automatically if they are similar to known good Events.

Answer: D

NEW QUESTION # 83
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