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As we all know, sometimes the right choice can avoid the waste of time, getting twice the result with half the effort. Especially for
EMEA-Advanced-Support preparation materials, only by finding the right ones can you reduce the pressure and help yourself to
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Fortinet EMEA Advanced Support Exam Sample Questions (Q44-Q49):
NEW QUESTION # 44 
Which FortiGate feature allows for policy-based routing?

A. Static Routes
B. Policy Routes
C. SD-WAN Rules
D. Dynamic Routes

Answer: B

Explanation:
Policy Routes in FortiGate allow routing decisions based on criteria like source, destination, or service, overriding the default routing
table. SD-WAN Rules (A) are for WAN optimization, Static Routes (C) are fixed, and Dynamic Routes (D) are protocol-based,
not policy-based. Exact extract: "Policy Routes allow FortiGate to make routing decisions based on user-defined criteria, such as
source/destination IPs or services, overriding standard routing."

NEW QUESTION # 45 
What happens when a FortiGate detects a SYN flood attack?

A. It enables proxy-based inspection
B. It redirects traffic to a backup gateway
C. It applies rate limiting to SYN packets
D. It drops all incoming packets

Answer: C

Explanation:
When FortiGate detects a SYN flood attack, it applies rate limiting to SYN packets via a DoS policy, dropping excessive packets
to mitigate the attack. It does not drop all packets (A), enable proxy inspection (B), or redirect traffic (D). Exact extract: "FortiGate
mitigates SYN flood attacks using DoS policies, which apply rate limiting to SYN packets to prevent overwhelming the system."

NEW QUESTION # 46 
A Company is running an outdated version of a Webserver software that is vulnerable to multiple code execution and injection
attacks. Which Security feature can protect the Webserver until the security patches are applied?

A. Intrusion Detection System
B. Intrusion Prevention System
C. Anti rootkit Protection
D. Anti-virus Protection

Answer: B

Explanation:
An Intrusion Prevention System (IPS) actively blocks malicious traffic, such as code execution or injection attacks, by matching
against known signatures or anomalies, protecting the webserver until patches are applied. Intrusion Detection System (IDS) only
detects and alerts, not blocks. Anti-virus and anti-rootkit are less effective for web-based attacks. The original document's answer B
is incorrect, as IDS does not prevent attacks. Exact extract: "IPS provides active protection by blocking malicious traffic based on
signatures or anomaly detection... Unlike IDS, which only detects and alerts, IPS can drop packets to prevent attacks like code
execution or SQL injection."
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NEW QUESTION # 47 
In Active FTP who sends the PORT command?

A. The FTP Client
B. The FTP Server
C. There is no PORT command in Active FTP
D. Both

Answer: A

Explanation:
In Active FTP, the client sends the PORT command to the server, specifying an ephemeral port for the server to initiate the data
connection back to the client. This distinguishes Active FTP from Passive FTP, where the server provides the port. The server does
not send PORT, and the command is a key part of Active FTP. Exact extract: "In Active FTP, the client sends a PORT command
to the server, specifying the IP address and port number for the data connection... The server then initiates the data connection to the
client's specified port."

NEW QUESTION # 48 
Client is connected to firewall via link with MTU 1500 bytes, server is connected to firewall via link with MTU 1496 bytes. The
firewall is rewriting both sender and receiver tcp-mss to 1450 bytes. What maximum size of IP packets are we going to see when
client connects to server?

A. 1450 bytes
B. 1450 bits
C. 1496 bytes
D. 1500 bits
E. 1500 bytes
F. 1496 bits

Answer: A

Explanation:
The TCP MSS (Maximum Segment Size) defines the maximum TCP payload size, excluding headers. When the firewall sets MSS
to 1450 bytes, the TCP segment size is limited to this value. For IP packets, the total size includes the TCP header (20 bytes) and
IP header (20 bytes), so 1450 (MSS) + 20 (TCP) + 20 (IP) = 1490 bytes, which fits within both link MTUs (1500 and 1496
bytes). Thus, the maximum IP packet size is not limited by the link MTUs but by the MSS, adjusted for headers. Options C and F
(bits) are incorrect units; A and B exceed the MSS limit. Exact extract: "The TCP MSS is adjusted to prevent fragmentation...
FortiGate can rewrite the MSS in TCP SYN packets to ensure the total IP packet size (including IP and TCP headers) does not
exceed the configured value."

NEW QUESTION # 49
......
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