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HRE#41
‘What cannot be learned from the output of ldpctl?

¢ A Orchestrator's IP
¢ B. Serial number of Appliance
¢ C. Appliance model
¢ D. Distribution mode

iRt
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Explanation

The Ildpctl command is a tool to display information about the devices discovered by the Link Layer Discovery Protocol (LLDP) on
all ports of the Maestro Orchestrator and the Security Group Members. LLDP is a protocol that enables devices to exchange
information about their identity, capabilities, and configuration.

LLDP can help to discover the topology and connectivity of the Maestro environment. The output of lldpctl can show the serial
number, appliance model, and orchestrator's IP of the connected devices, but it cannot show the distribution mode of the Security
Group. The distribution mode is the algorithm that determines how the Maestro Orchestrator distributes the traffic among the
Security Group Members. To view the distribution mode, other commands such as asg monitor or asg stat can be used.
References

*Check Point Certified Maestro Expert (CCME) R81.X Courseware, Module 4: Using the Command Line Interface and WebUI,
Lesson4.2: LLDP, page 4-9

*Check Point R81 Maestro Administration Guide, Chapter 3: Working with Security Group Modules, Section:

LLDP, page 3-9

*Check Point R81 Maestro Administration Guide, Chapter 2: Maestro Security Groups, Section: Traffic Distribution, page 2-7
*Maestro basic setup documentation - Page 2 - Check Point CheckMates

*Log and Configuration Files - Check Point Software

H #42
‘What Maestro component acts as a load balancer and network switch?

A. Maestro Hyperscale Orchestrator (MHO)
B. Security Gateway Module (SGM)

C. Security Switching Module (SSM)

D. Security Group (SG)

EM: A
R

*The Quantum Maestro Orchestrator uses the Distribution Mode to assign incoming traffic to Security Group Members.
*Reference: Working with the Distribution Mode

B #43
What cannot be a reason for "Failed to get remote orchestrator interfaces" error message, when clicking on

"Orchestrator" in WebUI

¢ A. Orne orchestrator only, but Orchestrator amount is 2 or no Sync in between orchestrators
e B. No Sync between orchestrators

e C. Renote orchestrator has no empty interfaces

¢ D. Single orchestrator environment, but configured Orchestrator amount is 2

EfE: C

R

One of'the possible reasons for the "Failed to get remote orchestrator interfaces" error message, when clicking on "Orchestrator" in
WebUL, is that the remote orchestrator has no empty interfaces that can be assigned to a security group. This can happen if all the
mterfaces on the remote orchestrator are already part of configured security groups, or if the remote orchestrator has no physical
mterfaces at all. In this case, the WebUI cannot display the unassigned interfaces of the remote orchestrator, and shows the error
message.

References

*Not able to see unassigned interfaces on checkpoint Orchestrator

*Maestro 140 not detecting Interfaces

*Maestro Expert (CCME) Course - Check Point Software, page

HH #44
Do all MHOs need to be upgraded before starting the SGM upgrades?

e A MHOs do not need to be upgraded at all because Maestro supports the use of different versions between the MHOs and



SGMs.

¢ B. During the upgrade process all SGMs should be upgraded before upgrading all of the MHOs.

¢ C. A minimum of one of the MHOs should be upgraded before starting the SGM upgrades. However, there is no requirement
to upgrade all the SGMs during the same maintenancewindow as the MHO

e D. Al MHOs must first be upgraded before starting the SGM upgrades However, there is no requirement to upgrade all the
SGMs during the same maintenance window as the MHOs.

Ef#: D

fR e«

This is the correct answer because it follows the upgrade order and procedure specified in the R81.10 and R81.

20 Admmnistration Guides for Maestro environments. The MHOs are responsible for managing and synchronizing the SGMs, so they
nmust be upgraded to the target version before the SGMs. However, the SGMs can be upgraded one by one or in batches, as long
as they arecompatible with the MHOs. The upgrade process also supports Multi- Version Clustering, which allows different versions
of SGMs to operate in the same Security Group with zero downtime.

References =

*Check Poimt R81.10 for Scalable Platforms - Check Pomnt Software

*Check Pomnt R81.20 for Scalable Platforms - Check Pomnt Software

*CHECK POINT MAESTRO EXPERT

HM #45
There are two appliances within the same Security Group. One of them is connected by One downlink only, another one by Two
downlinks. Assuming there's no NAT and no VPN, what would be proportion of traffic distribution done by Orchestrator?

A. 100%/0%
B. 66%/33%
C. 50%/50%
D. 33%/66%

M
R
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