Free PDF Quiz Useful Palo Alto Networks - Exam
PCNSE Collection

T3, 35A PM Palo Allo Metworks Certified Metwork Security Englneer { Fonse) Evam Practice ...

e Ay Krimrres v Srtmans Koy B S 708£D s Frsesion s

application on a server that resides in the TrustL3 zone.

Ihe web server is associated with the following 1P

addresses: Web Server Public [P 2.2.2.0 /24, Web Server

Private |P: 192.168.1.10/24, The security administrator

configures the following twozone UTurn NAT rule to

allpw users using 100L1.0,/24 in the Trust 13 zone to

access the web server using its public [P address in the

UntrustL3 zone. Which statement s true in this

CHATELR T

] @ Thetratfic will be congidened intrazons based on the tranalsed detination one
A second nule should be cremaed to accommesdate the serverto-client flaw,
Thr ruber should be made bidiceclional to sccommodate the server-toclient flow.

Souwrce transiation is required because the destination address is in the same rone
85 the source.

Question 3 of 67 18
A company has decided to install a Palo Alue Networks

firewall using VWire interfaces. Because of preexisting

network configurations, the traffic on the upstream and

downstream devices can have 80210 tags with the

foltowing values: 5, 10, 11, 12, 13, 14, 15, 25, and 30. How

should the network administrator configure the Tag
Allowed field of the VWire to allow only traffic with
80210 tag values of 11, 12, and H?
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NEW QUESTION # 368

Log Forwarding Profile @

¢ global-logs @

Enable enhanced application logging to Cortex Data Lake (including traffic and url logs)

Disable override

10 items
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Review the images. A firewall policy that permits web traffic includes the global-logs policy is depicted What is the result of traffic
that matches the "Alert - Threats" Profile Match List?

A. The source address of traffic that matches a threat is automatically blocked as BadGuys for 180 minutes.

B. The source address of traffic that matches a threat is automatically tagged as BadGuys for 180 minutes.

C. The source address of SMTP traffic that matches a threat is automatically tagged as BadGuys for 180 minutes.
D. The source address of SMTP traffic that matches a threat is automatically blocked as BadGuys for 180 minutes.

Answer: B

NEW QUESTION # 369
Using mutltiple templates in a stack to manage many firewalls provides which two advantages? (Choose two.)

A. standardize server profiles and authentication configuration across all stacks
B. standardize log-forwarding profiles for security polices across all stacks

C. mherit address-objects from templates

D. define a common standard template configuration for firewalls

Answer: A,D

Explanation:

Using mulltiple templates in a stack to manage many firewalls provides the advantages of defining a common standard template
configuration for firewalls and standardizing server profiles and authentication configuration across all stacks. A template stack is a
container for multiple templates that you can assign to firewalls and firewall groups. The templates in a stack are prioritized so that
the settings in a higher-priority template override the same settings in a lower-priority template. This allows you to create a hierarchy
of templates that define common settings for all firewalls and specific settings for different groups of firewalls. Reference:
https:/docs.paloaltonetworks.comypanorama/9- 1/panorama-admin/manage-firewalls/manage-templates-and-template-stacks

NEW QUESTION # 370

The server team is concerned about the high volume of logs forwarded to their syslog server, it is determined that DN'S is generating
the most logs per second. The risk and compliance team requests that any Traffic logs indicating port abuse of port 53 must still be
forwarded to syslog, All other DNS. Traffic logs can be exclude from syslog forwarding, How should syslog log forwarding be

configured?

A. With '(port dst neq 53)' Traffic log filter inside Device > log Settings.

B. With (port,dst neq 53)' Traffic log filter Object > Log Forwarding,

C. With '(app neq dns-base)" Traffic log filter inside Device> Log Settings.

D. With '(app neq dns-base)" Traffic log filter inside Objects> Log Forwarding

Answer: B

NEW QUESTION # 371
Match each GlobalProtect component to the purpose of that component

" ANSWer Area : -
GlobalProtect Gateway management ipslions for GlobalProtect

et »
s as:c.‘:ﬂu’s

L T
~\)
Secunty enforcement for traffic from
GlobaiProtect Porta GlobalProtect apps

GlobaiProtect chentless

GlobalProtect app

software on endpoints that enables
access 1o network resources

secure remote access lo common
enterprise web applications



Answer:

Explanation:

orcement for traffic from
GlobalProtect apps

software on endpoints that enables

A access lo network resources
IGiobaiProtect cientiess

|
secure remote access lo common
enterprise web applications

Explanation
The GlobalProtect portal provides the management functions for your GlobalProtect infrastructure The GlobalProtect gateways
provide security enforcement for traffic from GlobalProtect apps The GlobalProtect app software runs on endpoints and enables
access to your network resources
Answer Area

GlobalProtes management functions for GlobalProtect
infrastructure

GlobalProté security enforcement for traffic from

GlobalProtect apps

GlobalProtect app software on endpoints that enables
access to network resources

lobalProtect clientless secure remote access to common
& enterprise web applications

NEW QUESTION # 372

An admmistrator is using Panorama and multiple Palo Alto Networks NGFWs. After upgrading all devices to the latest PAN-OS®
software, the administrator enables log forwarding from the firewalls to PanoramA. Pre-existing logs from the firewalls are not
appearing in Panoram A.

‘Which action would enable the firewalls to send their pre-existing logs to Panorama?

A. Export the log database

B. Use the ACC to consolidate the logs
C. Use the scp logdb export command
D. Use the import option to pull logs.

Answer: C

Explanation:

commands:

request logdb

migrate-to-panorama start end-timestart-timetype
https:/docs.paloaltonetworks.comypanorama/9-0/panorama-admin/set-up-panorama/install- content-and-software-updates- for-
panorama/migrate-panorama-logs-to-new-log-format



NEW QUESTION # 373
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