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A #62

A developer is building new API functions for a cloud-based application. Before writing the code, the developer wants to ensure
that destructive actions, including deleting and updating data, are properly protected by access control identifying sensitive fields such
as those that contain passwords or personally identifiable information. Which approach must be used to score the risks proactively?

A. CSPM

B. Open API Specification Analysis
C. SBOM Generation

D. SAST

IEf#: B

R -

Open API Specification Analysis evaluates API definitions before code is written, identifying risky endpoints (such as delete or
update finctions) and sensttive fields (like PII or passwords). This allows developers to proactively score risks and apply proper
access controls early in the design phase.

HH#63

‘Which two approaches support secure communication in containerized microservices architectures? (Choose two.)

A. Shared service account credentials

B. Mutual TLS between services

C. Service Mesh with policy enforcement
D. Static NAT entries

Ef#: B. C

R :
Mutual TLS (mTLS) provides encrypted commumnication and mutual authentication between services. A service mesh enforces
centralized security policies and automates secure communication across microservices.

E Y #064

A video game company identified a potential threat of a SYN flood attack, which could disrupt the online gaming services and
impact user experience. The attack can overwhelm network resources by exploiting the TCP handshake process, leading to server
unavailability and degraded performance. To safeguard the company's infrastructure and ensure uninterrupted service, it is essential
to enhance the security measures in place. The company must implement a solution that manages and mitigates the risk of such
network-based attacks. Which security product must be implemented to mitigate similar risks?

A. Cisco Unbrella

B. Cisco Web Security Appliance
C. Cisco Secure Endpoint

D. Cisco Secure Firewall

IEf@E: D

AR :

A SYN flood attack is a type of DoS/DDoS attack targeting the TCP handshake process. The correct mitigation is deploying a
Cisco Secure Firewall, which includes advanced intrusion prevention, SYN flood protection, and traffic management capabilities to
prevent resource exhaustion and keep services available.

A #65
AnIT company experienced the spread of malicious content between user endpoints, which impacted business critical resources.



The company wants to implement a solution to control communication between individual endpoints on the network. Which
approach achieves the goal?

A. posture
B. profiling
C. TrustSec
D. RADIUS

Ef#: C

TR

Cisco TrustSec enables software-defined segmentation by assigning Security Group Tags (SGTs) to endpoints and enforcing
commumnication policies. This allows granular control of traffic between individual endpoints, preventing the spread of malicious
content across the network.

M #66

A restaurant distribution center recently suffered a password spray attack targeting the Cisco Secure Firepower Threat Defense
VPN headend. The attack attempts to gain unauthorized access by trying common passwords across many accounts. The attack
poses a significant security threat to the organization's remote access infrastructure. To enhance the security of VPN setup and
mmimize the risk of similar attacks i the future, the IT security team must implement effective mitigation measures. Which technique
effectively reduces the risk of this type of attack?

A. Enable AAA authentication for the Default WEBVPN and DefaultRAGroup Connection Profiles.
B. Disable group aliases in the connection profiles.

C. Change the AAA authentication method from RADIUS to TACACS+.

D. Implement an access list to block addresses from the previous password spray attack.

ER: A

R :

Enabling AAA authentication on the default connection profiles ensures that all VPN access attempts must go through strong
authentication. This directly mitigates password spray attacks by enforcing centralized authentication controls, enabling account
lockout, and supporting additional protections such as multifactor authentication.

B #67
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