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VMware vDefend Security for VCF 5.x Administrator Sample Questions
(Q99-Q104):

NEW QUESTION # 99
‘Which component in the NSX architecture is responsible for managing roles and permissions?
Response:

e A NSX Manager
e B. NSX Intelligence
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¢ C. vSphere Lifecycle Manager
e D.NSXEdge

Answer: A

NEW QUESTION # 100

Which three logging levels are available for vDefend firewall rules?
(Choose three)

Response:

A. Error
B. Off
C. Informational

D. Warning
E. Alert

Answer: B,C,D

NEW QUESTION # 101
What role is required to start and stop vDefend Intelligence data collection?
Response:

A. Enterprise Administrator
B. Auditor

C. Security Administrator
D. Cloud Administrator

Answer: A

NEW QUESTION # 102
‘What happens if two firewall rules apply to the same traffic flow within a single section?
Response:

A. Both rules are ignored, and traffic is dropped

B. The rule with the longer name takes precedence

C. The topmost rule in the section is applied first

D. The more permissive rule overrides the restrictive one

Answer: C

NEW QUESTION # 103

A security administrator suspects that a service insertion policy is not working as expected. Which NSX Manager feature can be
used to validate the health status of the associated service instance?

Response:

A. ESXi Hardware Status tab

B. Host Profiles Dashboard

C. Service Deployment Status under the NSX Inventory
D. Policy Traceflow

Answer: C

NEW QUESTION # 104
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