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Microsoft Security Operations Analyst Sample Questions (Q295-Q300):

NEW QUESTION # 295

You have a Microsoft Sentinel workspace

You develop a custom Advanced Security information Model (ASIM) parser named Parser! that produces a schema named
Schemal.
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Youneed to validate Schermal.
How should you complete the command? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
Parserl I getschema [J | Invoke ¥  ASimSchemaTester( Schemal')
evaluate U evaluate
n'moke invoke
Y
WA ticrosoft e
Answer:
Explanation:
Answer Area
Parserl | | invoke ¥ ASimSchemaTester( Schemal’
evaluate evaluate
Laetschema I getschema
amwoke ~ ; [ 5 invoke
SERficrosoft
Explanation:
Answer Area
Parserl getschema WP invoke ¥ ASimSchemaTester('Schemal')
Microsoft
NEW QUESTION # 296

You have a Microsoft Sentinel workspace named workspacel and an Azure virtual machine named VM.

Youreceive an alert for suspicious use of PowerShell on VM1.

You need to investigate the incident, identify which event triggered the alert, and identify whether the following actions occurred on
VML after the alert:

The modification of local group memberships

The purging of event logs

‘Which three actions should you perform in sequence in the Azure portal? To answer, move the appropriate actions from the list of

actions to the answer area and arrange them in the correct order.
Actions Arswer Area
From the details pane of the incident, select investigate.

From the Investigation blade, select the entity that represents VM1,

From the Investigation blade, select the entity that represents powershell . exe

From the Investigation biace, select Timedine K y 1
From the Investigation blade, select Info. | <.\
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Answer:

Explanation:

Explanation

Step 1: From the Investigation blade, select Insights

The Investigation Insights Workbook is designed to assist in investigations of Azure Sentinel Incidents or individual
[P/Account/Host/URL entities.

Step 2: From the Investigation blade, select the entity that represents VMI.

The Investigation Insights workbook is broken up into 2 main sections, Incident Insights and Entity Insights.

Incident Insights

The Incident Insights gives the analyst a view of ongoing Sentinel Incidents and allows for quick access to their associated metadata



including alerts and entity information.

Entity Insights

The Entity Insights allows the analyst to take entity data either from an incident or through manual entry and explore related
information about that entity. This workbook presently provides view of the following entity types:
IP Address

Account

Host

URL

Step 3: From the details pane of the incident, select Investigate.

Choose a single incident and click View full details or Investigate.

Reference:

https/github.cony Azure/ Azure-Sentinel/wiki/Investigation- Insights---Overview
httpsy/docs.microsoft.con/en-us/azure/sentinel/mvestigate-cases

NEW QUESTION # 297

You have a Microsoft Sentinel workspace named swsl.

Youneed to create a query that will detect when a user creates an unusually large numbers of Azure AD user accounts.
How should you conplete the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

AzureActivity
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Securitykvent
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Explanation:
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Explanation:
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| where ActionType == “Add user”
| where ActivityInsights has “True"
| join(

BehaviorAnalytic ¢ % _-l_'_"‘

) on #leftiSoureeRecordld == $right. Itemld

l mv-expand TargetResources

| extend DisplayName = tostring(UsersInsights.AccountDisplayName),

| sort by TimeGenerated desc

| project TimeGenerated, UserName, UserPrincipalMame, UsersInsights,
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NEW QUESTION # 298

You have an Azure subscription that use Microsoft Defender for Ctoud and contains a user named Userl.

You need to ensure that User] can modify Microsoft Defender for Cloud security policies. The solution must use the principle of
least privilege.

‘Which role should you assign to User1?

¢ A Contributor

¢ B. Security Admin
e C. Owner

¢ D. Security operator

Answer: B

NEW QUESTION # 299

You have a Microsoft Sentinel workspace named swsl.

Youneed to create a query that will detect when a user creates an unusually large numbers of Azure AD user accounts.
How should you complete the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



Answer Area

AzureActivity
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BehaviorAnalytics 5 “Tryet
Securitybvent

| where ActionType == "Add(u&er”

| where ActivityInsightsWhas “True”
| join(
BehdviorAr\.ﬂ!E'C_{ _
AuditLogs

AzureActiuty
Behavior Analytics

BehaviorAnalytics -
‘.&i‘ﬁ‘?!.&f.n}p.u,.mm - ‘u,.ring(Usersmhts.Mltcgomf |

¥ sort by TimeGenerated desc

= $right._Itemld

| project TimeGenerated, Userdame, UserPrincipalName, UsersInsights,

ActivityType, ActionType

Explanation:
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| BehaviorAnalytics 5 “True”
SecurityEvent

| where ActionType == “Add user”
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| join(
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| project TimeGenerated, UserName, UserPrincipalMame, UsersInsights,
ActivityType, ActionType

Explanation:

First table: BehaviorAnalytics

Joined table: AuditLogs

To detect when a user creates an unusually large number of Azure AD user accounts in Microsoft Sentinel, you should leverage
UEBA signals from the BehaviorAnalytics table and enrich them with Azure AD audit data from AuditLogs. The BehaviorAnalytics
table contains UEBA-derived insights (for exanmple, the Activitylnsights flag and UsersInsights) and normalized activity fields such as
ActionType (e.g., "Add user").

Filtering BehaviorAnalytics for ActionType = "Add user" and Activitylnsights has "True" targets activities that the UEBA engine
already assessed as anomalous, reducing noise and focusing on outliers.

Then, join these anomalies to the AuditLogs table to pull authoritative Azure AD audit details (target object, initiator, correlation, and
operation context). This combination aligns with Sentinel guidance: use BehaviorAnalytics for anomaly detection and AuditlLogs for
the Azure AD operational record. Sorting by TimeGenerated and projecting user and insight fields completes the hunting query so
analysts can review who triggered unusual "Add user" bursts and with what context.



Therefore, complete the query by selecting BehaviorAnalytics as the primary dataset and AuditLogs in the join(...).

NEW QUESTION # 300
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