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Lizzy, an analyst, wants to recognize the level of risks to the organization so as to plan countermeasures against cyber attacks. She
used a threat modelling methodology where she performed the following stages:

Stage 1: Build asset-based threat profiles

Stage 2: Identify infrastructure vulnerabilities

Stage 3: Develop security strategy and plans

‘Which of the following threat modelling methodologies was used by Lizzy in the aforementioned scenario?

A. DREAD
B. VAST

C. OCTAVE
D. TRIKE
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As the CEO of a multinational corporation, you focus on making decisions that align with the organization's long-term goals and
overall business strategies. What type of threat mtelligence would be most valuable in guiding your decisions to enhance a company's
resilience against emerging cyber threats?

A. Operational threat intelligence
B. Strategic threat intelligence

C. Technical threat intelligence
D. Tactical threat intelligence

EX: B

fERERR A -

Strategic Threat Intelligence provides high-level insights into the overall threat landscape, long-term trends, and the potential impact
of emerging cyber threats on business operations and strategy. It is primarily designed for executives, policymakers, and senior
management to make informed decisions that align with organizational goals and risk tolerance.

This ntelligence type translates complex technical data into business-relevant language, helping leadership understand:

* The motives and objectives of threat actors.

* The geopolitical or industry trends affecting cybersecurity risk.

* The overall security posture and areas requiring investiment.

* How to allocate resources for long-term resilience and compliance.

Why the Other Options Are Incorrect:

* A. Operational Threat Intelligence:Focuses on ongoing campaigns and immediate threats relevant to security operations and
incident response teans.

* B. Tactical Threat Intelligence:Deals with adversary Tactics, Techniques, and Procedures (TTPs) and is used by SOC and defense
analysts for short-term defensive actions.

* D. Technical Threat Intelligence:Focuses on technical indicators such as IP addresses, hashes, and URLs, used for detection and
blocking within security tools.

Conclusion:

For a CEO focusing on long-term strategic decisions and organizational resilience, the most valuable form of threat intelligence is
Strategic Threat Intelligence.

Final Answer: C. Strategic Threat Intelligence

Explanation Reference (Based on CTIA Study Concepts):

As outlined in CTIA's section on Types of Threat Intelligence, strategic threat ntelligence provides executive- level insights for
planning and governance, supporting risk management and long-term decision-making.

i RE #37
Joe works as a threat intelligence analyst with Xsecurity Inc. He is assessing the TI program by comparing the project results with



the original objectives by reviewing project charter. He is also reviewing the list of expected deliverables to ensure that each of those
is delivered to an acceptable level of quality.
Identify the activity that Joe is performing to assess a TI programs success or failure.

A. Identifying areas of further improvement

B. Determining the fulfiliment of stakeholders

C. Conducting a gap analysis

D. Determming the costs and benefits associated with the program

E&R:. C
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A company, TechSoft Solutions, implemented a threat intelligence program and began developing operational capabilities obtained in
the previous levels and created an organized team approach for strategic analysis. The company also established necessary
ntelligence processes and workflows to extract their own threat intelligence.

Identify the threat intelligence maturity level at which the company stands.

A. Level 2: Increasing CTI capabilities
B. Level 4: Well-defined CTI program
C. Level 1: Preparing for CTI

D. Level 3: CTI program in place

ZX: D

AR A -

The description indicates that the organization has:

* Developed operational capabilities,

* Formed an organized team approach,

* Established defined processes and workflows,

* Begun producing its own intelligence.

These attributes align with Level 3: CTI Program in Place of the Threat Intelligence Maturity Model.

At this level, organizations have a structured and functioning Cyber Threat Intelligence (CTI) program that collects, analyzes, and
produces intelligence internally, aligning with operational and strategic needs.

Why the Other Options Are Incorrect:

* Level 1: Preparing for CTI: Organization is only exploring CTI, with no established program.

* Level 2: Increasing CTI capabilities: Some capabilities are emerging but processes are not yet fully organized.

* Level 4: Well-defined CTI program: Represents the most advanced maturity, with automation, integration, and full optimization
across all departments.

Conclusion:

TechSoft Solutions is at Level 3, where a CTI program s actively in place and producing internal threat intelligence.

Final Answer: D. Level 3: CTI program in place

Explanation Reference (Based on CTIA Study Concepts):

CTIA defines Level 3 as the stage where an organization has established operational CTI capabilities and formalized processes for

producing and sharing intelligence.

FIRE #39

Youare a cybersecurity analyst working at a financial institution. An unusual pattern of financial transactions was detected,
suggesting potential fraud or money laundering, What specific type of threat intelligence would you rely on to analyze these financial
activities and identify potential risks?

A. OSINT

B. FININT
C.CHIS

D. TECHINT

£%: B

fE R A -
FININT (Financial Intelligence) refers to the collection, processing, and analysis of financial transaction data to identify suspicious or



illicit activities such as fraud, money laundering, terrorist financing, or financial crimes.

In this scenario, the analyst is investigating unusual financial transaction patterns, which is exactly the purpose of financial intelligence.
Key Features of FININT:

* Focuses on financial data sources, including transaction records, wire transfers, and account statements.

* Helps detect illicit financial flows or abnormal transaction behaviors.

* Used by banks, financial institutions, and government agencies to identify and prevent financial crimes.

* Often shared with intelligence agencies and regulatory bodies to support counter-fraud and anti-money laundering operations.
Why the Other Options Are Incorrect:

* A. OSINTRefers to publicly available information such as websites, news, or social media. It is not specific to financial transaction
data.

* B. CHISRefers to human intelligence sources obtained through personal or covert interaction, not financial data analysis.

* C. TECHINT:Refers to intelligence gathered from technical sources such as sensors or electronic systens, not financial records.
Conclusion:

The correct intelligence type used to analyze suspicious financial transactions is FININT (Financial Intelligence).

Final Answer: D. FININT

Explanation Reference (Based on CTIA Study Concepts):

As per CTIA threat ntelligence classifications, FININT involves collecting and analyzing financial data to detect and mitigate
fraudulent or criminal activities.
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