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A 270
=x 1 ¢ Configure ChromeOS policies: This topic discusses understanding and configuring ChromeOS policies.
=x 2 ¢ Understand ChromeOS security processes: It focuses on deploying certificates and uChromeOS policies.
=X 3 ¢ Identity Management: The primary focus of the topic identity management is on identity features.

e Performactions from the Admin console: This topic delves into troubleshooting customer concerns, setting
=M 4 up a trial, pushing applications, and performing device actions from the Admin console.

¢ Understand ChromeOS tenets: It discusses ChromeOS best practices and customers on chromeOS
FH 5 tenets.
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HEE #81

You are tasked with converting hundreds of Windows & Mac machines across multiple locations to ChromeOS Flex and enrolling
them into the Admin console. The available network bandwidth Is limitedat many of the locations and the devices are not currently
managed with any endpoint management system.

Which two operations are required to perform the task?

Choose 2 answers

e A Use PXE boot to load the ChromeOS Flex image onto devices and have them automatically convert across all locations
after they're restarted

¢ B. Distribute USB flash drives with the ChromeOS Flex image to the different locations and ask local personnel or a services
partner to manually convert each device

e C. Contact an authorized Zero-Touch Enrollment (ZTE) reseller and share the serial numbers of the devices you're converting
and the domain you're enrolling them into to have them pre-provisioned into the Admin console

e D. Install the Recovery Tool extension on all devices that are to be converted and follow the step-by-step installer to convert
each device directly without the need of USB drives

e E. Create a dedicated enroliment account tor each location and place them into the OUs you want the devices enrolled into
then enable the 'Place ChromeOS device in user organization” policy and enroll the devices using the respective enrollment
account for each location

HE. BE
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* Create Dedicated Enroliment Accounts: Create separate enroliment accounts for each location, placing themin the respective OUs
where the converted devices should be enrolled.

* Enable Policy: Turn on the "Place ChromeOS device in user organization" policy. This ensures devices are automatically enrolled
mto the correct OU based on the enrollment account used.

* Enroll Devices: Use the dedicated enroliment account for each location to enroll the converted devices. This allows for organized
management based on location.

Option E:

* Distribute USB Drives: Prepare USB flash drives with the ChromeOS Flex image and distribute them to the different locations.

* Manual Conversion: Instruct local personnel or a service partner to manually convert each device using the provided USB drives.
This method is suitable when network bandwidth is limited and doesn't rely on existing endpoint management infrastructure.

Reasons for not choosing other options:

* Option B: The Recovery Tool is primarily used for creating recovery media for ChromeOS devices, not converting other operating
systens.

* Option C: PXE boot is a network-based installation method, not ideal for locations with limited bandwidth.

* Option D: While zero-touch enrollment (ZTE) streamlines enrollment, it requires pre-provisioning devices with the vendor or
reseller, which might not be feasible in this scenario.

By combining options A and E, you can efficiently convert and enroll devices in multiple locations with limited network resources and
no existing management systemns.

EE #82
What should you do to activate biometrics unlock for the devices that support it?

A. Enable fingerprint unlock

B. Enable face unlock

C. Buy external USB fingerprint reader

D. Upgrade device license to "Chrome Security Plus"

HE:. A
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To activate biometric unlocking on ChromeOS devices that support it, you need toenable fingerprint unlock.

This feature allows users to sign in or unlock their devices using a registered fingerprint, enhancing security and convenience.
Verified Answer from Official Source:

The correct answer is verified from theGoogle ChromeOS Security Features Guide, which specifies that fingerprint unlock must be
enabled for compatible devices.

"To enable biometric authentication on supported ChromeOS devices, go to Security Settings and enable fingerprint unlock."
Fingerprint unlock is a secure and fast method of authentication, available on newer ChromeOS devices equipped with fingerprint
scanners.

Objectives:

* Enhance device security with biometric authentication.

* Manage fingerprint settings through ChromeOS.

HEE #83

You have been tasked to deploy shared devices using Managed Guest Sessions. Your IT policy requires blocking access to
"google.com’ at the parent organization. How would you prevent users from accessing

"google.com’ for all Managed Guest Sessions at the parent organization?

A. Add "google.com' to "the blocked URL exceptions"

B. Add "google.com' to "allow insecure content on these sites"
C. Add "google.com' to "disallowed URLs in content settings"
D. Add "google.com' to "the list of blocked URLs"
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To block access to a specific website across all managed guest sessions, you need to add the site to the'list of blocked URLs". This
ensures that regardless of the session type, users cannot access the specified site.

Verified Answer from Official Source:

The correct answer is verified from theGoogle ChromeOS Managed Guest Session Guide, which explains that adding URLs to the
blocked list restricts access across all sessions.

"To enforce web filtering policies during Managed Guest Sessions, add the URL to the blocked list in the Admin console under User
& Browser Settings." By configuring the blocked URL list, you enforce consistent access policies even when devices are used in
guest mode.

Objectives:

* Tmplement web filtering for Managed Guest Sessions.

* Enforce consistent security policies across sessions.

A2 #84
You need to set a policy that prevents the device from shutting down while idling on the sign-in screen. Where should you navigate
to?

A. User Settings > User Experience

B. User Settings > Idle settings

C. Device Settings > Allow shutdown

D. Device Settings > Power management

He:. D
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To prevent a ChromeOS device from shutting down while idling on the sign-in screen, you need to adjust the power management
settings. This can be done through the following steps:

* Go to the Google Admin console.

* Navigate to Device Management > Chrome Management > Device Settings.

* Find the Power management section and locate the setting that controls idle behavior on the sign-in screen.

* Adjust the setting to prevent shutdown during idle periods.

Option A is incorrect because idle settings primarily control screen dimming and sleep behavior.

Option B is incorrect because user experience settings generally focus on visual and interaction aspects, not power management.
Option C is incorrect because there isn't a specific "Allow shutdown" setting in ChromeOS device settings.



HEE #85

To allow remote users to securely connect to an internal network, the organization you're supporting is using a VPN. The
organization would like you to configure the ChromeOS devices so that the Android VPN clients deployed are automatically
configured with the correct hostname. How should you configure this in the Admin Console according to Google best practice?

¢ A. Add a managed configuration using JSON to the Android app

¢ B. Download the Android app ona ChromeOS device, add the hostname manually then re-upload the app in the
organization's private Google Play Store and deploy it lo all ChromeOS devices

e C. Contact the VPN provider and ask them to provide you with a custom installable client with the correct configuration pre-
configured Then deploy that installable

¢ D. Upload a JSON file with the configuration into the Google Play Store

HE: A
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This is the most efficient and scalable way to automatically configure Android VPN clients on ChromeOS devices with the correct
hostname:

* Obtain Configuration: Get the required VPN configuration details (hostname, authentication methods, etc.) fromthe VPN provider
or your organization's network administrator. This configuration is typically in JSON format.

* Create Managed Configuration: In the Google Admin console, navigate to Devices > Chrome > Settings > Android Apps >
Managed Configurations.

* Select the VPN App: Choose the specific Android VPN app you want to configure.

* Add JSON Configuration: Paste the JSON configuration into the provided field. Ensure the configuration is valid and accurate.

* Save and Deploy: Save the managed configuration and apply it to the desired organizational units (OUs) containing the ChromeOS
devices.

This method allows you to centrally manage VPN configurations for Android apps on ChromeOS devices, ensuring consistency and
reducing the manual effort required from users.
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