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Palo Alto Networks Systems Engineer Professional - Cortex Sample
Questions (Q161-Q166):
NEW QUESTION # 161 
In the DBotScore context field, which context key would differentiate between multiple entries for the same indicator in a multi-TIP
environment?

A. Vendor
B. Type
C. Brand
D. Using

Answer: A

NEW QUESTION # 162 
The certificate used for decryption was installed as a trusted root CA certificate to ensure communication between the Cortex XDR
Agent and Cortex XDR Management Console What action needs to be taken if the administrator determines the Cortex XDR
Agents are not communicating with the Cortex XDR Management Console?

A. enable SSL decryption
B. disable SSL decryption
C. add paloaltonetworks com to the SSL Decryption Exclusion list
D. reinstall the root CA certificate

Answer: D

NEW QUESTION # 163 
A customer is hesitant to directly connect their network to the Cortex platform due to compliance restrictions.
Which deployment method should the customer use to ensure secure connectivity between their network and the Cortex platform?

A. Broker VM
B. Syslog collector
C. Elasticsearch
D. Windows Event Collector

Answer: A

Explanation:
To ensure secure connectivity between the customer's network and the Cortex platform while adhering to compliance restrictions,
the customer should use the Broker VM. The Broker VM acts as a secure intermediary between the local network and the Cortex
platform, allowing for controlled and encrypted communication without directly exposing the network to the platform.

NEW QUESTION # 164 
A Cortex XSOAR customer wants to ingest emails from a single mailbox. The mailbox brings in reported phishing emails and email
requests from human resources (HR) to onboard new users. The customer wants to run two separate workflows from this mailbox,
one for phishing and one for onboarding.
What will allow Cortex XSOAR to accomplish this in the most efficient way?

A. Create a playbook to process and determine incident type based on content of the email.
B. Use machine learning (ML) to determine incident type.
C. Create two instances of the email integration and classify one instance as ingesting incidents of type phishing and the other
as ingesting incidents of type onboarding.
D. Use an incident classifier based on a field in each type of email to classify those containing "Phish Alert" in the subject as
phishing and those containing "Onboard Request" as onboarding.
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Answer: D

Explanation:
Reference: https://xsoar.pan.dev/docs/reference/packs/email-communication

NEW QUESTION # 165 
In addition to migration and go-live, what are two best-practice steps for migrating from SIEM to Cortex XSIAM? (Choose two.)

A. Testing
B. Certification
C. Execution
D. Conclusion

Answer: A,D

NEW QUESTION # 166
......
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