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R #90
‘When deploying a policy server, which is important?

A. To have policies in place

B. To install the heartbeat server first

C. To configure the heartbeat interval and define the amount of time that the client is allowed to connect to the server
D. To configure the EPS and define the amount of time that the client is allowed to connect to the SMS

IEfE: C

fEERA -

‘When deploying an Endpoint Policy Server, configuring the heartbeat interval is critical. The heartbeat interval defines how often the
client must commumnicate with the server to verify policy status and updates.

The amount of time allowed for the client to connect ensures consistent enforcement of policies.

Exact Extract from Official Document:

"The heartbeat interval and the time allowed for client connections are critical settings to configure when deploying an Endpoint
Policy Server." Reference:Check Point Harmony Endpoint Specialist R81.20 Administration Guide, "Endpoint Policy Server

Proximity Analysis."

HMA #91
What are the general components of Data Protection?

A. Only OneCheck in Pre-Boot environment.

B. Data protection includes VPN and Firewall capabilities.

C. Full Disk Encryption (FDE), Media Encryption, and Port Protection.
D. It supports SmartCard Authentication and Pre-Boot encryption.

EfE: C

A -

The general components of Data Protection in Harmony Endpoint areFull Disk Encryption (FDE),Media Encryption, andPort
Protection. This is explicitly detailed in theCP_RS]1.

20 Harmony Endpoint Server AdminGuide.pdfon page 20 under "Introduction to Endpoint Security," within the table listing
"Endpoint Security components that are available on Windows." The entry for "Media Encryption and Media Encryption & Port
Protection" states, "Protects data stored on the computers by encrypting removable media devices and allowing tight control over
computers' ports (USB, Bluetooth, and so on)," while "Full Disk Encryption” is described as combining "Pre-boot protection, boot



authentication, and strong encryption to make sure that only authorized users are given access to information stored on desktops and
laptops." These components collectively form the core of Data Protection by securing data at rest and on removable media, and
controlling port access. Option B accurately lists these three components. Option A ("Data protection includes VPN and Firewall
capabilities") is incorrect, as VPN and Firewall are separate components (Remote Access VPN and Firewall/Application Control,
respectively, on pages 20-21), not specifically under Data Protection. Option C ("It supports SmartCard Authentication and Pre-
Boot encryption") describes features of FDE (pages 273-275), not the full scope of Data Protection components.

Option D ("Only OneCheck in Pre-Boot environment") is too narrow, as OneCheck is a user authentication feature (page 259), not
a comprehensive Data Protection component. Thus, option B is the verified answer.

References:

CP_R81.20 Harmony Endpoint Server AdminGuide.pdf, Page 20: Introduction to Endpoint Security (lists Full Disk Encryption,
Media Encryption, and Port Protection as components).

HA #92
Before installing the Endpoint Security Management Server, it is necessary to consider this:

A. A Network Security Management Server must NOT be installed on the same machine.
B. A Network Security Management Server must be installed.

C. MS SQL Server must be available with full admin access.

D. An Endpoint Security Gateway must be installed.

EfE: A

HP#93
What is default Agent Uninstall Password, which protect client from unauthorized removal?

e A secret
e B. Secret
e C.RemoveMe
e D. Chkpl234

EfE: A

B #94
By default, an FDE Action does what?

A. Decrypts all visible disk volumes
B. Rebuilds the hard drive

C. Re-defines all visible disk volumes
D. Encrypts all visible disk volumes

IEf#: D

B #95
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