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Fortinet EMEA Advanced Support Exam Sample Questions (Q27-Q32):

NEW QUESTION # 27
Which FortiGate command displays the current routing table?

A. get router info routing-table all
B. diagnose netlink route list

C. show router status

D. get systemroute

Answer: A
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Explanation:

The 'get router info routing-table all command displays the FortiGate's current routing table, including all active routes and their
details. Options B, C, and D are not valid or specific for this purpose. Exact extract:

"Use 'get router info routing-table all' to display the complete routing table, showing destination, gateway, interface, and metric for all
routes."

NEW QUESTION # 28
Which FortiGate log type records denied traffic events?

A. Traffic Log
B. System Log
C. Event Log
D. Security Log

Answer: A

Explanation:

Traffic Logs in FortiGate record all traffic events, including denied packets, with details like source, destination, and policy ID.
Security Logs (B) cover UTM events, Event Logs (C) system events, and System Logs (D) hardware or system status, not
specifically denied traffic. Exact extract: "Traffic Logs record all packet activity, including allowed and denied traffic, with details
such as source/destination IPs, ports, and the firewall policy applied."

NEW QUESTION # 29
What is the purpose of FortiGate's "FortiGuard' service in security profiles?

A. Manages HA cluster synchronization

B. Enables local storage of security logs

C. Provides real-time threat intelligence updates
D. Configures VPN tunnel encryption

Answer: C

Explanation:

FortiGuard services provide real-time threat intelligence updates to FortiGate for signatures, URL databases, and anti-malware,
enhancing security profiles like IPS and web filtering. It does not handle log storage (B), VPN encryption (C), or HA
synchronization (D). Exact extract: "FortiGuard services deliver real-time threat intelligence, updating FortiGate with the latest
signatures, URL databases, and anti-malware definitions for security profiles."

NEW QUESTION # 30
In FortiGate, what is the purpose ofa Virtual IP (VIP)?

A. To create a virtual interface for VLANs

B. To assign a secondary IP to a physical interface
C. To enable load balancing for VPN tunnels

D. To map an external IP to an internal IP for NAT

Answer: D

Explanation:

A Virtual IP (VIP) in FortiGate maps an external IP address to an internal IP for Destination NAT (DNAT), commonly used for
accessing internal servers from external networks. It is not for VLANs (B), secondary IPs (C), or VPN load balancing (D). Exact
extract: "Virtual IPs (VIPs) are used for Destination NAT, mapping an external [P address to an internal IP to allow external access
to internal resources, such as servers."

NEW QUESTION # 31
Which of the following are classful addresses? (Select all that apply below)



A.172.16.0.0/24
B. 172.16.0.0/16
C. 10.225.30.0/16
D. 10.225.30.0/8

Answer: B,D

Explanation:

Classful addressing follows the original IP address classes: Class A (/8), Class B (/16), and Class C (/24).

Option A (10.225.30.0/8) is a Class A address, and C (172.16.0.0/16) is a Class B address. Option B (10.225.30.0/16) and D
(172.16.0.0/24) uvse non-standard masks for their respective ranges, making them classless (CIDR). The original document
incorrectly lists only A. Fortinet routing supports both classful and classless addressing. Exact extract: "Classful addressing uses fixed
subnet masks: Class A (/8), Class B (/16), and Class C (/24)... Addresses like 10.0.0.0/8 and 172.16.0.0/16 are classful, while
non-standard masks indicate classless addressing,”

NEW QUESTION # 32
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