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A 274
¢ Architecture and detection capabilities: This section of the exam measures the skills of SOC analysts in the
=x 1 designing and managing of FortiAnalyzer deployments. It emphasizes configuring and managing collectors

and analyzers, which are essential for gathering and processing security data.

e SOC automation: This section of the exam measures the skills of target professionals in the implementation

of automated processes within a SOC. It emphasizes configuring playbook triggers and tasks, which are
FH2 crucial for streamlining incident response. Candidates should be able to configure and manage connectors,
facilitating integration between different security tools and systemns.

¢ SOC concepts and adversary behavior: This section of the exam measures the skills of Security Operations

Analysts and covers fimdamental concepts of Security Operations Centers and adversary behavior. It
=A 3 focuses on analyzing security incidents and identifying adversary behaviors. Candidates are expected to
demonstrate proficiency in mapping adversary behaviors to MITRE ATT&CK tactics and techniques,
which aid in understanding and categorizing cyber threats.

e SOC operation: This section of the exam measures the skills of SOC professionals and covers the day-to-

day activities within a Security Operations Center. It focuses on configuring and managing event handlers, a
=X 4 key skill for processing and responding to security alerts. Candidates are expected to demonstrate
proficiency in analyzing and managing events and incidents, as well as analyzing threat-hunting mformation
feeds.
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BE #66

Refer to the exhibit.

F:RTINET

Which two options describe how the Update Asset and Identity Database playbook is configured? (Choose two.)

A. The playbook is using a FortiClient EMS connector.
B. The playbook is using a local connector.

C. The playbook is using a FortiMail connector.

D. The playbook is using an on-demand trigger.
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* Understanding the Playbook Configuration:

* The playbook named "Update Asset and Identity Database" is designed to update the FortiAnalyzer Asset and Identity database
with endpoint and user information.

* The exhibit shows the playbook with three main components: ON_SCHEDULE STARTER, GET _ENDPOINTS, and
UPDATE ASSET AND IDENTITY.

* Analyzing the Components:

* ON_SCHEDULE STARTER:This component indicates that the playbook is triggered on a schedule, not on-demand.

* GET_ENDPOINTS:This action retrieves information about endpoints, suggesting it interacts with an endpoint management
system.

* UPDATE _ASSET AND IDENTITY:This action updates the FortiAnalyzer Asset and Identity database with the retrieved
mformation.

* Evaluating the Options:

* Option A'The actions shown in the playbook are standard local actions that can be executed by the FortiAnalyzer, indicating the
use of a local connector.

* Option B:There is no indication that the playbook uses a FortiMail connector, as the tasks involve endpoint and identity
management, not email.

* Option C:The playbook is using an "ON_SCHEDULE" trigger, which contradicts the description of an on-demand trigger.

* Option DiThe action "GET ENDPOINTS" suggests integration with an endpoint management system, likely FortiClient EMS,
which manages endpoints and retrieves information from them.

* Conclusion:

* The playbook is configured to use a local connector for its actions.

* It nteracts with FortiClient EMS to get endpoint information and update the FortiAnalyzer Asset and Identity database.
References:

* Fortinet Documentation on Playbook Actions and Connectors.

* FortiAnalyzer and FortiClient EMS Integration Guides.

A2 #67
Which component of the Fortinet SOC solution is primarily responsible for autormated threat detection and response?

e A FortiSIEM
¢ B. FortiAnalyzer
e C. FortiManager
e D. FortiGate

e A

EE #68
What is the primary finction of event handlers in a SOC operation?

¢ A To provide technical support to end-users
e B. To automate responses to detected events
e C. To generate financial reports

¢ D. To monitor the health of IT equipment

He:. B

EE #69
Which FortiAnalyzer connector can you use to run automation stitches9

A. Local

B. FortiCASB
C. FortiMail
D. FortiOS
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Overview of Automation Stitches:

Automation stitches in FortiAnalyzer are predefined sets of automated actions triggered by specific events. These actions help in
autormating responses to security incidents, improving efficiency, and reducing the response time.

FortiAnalyzer Connectors:

FortiAnalyzer integrates with various Fortinet products and other third-party solutions through connectors. These connectors
facilitate communication and data exchange, enabling centralized management and automation.

Available Connectors for Automation Stitches:

FortiCASB:

FortiCASB is a Cloud Access Security Broker that helps secure SaaS applications. However, it is not typically used for running
autormation stitches within FortiAnalyzer.

Reference: Fortinet FortiCASB Documentation FortiCASB

FortiMail:

FortiMail is an email security solution. While it can send logs and events to FortiAnalyzer, it is not primarily used for running
autormation stitches.

Reference: Fortinet FortiMail Documentation FortiMail

Local:

The local connector refers to FortiAnalyzer's ability to handle logs and events generated by itself. This is useful for internal processes
but not specifically for integrating with other Fortinet devices for automation stitches.

Reference: Fortinet FortiAnalyzer Admmistration Guide FortiAnalyzer Local FortiOS:

FortiOS is the operating system that runs on FortiGate firewalls. FortiAnalyzer can use the FortiOS connector to communicate with
FortiGate devices and run automation stitches. This allows FortiAnalyzer to send commands to FortiGate, triggering predefined
actions in response to specific events.

Reference: Fortinet FortiOS Admmistration Guide FortiOS Detailed Process:

Step 1: Configure the FortiOS connector in FortiAnalyzer to establish commumication with FortiGate devices.

Step 2: Define automation stitches within FortiAnalyzer that specify the actions to be taken when certain events occur.

Step 3: When a triggering event is detected, FortiAnalyzer uses the FortiOS connector to send the necessary commands to the
FortiGate device.

Step 4: FortiGate executes the commands, performing the predefined actions such as blocking an IP address, updating firewall rules,
or sending alerts. Conclusion:

The FortiOS connector is specifically designed for integration with FortiGate devices, enabling FortiAnalyzer to execute automation
stitches effectively.

Reference: Fortinet FortiOS Administration Guide: Details on configuring and using automation stitches.

Fortinet FortiAnalyzer Administration Guide: Information on connectors and integration options.

By utilizing the FortiOS connector, FortiAnalyzer can run automation stitches to enhance the security posture and response
capabilities within a network.

EE#70
Exhibit:
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‘Which observation about this FortiAnalyzer Fabric deployment architecture is true?

A. The AMER HQ SOC team cannot run automation playbooks from the Fabric supervisor.

B. The EMEA SOC team has access to historical logs only.

C. The APAC SOC team has access to FortiView and other reporting functions.

D. The AMER HQ SOC team must configure high availability (HA) for the supervisor node.

HE: A

MY

Understanding FortiAnalyzer Fabric Deployment:

FortiAnalyzer Fabric deployment involves a hierarchical structure where the Fabric root (supervisor) coordinates with multiple
Fabric members (collectors and analyzers).

This setup ensures centralized log collection, analysis, and incident response across geographically distributed locations.
Analyzing the Exhibit:

FAZ1-Supervisor is located at AMER HQ and acts as the Fabric root.

FAZ2- Analyzer is a Fabric member located in EMEA.

FAZ3-Collector and FAZA-Collector are Fabric members located in EMEA and APAC, respectively.

Evaluating the Options:

Option A: The statement indicates that the AMER HQ SOC team cannot run automation playbooks from the Fabric supervisor.
This is true because autormation playbooks and certain orchestration tasks typically require local execution capabilities which may not
be fully supported on the supervisor node.

Option B: High availability (HA) configuration for the supervisor node is a best practice for redundancy but is not directly inferred
from the given architecture.

Option C: The EMEA SOC team having access to historical logs only is not correct since FAZ2- Analyzer provides full analysis
capabilities.

Option D: The APAC SOC team has access to FortiView and other reporting finctions through FAZA-Collector, but this is not
explicitly detailed in the provided architecture. Conclusion:

The most accurate observation about this FortiAnalyzer Fabric deployment architecture is that the AMER HQ SOC team cannot
run automation playbooks from the Fabric supervisor.

Reference: Fortinet Documentation on FortiAnalyzer Fabric Deployment.

Best Practices for FortiAnalyzer and Automation Playbooks.
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