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Cisco Certified Support Technician (CCST) Cybersecurity Sample Questions
(Q27-Q32):

NEW QUESTION # 27
‘Which of the following updates improve the functionality and security of installed software?

A. Firmware updates
B. Device drivers

C. Windows Update
D. Application updates

Answer: D

Explanation:

Application updates refer to updates released by software vendors to improve the functionality, fix bugs, and address security
vulnerabilities in their applications. Regularly updating applications is crucial to ensure that the latest security patches and
enhancements are applied, reducing the risk of exploitation by attackers.

NEW QUESTION # 28
Which of the following is a characteristic of a denial-of-service (DoS) attack?

A. An attacker steals or alters sensitive data.

B. An attacker attempts to gain unauthorized access to a system.

C. An attacker floods a system with excessive requests, rendering it unable to finction properly.
D. An attacker intercepts and modifies network traffic.

Answer: C

Explanation:
A denial-of-service (DoS) attack is a type of cyber attack where an attacker floods a system with an excessive amount of requests,
overwhelming its resources and causing it to crash or become unresponsive.

NEW QUESTION # 29
What is the purpose of a firewall in a network security system?

A. To scan and filter network traffic for potential threats

B. To prevent unauthorized access to or from private networks
C. To provide secure remote access to the network

D. To encrypt data transmitted over the network

Answer: B

Explanation:

Option 1: Correct. A firewall is designed to prevent unauthorized access to or from private networks by monitoring and controlling
network traffic based on predetermined security rules.

Option 2: Incorrect. While a firewall can scan and filter network traffic for potential threats, this is not its primary purpose.

Option 3: Incorrect. While encryption may be a feature of some firewalls, it is not the primary purpose of a firewall in a network
security system

Option 4: Incorrect. While a secure remote access solution may include a firewall, this is not the primary purpose of a firewall in a
network security system.

NEW QUESTION # 30


https://www.prep4sures.top/100-160-exam-dumps-torrent.html

How does a honeypot enhance network security?

A. Tt acts as a decoy and diverts malicious traffic away from important systers.

B. It detects and prevents identified threats through real-time packet inspection.

C. It monitors network traffic and sends alerts when potential threats are detected.

D. It isolates external-facing services from the Internet and protects them from attack.

Answer: A

Explanation:

According to the Cisco Certified Support Technician (CCST) Cybersecurity Study Guide, a honeypot is a security mechanism that
appears to be a legitimate system or resource but is intentionally made vulnerable to attract attackers. Its purpose is not to serve
legitimate users but to detect, study, and sometimes divert malicious activity.

"A honeypot is a decoy system or service designed to attract and engage attackers. By simulating a target of interest, it allows
security tearms to monitor attack methods, collect intelligence, and sometimes divert threats away from production systemns.
Honeypots do not prevent attacks but help in identifying them and understanding adversary tactics." (CCST Cybersecurity, Basic
Network Security Concepts, Honeypots and Honey Nets section, Cisco Networking Academy) In this context:

Option A describes an IDS (Intrusion Detection System), not a honeypot.

Option C refers to a DMZ (Demilitarized Zone), not a honeypot.

Option D describes an IPS (Intrusion Prevention System).

Option B correctly identifies a honeypot's role as a decoy to divert or engage attackers.

NEW QUESTION # 31
What is the purpose of conducting assessiments of IT systens in the context of mformation security and change management?

A. To identify any vulnerabilities or weaknesses in the system

B. All of the above

C. To assess the potential impact of changes on overall system performance
D. To determine the level of compliance with regulatory requirements

Answer: B

Explanation:

Assessments of IT systenms in the context of information security and change management serve multiple purposes. Firstly, they help
identify any vulnerabilities or weaknesses in the system, enabling organizations to take necessary measures to strengthen security and
protect against potential threats. Secondly, these assessments assist in determining the level of compliance with regulatory
requirenments, ensuring that the system meets necessary standards. Lastly, they help assess the potential impact of changes on overall
system performance, allowing organizations to make informed decisions and minimize any disruptions. Therefore, all the options
mentioned in the

NEW QUESTION # 32
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