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Questions (Q120-Q125):
NEW QUESTION # 120 
Cortex XSOAR has extracted a malicious IP address involved in command-and-control traffic.
What is the best method to automatically block this IP from communicating with endpoints without requiring a configuration change
on the firewall?

A. Add the IP address to a threat intelligence management malicious IP list to elevate priority of future alerts.
B. Add the IP address to an external dynamic list used by the firewall.
C. Block the IP address by creating a deny rule in the firewall.
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D. Create a NetOps ticket requesting a configuration change to the firewall to block the IP.

Answer: A

Explanation:
Reference: https://xsoar.pan.dev/docs/reference/playbooks/block-ip---generic-v3

NEW QUESTION # 121 
What is the result of creating an exception from an exploit security event?

A. Triggered exploit protection module (EPM) for the host and process involved is disabled.
B. User is exempt from generating events for 24 hours.
C. Administrators are exempt from generating alerts for 24 hours.
D. Process from WildFire analysis is whitelisted.

Answer: A

Explanation:
Reference: https://live.paloaltonetworks.com/t5/cortex-xdr-discussions/exception-and-exclusion-tips-amp- trick-best-practices/td-
p/569675

NEW QUESTION # 122 
What is the difference between an exception and an exclusion?

A. An exclusion is based on rules and exceptions are based on alerts.
B. An exclusion does not exist
C. An exception is based on rules and exclusions are on alerts
D. An exception does not exist

Answer: C

NEW QUESTION # 123 
What is the function of reputation scoring in the Threat Intelligence Module of Cortex XSIAM?

A. It resolves conflicting scores from different vendors with the same indicator.
B. It helps identify threat feed vendors with invalid content.
C. It provides a statistical model for combining scores from multiple vendors
D. It allows for comparison between open-source intelligence and paid services.

Answer: A

Explanation:
The function of reputation scoring in the Threat Intelligence Module of Cortex XSIAM is to resolve conflicting scores from different
vendors for the same indicator. This helps standardize threat intelligence, allowing the platform to provide a more accurate and
reliable assessment of the risk associated with a given indicator, even when different sources may provide conflicting information.

NEW QUESTION # 124 
What are two capabilities of a War Room? (Choose two.)

A. act as an audit trail for an investigation
B. create playbooks for orchestration
C. create widgets for an investigation
D. run ad-hoc automation commands

Answer: A,D

Explanation:



Reference: https://www.paloaltonetworks.com/cortex/cortex-xsoar
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