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FIRE #30
Which two key exchange algorithms consume the most resources when decrypting SSL traffic? (Choose two.)

A RSA
B. DHE
C. ECDSA
D. ECDHE

Z%: BD

f RS A«

The two key exchange algorithims that consume the most resources when decrypting SSL traffic are ECDHE and DHE. These are
both Diffie-Hellman based algorithims that enable perfect forward secrecy (PFS), which means that they generate a new and unique
session key for each SSL/TLS session, and do not reuse any previous keys. This enhances the security of the encrypted
communication, but also increases the computational cost and complexity of the key exchange process. ECDHE stands for Elliptic
Curve Diffie-Hellman Ephemeral, which uses elliptic curve cryptography (ECC) to generate the session key. DHE stands for Diffie-
Hellman Ephemeral, which uses modular arithmetic to generate the session key. Both ECDHE and DHE require more CPU and
memory resources than RSA, which is a non-PFS algorithm that uses public and private keys to encrypt and decrypt the session
key123. References: Key Exchange Algorithis, Best Practices for Enabling SSL Decryption, PCNSE Study Guide (page 60)

PR #31
Which logs enable a firewall administrator to determine whether a session was decrypted?

A. Correlated Event
B. Decryption

C. Traffic

D. Security Policy

ER: C

il =8 #32
An engineer configures SSL decryption in order to have more visibility to the internal users' traffic when it is regressing the firewall.
Which three types of interfaces support SSL Forward Proxy? (Choose three.)

A. Layer 3

B. Virtual Wire
C. Tap

D. Layer

E. High availability (HA)
ZX: ABD
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Explanation

SSL Forward Proxy is a feature that allows the firewall to decrypt and inspect outbound SSL traffic from internal users to external
serversl. The firewall acts as a proxy (MITM) generating a new certificate for the accessed URL and presenting it to the client
during SSL handshake SSL Forward Proxy can be configured on any interface type that supports security policies, which are Layer
2, Virtual Wire, and Layer 3 interfaces1. These mterface types allow the firewall to apply security profiles and URL filtering on the
decrypted SSL traffic.

8 #33
In URL filtering, which component matches URL patterns?



A. single-pass pattern matching on the data plane
B. security processing on the data plane

C. live URL feeds on the management plane

D. signature matching on the data plane

BER: A

i RE R -
Reference: hitps//www.firewall.cx/networking-topics/firewalls/palo-alto-firewalls/1152-palo-alto- firewall-single-pass-parallel-
processing-hardware-architecture. html

i /8 #34
An Administrator is configuring Authentication Enforcement and they would like to create an exemption rule to exempt a specific
group from authentication. Which authentication enforcement object should they select?

A. default-no-captive-portal

B. default-web-format

C. default-authentication-bypass
D. default-browser-challenge

ER: A
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