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Fortinet FCSS - SD-WAN 7.6 Architect Sample Questions (Q65-Q70):

NEW QUESTION # 65
Refer to the exhibit. The administrator used the SD-WAN overlay template to prepare an IPsec tunnels configuration for a hub-and-
spoke SD-WAN topology. The exhibit shows the FortiManager installation preview for one FortiGate device.
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Based on the exhibit, which statement best describes the configuration applied to the FortiGate device?

Install Preview of fgt1 B x

Assigned Devices fgt1(root)

config vpn ipsec phasel-interface 2
edit “VPN1“
set type dynamic
set interface “portl”
set ike-version 2
set dpd on-idle
set comments “VPN: VPNl [Crested by IPSEC Template]”
set proposal aes256-sha256
set peertype any
set mode-cfg enable
set dpd-retryinterval 60
set net-device disable
set add-route disable
set auto-discoyvery-sénder enable
set ipvé4-start-ip 10.10.128.1
set ipv4r-énd-ip 10.10.159.252
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set network-overlay enable
set network-id 5
next

end

config system interface

<

—

A. Tt is a hub device. It will automatically discover the spoke devices and add them to the SD-WAN topology.
B. It is a hub device. It can send ADVPN shortcut offers.
C. It is a spoke device that establishes dynamic [Psec tunnels to the hub It can send ADVPN shortcut requests.

D. It is a spoke device that establishes dynamic [Psec tunnels to the hub. The local subnet range is
10.10.128.0/23.

Answer: B

Explanation:

The phasel-interface shows set type dynamic, set peertype any, and set mode-cfg enablewith an address pool (ipv4-start-ip, ipv4-
end-ip, ipv4-netmask). Those are dial-up server settings-i.e., a hub handing out virtual IPs to spokes. It also has set auto-
discovery-sender enable, allowing the hub to participate in ADVPN shortcut negotiation (sending offers).

NEW QUESTION # 66
You want FortiGate to use SD-WAN rules to steer local-out traffic.
Which two constraints should you consider? (Choose two.)

A. By default, FortiGate uses SD-WAN rules only for local-out traffic that corresponds to pingand traceroute.
B. By default, local-out traffic does not use SD-WAN.

C. You can steer local-out traffic only with SD-WAN rules that use the manual strategy.

D. You must configure each local-out feature individually to use SD-WAN.

Answer: B,D

Explanation:




By default, local-out traffic does not use SD-WAN — FortiGate normally sends local-out traffic (e.g., DNS, NTP, FortiGuard
updates) directly through its interfaces without applying SD-WAN rules.

You must configure each local-out feature individually to use SD-WAN — To steer local-out traffic via SD-WAN, you must
explicitly configure the desired local-out features (e.g., DNS, FortiGuard, CAPWAP) to use SD-WAN rules.

NEW QUESTION # 67
Refer to the exhibit. Which action will FortiGate take if it detects SD-WAN members as dead?

config system sdwan
set fail-detect enable
set fail-alert-interfaces “port5”
config health-check
F =T IEAE Trever 3_DNS”
set update-cascadé-interface enable
set members (1) 2
next
edit »HQ”"
set update- cascade-interface enable
set members 3
next
end
end

A. FortiGate sends alert messages through poftS when it detects all SD-WAN members as dead.
B. FortiGate fails over to the secondary device after it detects port5 as dead.

C. FoftiGate bounces port5 after it detects all SD-WAN members as dead.

D. FortiGate brings down port5 after it detects all SD-WAN members as dead.

Answer: D
Explanation:
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When you enable Cascade Interfaces and configure one or more alert interfaces, one of the following events
oceurs:

» FortiGate shuts down the alert interfaces, if all members are dead, for example, because of degraded
performances.
« FortiGate brings up the alert interfaces, if at least one member is alive.

Cascade Interfaces is useful to force the traffic from networks behind the alert interfaces to be routed through
a different device, if all SD-WAN members are dead, which could mean that FortiGate is unable to forward
traffic to the WAN.

NEW QUESTION # 68
What is true about SD-WAN muiltiregion topologies?

A. Each region has its own SD-WAN topology.

B. Routing between the hub and spokes must be BGP.
C. It is not compatible with ADVPN.

D. Regions must correspond to geographical areas.

Answer: A

NEW QUESTION # 69

Refer to the exhibits. The first exhibit shows the SD-WAN zone HUBI and SD-WAN member configuration from an SD-WAN
template, and the second exhibit shows the output of command diagnose sys sdwan membercollected on a FortiGate device.
Which statement best describes what the diagnose output shows?
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EHUB2-VPN2 0.00.0 © Enable

EHUB2-VPN3 0.00.0 © Enable
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Output of command diagnose sys Isd

_fgt # diagnose sys sdwan member m
Member (4) : transport—-group: 0, i gaGQ{ 1-VPN1l, flags=0xd
Member (5) : transport-gr a.lﬁe face: HUB1-VPN2, flags=0xd
Member (7) : tran m: 0, interface: HUB2-VPN1l, flags=0xd
Member (8) : tranﬁ-group: 0, interface: HUB2-VPN2, flags=0xd
Member (9) : transport-group: 0, interface: HUB2-VPN3, flags=0xd

A. The diagnose output was collected on the device branchl_fgf.

B. The diagnose output does not correspond to a device configured with the SD-WAN template shown in the exhibit.
C. The diagnose output shows that HUB1-VPN1 and all HUBx- VPNy members are dead.

D. The diagnose output was collected on the device branch2_fgt.

Answer: A

Explanation:

The diagnose output lists SD-WAN members 4(HUB1-VPN1), 5(HUBI-VPN2), 7(HUB2-VPN1),

8(HUB2-VPN2), and 9(HUB2- VPN3). It does not include member 6 (HUB1-VPN3). From the template, HUB1-VPN3 is
installed only on branch?_fgt and branch3 fgt - not on branchl_fgt.

Therefore, the output must be frombranchl _fgt.

NEW QUESTION # 70
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