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EE#41
A Mule application for processing orders must log the order ID for every log message output.
What is a best practice to enrich every log message with the order ID?

A. Set a flow variable and edit the log4/2.xml file to output the variable as part of the message pattern

B. Use flow variables within every logger processor to log the order ID

C. Create a custom XML SDK component to wrap the logger processor and automatically add the order ID within the
connector

D. Use the Tracing module to set logging variables with a Mapped Diagnostic Context

He:. D

Y.

To enrich every log message with the order ID, the developer should use the Tracing module to set logging variables with a Mapped
Diagnostic Context (MDC). The Tracing module allows adding custom key-value pairs to log messages using MDC variables. The
developer can use Set Logging Variables operation to set the order ID as an MDC variable and then use it in any logger processor
within the same thread or event.
References:https://docs.mulesoft.comvtracing-module/1.0/tracing-module-reference#fset-logging-variables

HEE #42
‘Which configurations are required for HTTP Listener to enable mILS authentication?

A. Set an appropriate keystore and truststore configuration for the listener

B. Set an appropriate keystore configuration and use persistent connections for the listener
C. Set an appropriate truststore configuration and reconnection strategy for the listener

D. Set an appropriate reconnection strategy and use persistent connections for the listener

HE: A

Y.

To enable mTLS authentication for HTTP Listener, the developer needs to set an appropriate keystore and truststore configuration
for the listener. The keystore contains the certificate and private key of the Mule application that are used to prove its identity to
clients. The truststore contains the certificates of trusted clients that are allowed to access the Mule
application.References:https://docs.mulesoft.comy/mule-runtime/4. 3/tls- configuration#mutual-authentication

HE #43

A developer is working on a project that requires encrypting all data before sending it to a backend application. To accomplish this,
the developer will use PGP encryption in the Mule 4 Cryptography module.

What is required to encrypt the data before sending it to the backend application?

A. The application needs to configare HTTPS TLS context information to encrypt the data
B. The application needs the public key from the backend service to encrypt the data

C. The application needs to both the private and public keys to encrypt the data

D. The application needs the private key from the backend service to encrypt the data
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Y.

To encrypt the data before sending it to the backend application using PGP encryption, the application needs the public key from the
backend service. PGP encryption uses a public-key cryptography system, which means that each party has a pair of keys: a public
key and a private key. The public key is used to encrypt data, and the private key is used to decrypt data. Therefore, to encrypt
data for a specific recipient (the backend service), the application needs to use the recipient's public key. The recipient can then use
its own private key to decrypt the data. References:https://docs.mulesoft.com/mule-runtime/4.3/cryptography-pgp

EE #4
What is the MuleSoft recommended method to encrypt sensitive property data?

A. The encryption key should be identical for all environments

B. The encryption key should be different for each environment and the sensitive data should be the same for all environments
C. The encryption key should be identical for all environments and the sensitive data should be different for each environment
D. The encryption key and sensitive data should be different for each environment

HE: D

MY

Explanation

The MuleSoft recommended method to encrypt sensitive property data is to use the Secure Properties Tool that comes with
Anypoimnt Studio. This tool allows encrypting properties files with a secret key and then decrypting them at runtime using the same
key. The encryption key and sensitive data should be different for each environment to ensure security and avoid accidental
exposure of sensitive data. References:

httpsz/docs.mulesoft.com/mule-runtime/4.3/secure-configuration-propetties

EE #45

A Mule application deployed to a standardalone Mule runtime uses VM queues to publish messages to be consumed
asynchronously by another flow.

In the case of a system failure, what will happen to in-flight messages in the VM queues that have been consumed?

A. For transient queues, the message will be processed after the system comes online
B. For nay type of queue, the message will be processed after the system comes online
C. For any type of queue, the message will be lost

D. For persistent queues, the message will be processed after the system comes online

In case of a system failure, in-flight messages in persistent VM queues that have been consumed will be processed after the system
comes online. This is because persistent VM queues store messages on disk and guarantee delivery even if there is a system crash or
restart. Therefore, any in-flight messages that have been consumed but not processed will be recovered from disk and processed
when the system s back online.

References: https:/docs.mulesoft.com/mule-runtime/4.3/vm-connector#persistent-queues
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