312-49v113 2 I L —3 3 YA, 312-49v11 H AE
R A4 F

HEE N

== g ALHIRPTEE

EC-COUNCIL FUE812:49VT -
ol 5 [Aliet AR

BRTI 7T FRA ML —Yh5HFTDIpshken312-49v11 PDFX > 7' KX 7> o — K ¥
% httpsv/drive.google.comvopen?id=1J-Z6wf4VH_-8R-nHN2hgzZ8ML7ODUSNKb

Jpshiken® ITHFI5 14 % < B4 2 5 & 37 L EC-COUNCIL®M312-49v1 | FIRAE & 124 ¥ 5 f b 40« 2B HH O
IEREM BT 2200 —HEBMCTERY £ 4. Jpshkenz 5 %2 6. BROANDO—£DFE . FLEC-
COUNCILD312-49vl 1R e Bz i G c& £ 4. 2z, EHNEC-COUNCILD312-49v11FEE ZBA L
ko, Ahrebld—FEHTENERY—e xRz eNnTELT,

RAE RBOZSORTCE L RT3 HEEROT £, b4 ORI 2BC-COUNCILD 312-49v1 135
DY 7 MR HERIZ O % REET 2 20 R % Ipshiken® HIFK fz & i3 EC-COUNCIL®D 312-49v1 1 3R Bk O F R
PR C—BABENLMEEREL £ 4. EC-COUNCILD312-49v] 13RER D 3B 1& % % 7z DITEE I~ D HE %
MHT. bolORBEEC KRS ABERD ) £T.

>>31249v11y 2 I L —¥ 3 Y EE <<

BB 2312-49v11Y 2 I L —Y a YBEERBR-RBROBE HFE-BEOD
312-49vI1 H AZBRR ISR A A F

Htkid . 312-49I L —= Y T BHOMRA L EFHNOBLAFE 242 FHECL. BRNS L CEETIETD312-
AV IZEEHOBEHERLTVWET. b 0324ANI IHEEOBWHE L AKBEE. 7 A b D312-49v1 158

EOEBETBEEL AT Y IR EEBREBAT 2 L 2BINT 208% U EERMHEL TWB LT
T febld. BEREBZTIRLTWB 2547 bR—ZXDBTROEFRHEHEIL T E T,

EC-COUNCIL Computer Hacking Forensic Investigator (CHFI-v11) 32


https://drive.google.com/open?id=1J-Z6wf4VH_-8R-nHN2hgz8ML7ODU5NKb
https://www.it-passports.com/312-49v11.html
https://www.japancert.com/312-49v11.html
https://www.jpshiken.com/312-49v11_shiken.html
https://www.goshiken.com/EC-COUNCIL/312-49v11-free-shiken.html

312-49v11 A 5% R RE (Q920-Q925):

HA #920
Sniffers that place NICs in promiscuous mode work at what layer of the OST model?

A. Data Link
B. Network
C. Physical
D. Transport

Ef#: C

HH #921

You are working in the security Department of law firm One of the attorneys asks you about the topic of sending fake email
because he has a client who has been charged with doing just that.

His client alleges that he is innocent and that there is no way for a fake email to actually be sent.

You inform the attorney that his client is mistaken and that fake email is possibility and that you can prove it. You return to your desk
and craft a fake emnail to the attorney that appears to come from his boss. What port do you send the email to on the company
SMTP server?

A0
B. 1
C.2
D.3

Ef#: C

R #922

In a forensic investigation on an Android device, a Computer Hacking Forensics Investigator is required to extract information from
the SQLite database. They aim to recover the user's web browsing history. Which is the correct SQLite database path that the
mvestigator should focus on?

A. \data\data\com.android.providers.contacts\databases\contacts2.db
B. \data\data\com.android.providers.telephony\databases\mmssms.db
C. \data\com.android.providers.calendar\databases\calendar.db

D. \data\data\com.android.browser\databases\browser2.db

EfE: D

E R #923

A state department site was recently attacked and all the servers had their disks erased. The incident response team sealed the area
and commenced mvestigation. During evidence collection they came across a zip disks that did not have the standard labeling on it.
The incident team ran the disk on an isolated system and found that the system disk was accidentally erased.

They decided to call in the FBI for further investigation. Meanwhile, they short listed possible suspects including three summer
mterns. Where did the incident team go wrong?

A. They called in the FBI without correlating with the fingerprint data
B. They tampered with evidence by using it

C. They attempted to inplicate personnel without proof

D. They examined the actual evidence on an unrelated system

IEf#: B

R #924
‘When Investigating a system, the forensics analyst discovers that malicious scripts were Injected Into benign and trusted websites.
The attacker used a web application to send malicious code. In the form of a browser side script, to a different end-user. What



attack was performed here?

A. Brute-force attack

B. Cross-site scripting attack
C. Cookie poisoning attack
D. SQL mjection attack

H
=

: B
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