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Questions (Q32-Q37):

NEW QUESTION # 32
In what situation can an individual applying for a security job be exempted froma background screening?

A. The individual must be screened with no exception.

B. The individual has previously worked in a similar position

C. The individual is well-experienced in law enforcement.

D. The individual is holding a professional security training certificate

Answer: A

Explanation:

EPT's physical security framework requiresmandatory background screeningforallindividuals assigned to security roles, regardless of:
* previous experience

* certifications

* law enforcement background

* length of employment

Security personnel have privileged access to sensitive areas and are responsible for enforcing access control, incident response, and
compliance. Therefore:

* No exemptionsare permitted.

* Prior experience or certification doesnotreplace a formal background check.

* Even previous law enforcement staff must undergo screening.

Thus, the correct answer isC.

EPI DCFOM-Aligned Reference Concepts (Paraphrased)

* Background screening is mandatory for all security personnel.

* No exceptions are permitted, regardless of experience or qualifications.

NEW QUESTION # 33
What is the outcome of a risk evaluation process?

A. The required budget treating the data center risk

B. The [ist of all identified risks

C. The report advising the board of management to accept all identified risks
D. The decision whether risk treatment needs to take place

Answer: D

Explanation:

In the EPI framework for risk management, affer the risk identification and risk analysis steps, therisk evaluationstep determines
whether the assessed risks areacceptableorrequire treatmentbased on the organization's risk appetite, criteria, and the potential
impact. The evaluation leads to a decision on whether risk treatment needs to take place.

* It isnotsimply compiling all risks (so option C is incorrect).

* Tt isnotexclusively about budgeting (so option D is incorrect) though budgeting follows treatment decisions.

* Tt isnotnecessarily advising to accept all risks (so option B is incorrect) but rather it supports decision- making on treatment.
* Therefore, option A is correct: the outcome is the decision whether to treat the risk.

EPI DCFOM-Aligned Reference Concepts (Paraphrased, Not Verbatim)

* Risk evaluation assesses identified and analysed risks against risk criteria to decide on acceptability or need for treatment.

* The outcome is a documented decision-making step in the risk management process.

NEW QUESTION # 34
What is defined by the Recovery Time Objective (RTO)?

A. The time within which the impacts of not resuming activities would become unacceptable to the organization
B. The maximum age of the data to be restored in case of a disaster

C. The minimum level of service required to be operational again

D. The prioritized timeframes for resuming disrupted activities at a specified minimum acceptable capacity

Answer: D



Explanation:

In organizational resilience and business continuity planning, theRecovery Time Objective (RTO)is a core metric used to determine
the acceptable downtime for each business function.

EPI defines RTO as the:

"Targeted duration within which disrupted services or processes must be restored to a mnimum acceptable operational level after a
disaster." Key points:

* Timeframe for RecoveryThe RTO identifieshow quicklya facility, system, or service must be restored before the outage causes
unacceptable consequences.

* Minimum Service CapacityThe RTO refers to restoring operationsat a minimum acceptable level, not full normal operations.

* Business Impact Analysis (BIA) OutputRTO is derived during BIA where criticality and dependencies of business processes are
assessed and prioritized.

* Prioritization of ResourcesRTO informs disaster recovery planning, resource allocation, and restoration sequencing,

Therefore, the correct definition matches:

D - "The prioritized timeframes for resuming disrupted activities at a specified minimum acceptable capacity." Why the other options
are incorrect:

* Adescribes the MTPD (Maximum Tolerable Period of Disruption).

* Bdescribes elements of the Minimum Business Continuity Objective (MBCO).

* Cdescribes the Recovery Point Objective (RPO).

EPI DCFOM-Aligned Reference Concepts

* RTO defines the permitted downtime for a service.

* RTO is linked to mmimum acceptable capability after recovery.

* RTO is determined through BIA.

NEW QUESTION # 35
To set up a framework for an effective environmental management system, which standard should be followed?

A. EU-COC
B. ISO 14001
C.LEED

D. ISO 5001

Answer: B

Explanation:

For environmental management systems (EMS), the nternationally recognized and adopted standard is:
ISO 14001 - Environmental Management Systens

ISO 14001 provides a framework for:

* Environmental policy

* Environmental impact assessment

* Sustainability objectives

* Compliance obligations

* Environmental performance monitoring

* Continuous improvement

Why the other options are incorrect:

* A - EU-COC: Energy efficiency best practices for data centers, not a full EMS.

* B - ISO 50001: Energy management standard, focusing on energy efficiency only.
* C - LEED: Building sustainability certification, not a management system
Thus,Dis correct.

EPI DCFOM-Aligned Reference Concepts (Paraphrased)

* ISO 14001 is the recognized standard for environmental management systemnns.

* Supports sustainability, compliance, and environmental performance improvement.

NEW QUESTION # 36
The process of restoring normal service operation as quickly as possible and therefore minimizing the adverse impact on service
levels committed to by the organization to its customers, is covered by?

e A Equipment life cycle management
¢ B. Change management



¢ (. Capacity management
¢ D. Incident management

Answer: D

Explanation:

Incident Management's primary objective is:

"Restore normal service as quickly as possible and minimize business impact." This aligns precisely with the scenario described.
Why other options are incorrect:

* A: Change management governs planned changes, not restoration.

* B: Capacity management ensures sufficient resources, not incident recovery.

* D: Equipment lifecycle deals with long-term asset management.

Thus,Cis correct.

EPI DCFOM- Aligned Reference Concepts (Paraphrased)

* Incident management focuses on fast service restoration and minimizing impact.
* Central to service operations and SLA protection.

NEW QUESTION # 37
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