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What is the basis for determining the sensitivity of an IT asset?

¢ A Potential damage to the business due to unauthorized disclosure
¢ B. Importance of the asset to the business
e C. Cost to replace the asset if lost, damaged, or deemed obsolete

Antwort: A

Begrindung;

The sensitivity of an IT asset is determined primarily by the potential damage to the business due to unauthorized disclosure. This
assessment considers the confidentiality, integrity, and availability of the asset and the impact its compromise could have on the
organization. Sensitive assets often contain critical information or support vital business processes, making their protection
paramount. By focusing on the potential damage from unauthorized disclosure, organizations can prioritize their security efforts on
assets that would cause significant harm if compromised. This approach is consistent with risk assessment methodologies found in
standards such as ISO 27001 and NIST SP 800-53.

90. Frage
The PRIMARY goal of a business continuity plan (BCP) is to enable the enterprise to provide:

¢ A animmediate return of all business functionality after an interruption.
¢ B. a sufficient level of business functionality immediately after an interruption.
e C. adetailed list of hardware and software requirements to enable business finctionality after an interruption.

Antwort: B

Begrindung;

The primary goal of a BCP is to enable the enterprise to provide a sufficient level of business functionality immediately after an
mterruption. The focus is on mamntaining essential operations and minimizing downtime, not necessarily restoring all fmctionality (B)
immediately.

While a BCP may include information about hardware and software requirements (A), this is not the primary goal.

91. Frage
Which of'the following risk response strategies involves the implementation of new controls?

e A Acceptance
¢ B. Mitigation
e C. Avoidance

Antwort: B

Begriindung;

Definition and Context:

* Mitigation involves taking steps to reduce the severity, seriousness, or painfulness of something, often by implementing new
controls or safeguards. This can include processes, procedures, or physical measures designed to reduce risk.

* Avoidance means conpletely avoiding the risk by not engaging in the activity that generates the risk.

* Acceptance means acknowledging the risk and choosing not to act, either because the risk is deemed acceptable or because there
is no feasible way to mitigate or avoid it.

Application to IT Risk Management:

* InIT risk management, Mitigation often involves implementing new controls such as security patches, firewalls, encryption, user
authentication protocols, and regular audits to reduce risk levels.

* This aligns with the principles outlined in various IT control frameworks and standards, such as ISA

315 which emphasizes the importance of controls in managing I T-related risks.

Conclusion:

* Therefore, when considering risk response strategies nvolving the implementation of new controls, Mitigation is the correct answer
as it specifically addresses the action of implementing measures to reduce risk.

92. Frage
Which of the following is the FIRST step in an advanced persistent threat (APT) attack?



¢ A Collect information on the infrastructure of an organization to know where to attack.
¢ B. Identify administrators and crack passwords to obtain administrator access.
¢ (. Use social engineering to encourage employees to visit an infected website.

Antwort: A

Begriindung;

The first step in an APT attack is typically reconnaissance. Attackers need to understand the target organization's infrastructure,
systerrs, and people before they can effectively plan and execute the attack. This involves collecting information about the
organization's network, systems, applications, security controls, and employees. This reconnaissance phase is crucial for the
attackers to identify vulnerabilities and entry points.

While social engineering (B) and password cracking (A) are common tactics used during an APT, they are not usually the first step.

93. Frage
Key risk indicators (KRIs) are metrics designed to:

e A be a direct measure of risk for each business line.
¢ B. alert there is an increased chance of exceeding risk appetite.
e C. measure current risk levels in comparison to past levels.

Antwort: B

Begrindung;

KRIs are designed to provide early warning signs that a risk event is becoming more likely or that the organization's risk appetite

may be exceeded. They are leading indicators that help proactively manage risk.

While KRIs can be used to measure risk within business lines (B), their primary purpose is to alert about potential changes in risk
levels, not just provide a static measure. Comparing current to past levels (C) can be part of KRI monitoring, but the focus is on

early warning,
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