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CrowdStrike Certified SIEM Engineer Sample Questions (Q10-Q15):
NEW QUESTION # 10 
You are reviewing a lookup file to determine whether an event was successfully parsed during ingestion.
Which metadata field indicates the event's parsing status?

A. @ingesttimestamp
B. @error_msg
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C. @event_parsed
D. @rawstring

Answer: C

Explanation:
The correct answer is D. @event_parsed .
CrowdStrike LogScale's parser error documentation explicitly states that @event_parsed indicates whether the event has been
successfully parsed during ingest . The same documentation says it is set to false when there was a parsing error. That exactly
matches the question.
Why the other options are incorrect:
@ingesttimestamp represents the time the platform ingested the event, not whether parsing succeeded.
@rawstring contains the original raw event data. @error_msg can contain error details, but it is not the primary field that directly
indicates parse success or failure. The field CrowdStrike documents for parsing status is @event_parsed .

NEW QUESTION # 11 
What dashboard presents a view of third-party data ingestion over the past 30 days?

A. Falcon Flex Dashboard
B. Sensor Subscription Dashboard
C. Sensor Usage Dashboard
D. Next-Gen SIEM Connector Dashboard

Answer: D

Explanation:
The correct answer is D. Next-Gen SIEM Connector Dashboard .
CrowdStrike describes the Falcon Next-Gen SIEM Connector Dashboard as the place to understand the status and volume of data
ingestion for third-party sources. This matches the question's requirement for a dashboard showing third-party ingestion visibility.
The other options are not aimed at third-party SIEM connector ingestion monitoring:
* Sensor Usage Dashboard relates to Falcon sensor usage, not connector-based third-party ingestion.
* Sensor Subscription Dashboard is about licensing/subscription counts.
* Falcon Flex Dashboard is related to subscription consumption and commercial usage, not connector ingestion telemetry.

NEW QUESTION # 12 
An internal security team identified a small number of high-risk users. They ask you to create an app that will monitor these users and
trigger an alert when specific suspicious behavior is detected.
Which Falcon feature should you use to develop this app?

A. Falcon Foundry
B. Falcon QueryBuilder
C. Charlotte AI
D. Falcon Spotlight

Answer: A

Explanation:
The correct answer is C. Falcon Foundry .
CrowdStrike describes Falcon Foundry as its application development platform for building custom apps on the Falcon platform.
CrowdStrike's materials state that Falcon Foundry allows customers to quickly create their own apps, and the Foundry
documentation/blog content shows it supports application logic and storage needed for custom workflows and monitoring use cases.
That is exactly what fits a requirement to build an app that monitors a defined set of high-risk users and triggers alerts on suspicious
activity.
Why the other options are incorrect:
Falcon QueryBuilder is for constructing queries, not building an application. Falcon Spotlight is CrowdStrike's vulnerability
management capability, not an app-development framework. Charlotte AI is an AI assistant capability, not the platform feature used
to develop custom monitoring apps. The only option that matches "develop this app" is Falcon Foundry .



NEW QUESTION # 13 
You need to ingest data from a custom internal application hosted on-prem. The application writes logs to a file on a syslog server.
Which data connector would you use?

A. Azure Virtual Machines Data Connector
B. HTTP Event Connector
C. Google Cloud Pub / Sub Data Connector
D. Amazon S3 Data Connector

Answer: B

Explanation:
The correct answer is B. HTTP Event Connector .
CrowdStrike describes the HTTP Event Connector (HEC) as the generic mechanism used to bring third- party data into Falcon
Next-Gen SIEM when you need to onboard logs from sources that are not tied to a specific cloud-native connector. CrowdStrike's
own Next-Gen SIEM materials highlight pre-built connectors and HTTP Event Collectors as the way to extend visibility to many
different third-party sources.
Because this question describes a custom internal application hosted on-prem , the cloud-specific connectors in options A , C , and
D do not fit. The broad, flexible connector option intended for custom or non-native sources is the HTTP Event Connector . Also,
CrowdStrike's vCenter example shows an architecture where logs are first centralized and then onboarded to Falcon Next-Gen
SIEM through an HTTP Event Connector , which aligns with this kind of custom-source pattern.

NEW QUESTION # 14 
Which default parser would you use to parse the log event below?
Jan 15 14:22:07 host1 sshd[1234]: Failed login

A. Regex
B. Key-value
C. JSON
D. Syslog

Answer: D

Explanation:
The correct answer is D. Syslog . The sample log follows classic syslog structure: a syslog-style timestamp, hostname, process name
with PID, and message body. CrowdStrike's LogScale Collector documentation includes Syslog as a source/parser context for logs
of this format, making Syslog the appropriate default parser choice here.

NEW QUESTION # 15
......
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