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¢ Business Continuity: Finally, this topic covers the importance of disaster recovery techniques. Moreover,

FRE 1 the topic explains backup and restore best practices and processes.
e Database Deployment: In this topic, you'll find discussions on database planning and design aspects. It also
FE2 focuses on the implementation, testing, and deployment phases of databases.
¢ Database Fundamentals: This topic covers database structure types, SQL code development and
153 modification based on scenarios, comparison of scripting methods and environments, and the impact of
programming on database operations.

¢ Data and Database Security: This topic focuses on data security concepts, governance and regulatory
compliance purposes, implementing authentication and authorization policies and best practices.

FE 4 Additionally, the topic discusses database infrastructure security, and understanding types of attacks and

their effects on data systens.

¢ Database Management and Maintenance: Here, you'll learn about monitoring and reporting for database
S management and performance, common database maintenance processes, documentation production, and
relevant tools usage. Lastly, the topic focuses on implementing data management tasks.
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PRI #18
‘Which of the following NFs is considered the most preferable for relational database design?

A.4NF
B. 2NF
C.1NF
D.3NF

ZE: D
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The NF (normal form) that is considered the most preferable for relational database design is 3 NF. 3 NF, or Third Normal Formy, is
a level of normalization that organizes data into tables and columns to reduce redundancy and improve consistency. Normalization is
a process that applies a set of rules or criteria to eliminate or mnimize the anomalies or problens that may arise from inserting,
updating, or deleting data in a database. 3 NF is achieved when a table satisfies the following conditions: - It is in 2 NF (Second
Normal Form), which means that every non-key column depends on the whole primary key and not on any subset of it - It has no
transitive dependencies, which means that every non-key column depends directly on the primary key and not on any other non-key
column 3 NF is considered the most preferable for relational database design because it ensures that each table has only one
purpose or theme and that each column has only one value or meaning. This helps avoid data duplication, inconsistency, and update
anomalies. The other options are either lower or higher levels of normalization that are either less preferable or less practical for
relational database design. For example, 1 NF (First Normal Form) is the lowest level of normalization that requires each colunn to
have atomic values and each row to have a unique identifier; 4 NF (Fourth Normal Form) is a higher level of normalization that
requires each table to have no multi-valued dependencies, which means that there are no columns that can have more than one value
for the same primary key value; 2 NF (Second Normal Form) is an intermediate level of normalization that requires each non-key
column to depend on the whole primary key and not on any subset of it. Reference: CompTIA DataSys+ Course Outline, Domain
1.0 Database Fundamentals, Objective 1.2 Given a scenario, execute database tasks using scripting and programming languages.

PR #19
Which of the following are the best resources for monitoring potential server issues? (Choose two.)

A. Memory usage
B. Index usage

C. Query execution
D. Firewall usage

E. CPU usage

F. User connections
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The two resources that are best for monitoring potential server issues are CPU usage and memory usage. CPU usage is the
percentage of time that the processor (CPU) of the server is busy executing instructions or processes. CPU usage indicates how
much workload the server can handle and how fast it can process requests. High CPU usage may affect the performance or
availability of the server and cause delays or errors.

Memory usage is the amount of physical memory (RAM) or virtual memory (swap space) that the server uses to store data or run
applications. Memory usage indicates how much space the server has to store temporary or intermediate data or results. High
memory usage may affect the performance or availability of the server and cause swapping or paging. The other options are either
not relevant or not direct indicators of server health. For example, user connections are the number of users who are connected to a
database server at any given time; firewall usage is the amount of data that passes through a firewall device or software; index usage
is the frequency or efficiency of using indexes on tables to speed up queries; query execution is the process of running SQL
statements on a database server. References: CompTIA DataSys+ Course Outline, Domain 3.0 Database Management and
Maintenance, Objective 3.2 Given a scenario, monitor database performance.

i =8 #20
(Which of the following normal forms (NFs) is considered the most preferable for relational database design?)

A. 3NF
B. 2NF
C. INF
D. 4NF
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The correct answer is C. 3NF (Third Normal Form). According to CompTIA DataSys+, Third Normal Form is widely regarded as
the most preferable and practical level of normalization for relational database design in real-world environments. It strikes an
optimal balance between reducing data redundancy, maintaining data integrity, and preserving query performance.

To understand why 3NF is preferred, it is important to consider the progression of normalization. First Normal Form (1NF) ensures
that tables contain atomic values and no repeating groups. Second Normal Form (2NF) builds on this by eliminating partial
dependencies, ensuring that non-key attributes depend on the entire primary key. While these forms improve structure, they do not
fully address all redundancy issues.

Third Normal Form (3NF) goes further by removing transitive dependencies, meaning that non-key attributes depend only on the
primary key and not on other non-key attributes. This significantly reduces duplication of data and prevents common anomalies
during INSERT, UPDATE, and DELETE operations.

CompTIA DataSys+ emphasizes that eliminating transitive dependencies is critical for maintaining long-term data consistency and
Although Fourth Normal Form (4NF) and higher normal forns exist, DataSys+ notes that they are typically applied only in
specialized cases nvolving complex multi-valued dependencies. Over-normalization beyond

3NF can increase schema complexity, require excessive joins, and negatively impact performance without providing proportional
benefits in most transactional systers.

As aresult, 3NF is considered the industry-standard target for relational database design. It provides a clean, maintainable schema
that supports scalability, reduces redundancy, and aligns well with performance expectations. CompTIA DataSys+ highlights 3NF as
the most commonly implemented and recommended normalization level for operational databases.

Therefore, the most preferable normal form for relational database design is 3NF, making option C the correct and fully verified
answer.

P RE #21
A security auditor at an organization wants to compile a list of individuals who have access to the database and their roles. Which of
the following is the best source of information about an organization's access control requirements?

A. System security plan

B. Data dictionary

C. Disaster recovery document
D. Incident response protocol

ZE: A
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The system security plan details access control policies and user roles, providing comprehensive information about who has database
access and their permissions.

i =8 #22
Which of'the following is part of logical database infrastructure security?

A. Cooling system

B. Biometric access
C. Perimeter network
D. Surveillance

ER: C
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The option that is part of logical database infrastructure security is perimeter network. Perimeter network, also known as DMZ
(Demillitarized Zone), is a network segment that lies between an internal network and an external network, such as the internet.
Perimeter network provides an additional layer of security for the internal network by isolating and protecting the servers or services
that are exposed to the external network, such as web servers, email servers, database servers, etc. Perimeter network also helps
prevent unauthorized access or attacks from the external network to the internal network by using firewalls, routers, proxies, etc.
The other options are either part of physical database infrastructure security or not related to database infrastructure security at all
For example, surveillance is a method of monitoring and recording physical activities or events in a location or resource; biometric
access is a device that uses biological characteristics to control access to a physical location or resource; cooling systemis a device
or system that regulates the temperature and humidity of a location or resource. Reference: CompTIA DataSys+ Course Outline,
Domain 4.0 Data and Database Security, Objective 4.1 Given a scenario, implement database infrastructure security.
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