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is a valuable asset that can help individuals advance their career in this field.

Google Certified Professional - Cloud Architect (GCP) Sample Questions
(Q101-Q106):
NEW QUESTION # 101 
For this question, refer to the Dress4Win case study. You are responsible for the security of data stored in Cloud Storage for your
company, Dress4Win. You have already created a set of Google Groups and assigned the appropriate users to those groups. You
should use Google best practices and implement the simplest design to meet the requirements.
Considering Dress4Win's business and technical requirements, what should you do?

A. Assign custom IAM roles to the Google Groups you created in order to enforce security requirements.
Encrypt data with a customer-supplied encryption key when storing files in Cloud Storage.
B. Assign predefined IAM roles to the Google Groups you created in order to enforce security requirements. Ensure that the
default Cloud KMS key is set before storing files in Cloud Storage.
C. Assign predefined IAM roles to the Google Groups you created in order to enforce security requirements.
Utilize Google's default encryption at rest when storing files in Cloud Storage.
D. Assign custom IAM roles to the Google Groups you created in order to enforce security requirements.
Enable default storage encryption before storing files in Cloud Storage.

Answer: B

Explanation:
https://cloud.google.com/iam/docs/understanding-service-accounts

NEW QUESTION # 102 
Your BigQuery project has several users. For audit purposes, you need to see how many queries each user ran in the last month.
What should you do?

A. Use Cloud Audit Logging to view Cloud Audit Logs, and create a filter on the query operation to get the required
information.
B. Use 'bq show' to list all jobs. Per job, use 'bq Is' to list job information and get the required information.
C. Connect Google Data Studio to BigQuery. Create a dimension for the users and a metric for the amount of queries per
user.
D. In the BigQuery interface, execute a query on the JOBS table to get the required information.

Answer: D

Explanation:
Explanation/Reference: https://cloud.google.com/bigquery/docs/access-control

NEW QUESTION # 103 
You are developing an application using different microservices that should remain internal to the cluster.
You want to be able to configure each microservice with a specific number of replicas. You also want to be able to address a
specific microservice from any other microservice in a uniform way, regardless of the number of replicas the microservice scales to.
You need to implement this solution on Google Kubernetes Engine. What should you do?

A. Deploy each microservice as a Deployment. Expose the Deployment in the cluster using an Ingress, and use the Ingress IP
address to address the Deployment from other microservices within the cluster.
B. Deploy each microservice as a Pod. Expose the Pod in the cluster using an Ingress, and use the Ingress IP address name
to address the Pod from other microservices within the cluster.
C. Deploy each microservice as a Pod. Expose the Pod in the cluster using a Service, and use the Service DNS name to
address the microservice from other microservices within the cluster.
D. Deploy each microservice as a Deployment. Expose the Deployment in the cluster using a Service, and use the Service
DNS name to address it from other microservices within the cluster.

Answer: D

Explanation:



https://kubernetes.io/docs/concepts/services-networking/ingress/

NEW QUESTION # 104 
Your company sends all Google Cloud logs to Cloud Logging. Your security team wants to monitor the logs.
You want to ensure that the security team can react quickly if an anomaly such as an unwanted firewall change or server breach is
detected. You want to follow Google-recommended practices. What should you do?

A. Export logs to a Cloud Storage bucket, and trigger Cloud Run with the relevant log events.
B. Export logs to a Pub/Sub topic, and trigger Cloud Function with the relevant log events.
C. Schedule a cron job with Cloud Scheduler. The scheduled job queries the logs every minute for the relevant events.
D. Export logs to BigQuery, and trigger a query in BigQuery to process the log data for the relevant events.

Answer: B

Explanation:
https://cloud.google.com/blog/products/management-tools/automate-your-response-to-a-cloud-logging-event

NEW QUESTION # 105 
One of the developers on your team deployed their application in Google Container Engine with the Dockerfile below. They report
that their application deployments are taking too long.

You want to optimize this Dockerfile for faster deployment times without adversely affecting the app's functionality.
Which two actions should you take? Choose 2 answers.

A. Use larger machine types for your Google Container Engine node pools.
B. Copy the source after the package dependencies (Python and pip) are installed.
C. Remove Python after running pip.
D. Remove dependencies from requirements.txt.
E. Use a slimmed-down base image like Alpine linux.

Answer: B,E

Explanation:
The speed of deployment can be changed by limiting the size of the uploaded app, limiting the complexity of the build necessary in
the Dockerfile, if present, and by ensuring a fast and reliable internet connection.
Note: Alpine Linux is built around musl libc and busybox. This makes it smaller and more resource efficient than traditional
GNU/Linux distributions. A container requires no more than 8 MB and a minimal installation to disk requires around 130 MB of
storage. Not only do you get a fully-fledged Linux environment but a large selection of packages from the repository.
References: https://groups.google.com/forum/#!topic/google-appengine/hZMEkmmObDU
https://www.alpinelinux.org/about/

NEW QUESTION # 106
......
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