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HPE#18

An agricultural company wants to enhance the cybersecurity posture by implementing a defense- in-depth strategy to protect against
polymorphic malware threats. Currently, the company's security infrastructure relies solely on a stateful traditional edge firewall that
does not provide adequate protection against malware variants. Which technology must be added to the company's security
architecture to achieve the goal?

A. network performance monitor
B. physical security control

C. heuristics-based IPS

D. web application firewall

Ef: C

A -

A heuristics-based Intrusion Prevention System (IPS) analyzes traffic behavior and patterns, allowing it to detect and block
polymorphic malware that constantly changes its signature to evade traditional defenses. Adding this technology strengthens the
company's defense-in-depth strategy beyond the limitations of a stateful firewall.

HE#19

An employee of a pharmaceutical company accidentally checked in code that contains AWS secret keys to a public GitHub
repository, which exposes production resources to attackers.

‘Which mitigation strategy must a security engineer recommend to prevent future reoccurrence?

A. Add a web application firewall

B. Configure a SCM precommit hook.

C. Inplement a phishing education campaign.

D. Implement a more granular port security strategy.

IEf#: B

fi .-

An SCM (Source Code Management) precommit hook scans code for sensitive information such as AWS keys before it is
committed. This prevents developers from accidentally pushing secrets to public reposttories, protecting production resources from
exposure.

E #20
A pharmaceutical company needs a hub-and-spoke VPN topology. The design must be capable of building either partial or full
mesh overlay networks. Which VPN solution must be implemented in the environment?

A. DMVPN
B. SSL VPN
C.L2TP

D. crypto maps

IEf#E: A

A -

In the context of theDesigning Cisco Security Infrastructure (300-745 SDSI)blueprint, Dynamic Multipoint VPN (DMVPN)is the
specialized architectural solution designed for scalable hub-and-spoke topologies that require the flexibility to evolve into partial or
full mesh overlays. DMVPN leverages a combination of Multipoint GRE (mGRE) tunnels, Next Hop Resolution Protocol (NHRP),
and [Psec encryption to create a dynamic environment.

The primary advantage of DMVPN s its ability to establish "on-demand" tunnels between spoke sites. In a traditional hub-and-
spoke model, traffic between two spokes must transit the hub, which introduces latency and increases hub resource consumption.



With DMVPN, spokes can use NHRP to discover the public IP addresses of other spokes and build direct tunnels between them
automatically. This allows the pharmaceutical company to maintain a simple hub-and-spoke management model while benefiting from
the performance of afull meshwhen traffic patterns demand it.

WhileSSL VPNs(Option D) andL.2TP(Option B) are excellent for individual remote access, they are not designed for site-to-site
mesh scalability. Crypto maps(Option C) represent the legacy method of building IPsec tunnels, which requires static, manual
configuration of every peer relationship-making a full mesh practically impossible to manage at scale. DMVPN fulfills the Cisco

SDSI objective of designing highly available and flexible secure infrastructure by automating the complexity of large-scale tunnel
management.

HME#21

After a recent security breach, a financial company is reassessing their overall security posture and strategy to better protect sensitive
data and resources. The company already deployed on-premises next-generation firewalls at the network edge for each branch
location. Security measures must be enhanced at the endpoint level. The goal is to implement a solution that provides additional
traffic filtering directly on endpoint devices, thereby offering another layer of defense against potential threats. Which technology must
be implemented to meet the requirement?

e A. traditional firewall
e B. host-based firewall
o (. distributed firewall
¢ D. web application firewall

Ef#: B

R

‘When moving security closer to the data, the endpoint becomes the final perimeter. Ahost-based firewallis a software component
that runs directly on the endpoint's operating system (Windows, macOS, or Linux).

While the company already has Next-Generation Firewalls (NGFWs) at the network edge, those devices cannot protect endpoints
from threats originating within the same local network segment (East- West traffic) or when the device is used outside the corporate
office.

Implementing a host-based firewall provides a critical layer ofdefense-m-depth. It allows security administrators to enforce strict
inbound and outbound traffic rules based on applications and services specific to that device. For example, it can prevent a
compromised laptop from scanning other devices on a public Wi- Finetwork. In the Cisco ecosystem, this is often achieved through
theCisco Secure Client(AnyConnect) using theNetwork Visibility Module (NVM)or integrated endpoint security suites.

While aDistributed Firewall(Option C) is used for micro-segmentation within data centers/clouds and aWeb Application Firewall
(WAF)(Option B) protects servers from web-based attacks, only a host-based firewall meets the requirement for traffic filtering
directly on the diverse array of endpoint devices. This approach ensures that even if the network edge is bypassed, the individual
host remains hardened against lateral movement and unauthorized commumication.

R #22

An oil and gas company recently faced a security breach when an employee's notepad, which contained critical login credentials,
was stolen. The incident led to unauthorized access to a user account, which posed a significant risk to sensitive company data and
operations. The company wants to adopt a security measure that enhances user account protection. Which action must be taken to
prevent breaches like this from happening in the future?

A. Implement single sign-on.

B. Configure a password expiration policy.
C. Update the RADIUS server.

D. Implement MFA

IEf@E: D

AR :

Multi-Factor Authentication (MFA) strengthens user account security by requiring additional verification factors beyond passwords,
such as tokens or biometrics. Even if credentials are stolen, MFA prevents unauthorized access, directly addressing the breach
scenario.

HR#23
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