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Which two statements about the MAC-based 802 1X security mode available on FortiSwitch are true?
(Choose two.)

A. FortiSwitch can grant different access levels to each device connected to the port

B. It cannot be used in conjunction with MAC authentication bypass

C. FortiSwitch authenticates a single device and opens the port to other devices connected to the port
D. FortiSwitch authenticates each device connected to the port

Answer: AD

Explanation:

According to the FortiSwitch Administration Guide, "MAC-based 802.1X security mode allows you to authenticate each device
connected to a port using its MAC address as the username and password." Therefore, option B is true because it describes the
MAC-based 802.1X security mode available on FortiSwitch. Option D is also true because FortiSwitch can grant different access
levels to each device connected to the port based on the user group and security policy assigned to them. Option A is false because
FortiSwitch does not authenticate a single device and open the port to other devices connected to the port, but rather authenticates
each device individually. Option C is false because MAC-based 802.1X security mode can be used in conjunction with MAC
authentication bypass (MAB) or EAP pass-through modes, which are fallback options for non-802.1X devices.

NEW QUESTION # 59
What is the purpose of enabling Windows Active Directory Domain Authentication on FortiAuthenticator?

A. It enables FortiAuthenticator to use Windows administrator credentials to perform an LDAP lookup for a user search
B. It enables FortiAuthenticator to import users from Windows AD

C. It enables FortiAuthenticator to use a Windows CA certificate when authenticating RADIUS users

D. It enables FortiAuthenticator to register itself as a Windows trusted device to proxy authentication using Kerberos

Answer: D

Explanation:

According to the FortiAuthenticator Admmnistration Guide2, "Windows Active Directory domain authentication enables
FortiAuthenticator to join a Windows Active Directory domain as a machine entity and proxy authentication requests using
Kerberos." Therefore, option D is true because it describes the purpose of enabling Windows Active Directory domain
authentication on FortiAuthenticator. Option A is false because FortiAuthenticator does not need Windows admmistrator credentials
to performan LDAP lookup for a user search. Option B is false because FortiAuthenticator does not use a Windows CA certificate
when authenticating RADIUS users, but rather its own CA certificate. Option C is false because FortiAuthenticator does not import
users from Windows AD, but rather synchronizes them using LDAP or FSSO.

NEW QUESTION # 60
Refer to the exhibit
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Examine the FortiGate RSSO configuration shown in the exhibit

FortiGate is configured to receive RADIUS accounting messages on port3 to authenticate RSSO users The users are located behind
port3 and the internet link is connected to portl FortiGate is processing incoming RADIUS accounting messages successfully and
RSSO users are getting associated with the RSSO Group user group However all the users are able to access the internet, and the
administrator wants to restrict internet access to RSSO users only Which configuration change should the administrator make to fix
the problem?

e A. Enable Security Fabric Connection on port3

¢ B. Add RSSO Group to the firewall policy

e (. Change the RADIUS Attribute Value selling to match the name of the RADIUS attribute containing the group membership
information of the RSSO users

e D. Create a second firewall policy from port3 lo portl and select the target destination subnets

Answer: B

Explanation:

Explanation

According to the exhibit, the firewall policy from port3 to port] has no user group specified, which means that it allows all users to
access the internet. Therefore, option B is true because adding RSSO Group to the firewall policy will restrict internet access to
RSSO users only. Option A is false because changing the RADIUS Attribute Value setting will not affect the firewall policy, but
rather the RSSO user group membership. Option C is false because enabling Security Fabric Connection on port3 will not aftect the
firewall policy, but rather the communication between FortiGate and other Security Fabric devices. Option D is false because
creating a second firewall policy from port3 to port] will not affect the existing firewall policy, but rather create a redundant or
conflicting policy.

NEW QUESTION # 61
You are configuring a FortiGate wireless network to support automated wireless client quarantine using [OC Which two
configurations must you put in place for a wireless client to be quarantined successfully? (Choose two)

A. Configure the wireless network to be in bridge mode

B. Configure the wireless network to be in tunnel mode

C. Configure the FortiGate device in the Security Fabric with a FortiAnalyzer device
D. Configure a firewall policy to allow communication

Answer: B,C



Explanation:

According to the FortiGate Administration Guide, '"To enable automated wireless client quarantine using IOC, you must configure
the following settings: Configure your wireless network to be in tunnel mode. This allows FortiGate to inspect all wireless traffic and
apply security policies. Configure your FortiGate device in the Security Fabric with a FortiAnalyzer device. This allows
FortiAnalyzer to detect indicators of compromise (IOC) from wireless traffic and send quarantine commands to FortiGate."
Therefore, options A and B are true because they describe the configurations that must be put in place for a wireless client to be
quarantined successfully using IOC. Option C is false because configuring a firewall policy to allow communication is not required,
as the default firewall policy for tunnel mode wireless networks is to allow all traffic. Option D is false because configuring the
wireless network to be in bridge mode is not supported, as FortiGate cannot inspect or quarantine wireless traffic in bridge mode.

NEW QUESTION # 62
Which FortiSwitch VLANs are automatically created on FortGate when the first FortiSwitch device is discovered1?

A. default quarantine rspan voice video and nac_segment

B. fortilink. quarantine erspan voice video and onboarding

C. access, quarantine, rspan. voice, video, and onboarding

D. default quarantine, rspan voice video onboarding and nac_segment

Answer: D

Explanation:
Based on LAN Edge 7.0 Study Guide page 217 When FortiGate discovers the first switch, it automatically adds to its configuration
some settings that are default, quarantine, rspan, voice, video, onboarding, and nac_segment

NEW QUESTION # 63
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