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WGU Managing Cloud Security (JY02) Sample Questions (Q200-Q205):

NEW QUESTION # 200
A governmental data storage organization plans to relocate its primary North American data center to a new property with larger
acreage. Which defense should the organization deploy at this location to prevent vehicles from causing harm to the data center?

A. Cameras
B. Fences
C. Bollards
D. Locks

Answer: C

Explanation:

Bollardsare physical barriers designed to prevent vehicles from ramming into or breaching secure facilities.

They are often placed at entrances, around perimeters, or in front of critical infrastructure like data centers.

Locks, cameras, and fences provide important physical security, but they cannot stop a high-speed vehicle from causing damage.
Cameras record activity, fences create boundaries, and locks secure access points, but only bollards physically block or mitigate
vehicle attacks.

Governmental and critical infrastructure sites commonly deploy bollards to protect against both accidental collisions and deliberate
vehicle-borne attacks. Combined with layered security measures-such as surveillance and fencing-they enhance resilience against
physical threats to sensitive data centers.

NEW QUESTION # 201

A cloud provider that processes third-party credit card payments is unable to encrypt its customers' cardholder data because of
constraints on a legacy payment processing system. What should it implement to maintain Payment Card Industry Data Security
Standard (PCI DSS) conpliance?

A. Compensating control
B. Privacy control

C. Risk acceptance

D. Protection levels

Answer: A

Explanation:

When a required PCI DSS control cannot be implemented due to technical limitations, the organization must apply acompensating
control. A compensating control is an alternative safeguard that meets the intent and rigor of the original requirement.

Risk acceptance is insufficient under PCI DSS, as compliance demands enforceable safeguards. Privacy controls and protection
levels may enhance data security but do not formally replace mandatory encryption requirements.

For example, a provider may use strict access controls, network segmentation, or monitoring to mitigate risks from unencrypted
cardholder data. Documenting these compensating controls is essential during audits, ensuring compliance despite system limitations.

NEW QUESTION # 202
Which technology prevents the environment from being over-controlled with performance-degrading security measures for
applications?

A. Quality of Service (QoS)

B. Runtime Application Self-Protection (RASP)
C. Distributed Denial of Service (DDoS)

D. Intrusion Detection System (IDS)

Answer: B

Explanation:

Runtime Application Self-Protection (RASP) prevents environments from being over-controlled with performance-degrading
security measures. Managing Cloud guidance explains that RASP operates from within the application, monitoring behavior and
responding to threats in real time.

Because RASP provides contextual awareness of application logic, it reduces the need for excessive external security controls such



as heavy network filtering or constant scanning, This minimizes performance impact while maintaining effective protection against
attacks like injection, unauthorized access, and misuse of application functions.

QoS manages traffic prioritization, DDoS describes an attack type, and IDS detects threats but does not prevent over-control.
Therefore, RASP is the correct technology.

NEW QUESTION # 203
‘Which action should be taken to preserve forensic evidence for collection?

A. Enforcing mutable servers

B. Pausing the virtual machine

C. Enabling threat modeling

D. Implementing serverless architectures

Answer: B

Explanation:

Pausing the virtual machine is the correct action to preserve forensic evidence for collection. Managing Cloud guidance explains that
pausing a VM maintains its current memory and disk state, preventing changes that could alter or destroy evidence.

This approach allows investigators to capture volatile data, analyze system state, and perform forensic imaging without introducing
new activity. Preserving the environment is critical for maintaining chain of custody and ensuring the integrity of evidence.

The other options do not preserve evidence. Serverless architectures reduce server management, threat modeling is a design activity,
and mutable servers increase configuration changes. Therefore, pausing the virtual machine is the correct answer.

NEW QUESTION # 204
Which tier from Uptime Institute's Data Center Site Infrastructure Tier Standards is considered to be the most secure, reliable, and
redundant in design and operational elements?

A. Tier I
B. Tier IV
C. Tier I
D. Tier I

Answer: B

Explanation:

Tier IV is the highest level in the Uptime Institute's Data Center Site Infrastructure Tier Standards and is considered the most secure,
reliable, and redundant. Managing Cloud documentation explains that Tier IV data centers provide fault tolerance with multiple
independent systemns.

This tier includes fully redundant components, multiple active power and cooling distribution paths, and continuous operation even
during maintenance or failure events. Tier IV environments are designed for mission-critical systems requiring maximum uptime.

Tier I through Tier 11 offer increasing levels of redundancy but do not provide full fault tolerance. Therefore, Tier IV is the correct
answer.

NEW QUESTION # 205
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