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Which log will generate an event with the status Unhandled?

A. An IPS log with action=pass.
B. An AppControl log with action=blocked.
C. An AV log with action=quarantine.
D. A WebFilter log will action=dropped.

Answer: A

Explanation:
In FortiOS 7.4.1 and FortiAnalyzer 7.4.1, the "Unhandled" status in logs typically signifies that the FortiGate encountered a security
event but did not take any specific action to block or alter it. This usually occurs in the context of Intrusion Prevention System (IPS)
logs.
* IPS logs with action=pass: When the IPS engine inspects traffic and determines that it does not match any known attack signatures
or violate any configured policies, it assigns the action "pass". Since no action is taken to block or modify this traffic, the status is
logged as "Unhandled." Let's look at why the other options are incorrect:
* An AV log with action=quarantine: Antivirus (AV) logs with the action "quarantine" indicate that a file was detected as malicious
and moved to quarantine. This is a definitive action, so the status wouldn't be "Unhandled."
* A WebFilter log will action=dropped: WebFilter logs with the action "dropped" indicate that web traffic was blocked according to
the configured web filtering policies. Again, this is a specific action taken, not an "Unhandled" event.
* An AppControl log with action=blocked: Application Control logs with the action "blocked" mean that an application was denied
access based on the defined application control rules. This is also a clear action, not "Unhandled."

NEW QUESTION # 36 
Which two statements about playbook execution are true? (Choose two.)

A. You can run the default debugging playbook to investigate playbook errors.
B. FortiAnalyzer will commit changes made by a Failed playbook.
C. The Playbook Monitor provides troubleshooting logs.
D. If the playbook status is Failed, all individual tasks in the playbook will fail.

Answer: A,C

Explanation:
FortiAnalyzer provides a default debugging playbook that can be used to help investigate and troubleshoot playbook execution
errors. The Playbook Monitor displays execution details and logs, which assist in identifying the cause of failures and analyzing task
behavior during playbook runs.

NEW QUESTION # 37 
(Refer to the exhibit.

Which two observations can you make after reviewing this log entry? (Choose two answers))

A. This is the original log that FortiAnalyzer received from FortiGate.
B. This is a normalized log.
C. This log is in a raw log format.
D. This is a formatted view of the log.

Answer: B,C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract of knowledge of FortiAnalyzer 7.6 Study guide documents:
The exhibit shows the log as a single-line key/value entry (not a columnar/table display), which aligns with FortiAnalyzer's raw log
format view option. The study guide states: "You can toggle between viewing formatted and raw logs." This directly supports
observation D.
At the same time, what you are viewing in FortiAnalyzer Log View is normalized data (FortiAnalyzer parses and maps device logs



into standardized fields for consistent searching and analysis). The study guide explicitly states: "The log view allows you to view all
log types received by FortiAnalyzer in normalized log format." It also explains that FortiAnalyzer "uses predefined parsers to extract
key fields from ingested logs and maps them to a consistent, standardized set of field names," then stores them as normalized logs in
the SIEM database. This supports observation A.
Finally, the study guide clarifies that even when you switch to raw log format in FortiAnalyzer, you are still observing the normalized-
field representation produced by FortiAnalyzer's parser/normalization process (rather than the untouched original device message). It
notes that a FortiGate event log "has been normalized by FortiAnalyzer," and when you switch "to raw log format," you can observe
the effect of normalization on common fields. This is why C is not the best description for the exhibit.

NEW QUESTION # 38 
You need to move reports between two ADOMs.
Which two statements are true? (Choose two.)

A. The data and time will be appointed to the original report name to avoid conflicts.
B. The ADOMs must be compatible types.
C. All charts and datasets associated with the report will be imported together.
D. You need to convert the reports into templates first.

Answer: B,C

Explanation:
When moving reports between ADOMs, all associated charts and datasets are imported together to maintain report integrity.
The source and destination ADOMs must be compatible types to successfully move reports between them.

NEW QUESTION # 39 
Which two actions should an administrator take to vide Compromised Hosts on FortiAnalyzer?
(Choose two.)

A. Enable device detection on the FotiGate device that are sending logs to FortiAnalyzer.
B. Make sure all endpoints are reachable by FortiAnalyzer.
C. Enable web filtering in firewall policies on FortiGate devices, and make sure these logs are sent to fortiAnalyzer.
D. Subscribe FortiAnalyzer to FortiGuard to keep its local threat database up to date.

Answer: A,C

Explanation:
To view Compromised Hosts on FortiAnalyzer, certain configurations need to be in place on both FortiGate and FortiAnalyzer.
Compromised Host data on FortiAnalyzer relies on log information from FortiGate to analyze threats and compromised activities
effectively.
Option A: Enable device detection on the FortiGate devices that are sending logs to FortiAnalyzer Enabling device detection on
FortiGate allows it to recognize and log devices within the network, sending critical information about hosts that could be
compromised. This is essential because FortiAnalyzer relies on these logs to determine which hosts may be at risk based on
suspicious activities observed by FortiGate. This setting enables FortiGate to provide device-level insights, which FortiAnalyzer uses
to populate the Compromised Hosts view.
Option B: Enable web filtering in firewall policies on FortiGate devices, and make sure these logs are sent to FortiAnalyzer Web
filtering is crucial in identifying potentially compromised hosts since it logs any access to malicious sites or blocked categories.
FortiAnalyzer uses these web filter logs to detect suspicious or malicious web activity, which can indicate compromised hosts. By
ensuring that FortiGate sends these web filtering logs to FortiAnalyzer, the administrator enables FortiAnalyzer to analyze and
identify hosts engaging in risky behavior.

NEW QUESTION # 40
......
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