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GIAC Certified Incident Handler Sample Questions (Q191-Q196):

NEW QUESTION # 191
Which of the following attacks involves multiple compromised systemns to attack a single target?

A. Replay attack

B. DDoS attack

C. Dictionary attack
D. Brute force attack

Answer: B

NEW QUESTION # 192
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The Klez worm is a mass-mailing worm that exploits a vulnerability to open an executable attachment even in Microsoft Outlook's
preview pane. The Klez worm gathers email addresses from the entries of the default Windows Address Book (WAB). Which of
the following registry values can be used to identify this worm?

A. HKEY CURRENT USER\Software\Microsoft\ WAB\WAB4\Wab File Name = "file and pathname of the WAB file"
B. HKEY LOCAL MACHINE\Software\Microsoft\ Windows\CurrentVersion\RunServices

C. HKEY_CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Run

D. HKEY LOCAL MACHINE\Software\Microsoft\ Windows\CurrentVersion\Run

Answer: A

Explanation:
Section: Volume A

NEW QUESTION # 193
Fill in the blank with the appropriate term
is the practice of monitoring and potentially restricting the flow of information outbound from one network to another.

Answer:

Explanation:
Egress filtering

NEW QUESTION # 194
Adam, a malicious hacker is running a scan. Statistics of the scan is as follows:
Scan directed at open port: ClientServer

192.5.2.92:4079 FIN >192.5.2.11023192.5.2.92:4079 <----NO RESPONSE---
---192.5.2.11023
Scan directed at closed port:
ClientServer
192.5.2.92:4079 FIN >192.5.2.11023
192.5.2.92:4079<-----RST/ACK ---------- 192.5.2.11023
Which of the following types of port scan is Adam running?
e A XMAS scan
e B. FIN scan
e C. ACK scan
e D. Idle scan
Answer: B
NEW QUESTION # 195

Which of the following strategies allows a user to limit access according to unique hardware information supplied by a
potential client?

A. MAC address filtering

B. Wireless Transport Layer Security (WTLS)
C. Extensible Authentication Protocol (EAP)
D. WEP

Answer: A

NEW QUESTION # 196
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