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EC-COUNCIL EC-Council Certified Network Defender CND Sample
Questions (Q349-Q354):
NEW QUESTION # 349 
CORRECT TEXT
Fill in the blank with the appropriate term. ______________________ is typically carried out by a remote attacker attempting to
gain information or access to a network on which it is not authorized or allowed.

Answer:

Explanation:
Network reconnaissance
Explanation:
Network reconnaissance is typically carried out by a remote attacker attempting to gain information or access to a network on which
it is not authorized or allowed. Network reconnaissance is increasingly used to exploit network standards and automated
communication methods. The aim is to determine what types of computers are present, along with additional information about those
computers such as the type and version of the operating system. This information can be analyzed for known or recently discovered
vulnerabilities that can be exploited to gain access to secure networks and computers. Network reconnaissance is possibly one of
the most common applications of passive data analysis. Early generation techniques, such as TCP/IP passive fingerprinting, have
accuracy issues that tended to make it ineffective. Today, numerous tools exist to make reconnaissance easier and more effective.

NEW QUESTION # 350 
Frank installed Wireshark at all ingress points in the network. Looking at the logs he notices an odd packet source. The odd source
has an address of 1080:0:FF:0:8:800:200C:4171 and is using port 21. What does this source address signify?

A. This source address is IPv6 and translates as 13.1.68.3
B. This means that the source is using IPv4
C. This address means that the source is using an IPv6 address and is spoofed and signifies an IPv4 address of 127.0.0.1.
D. This source address signifies that the originator is using 802dot1x to try and penetrate into Frank's network

Answer: B

NEW QUESTION # 351 
Which type of training can create awareness among employees regarding compliance issues?

A. Training on data classification
B. Social engineering awareness training
C. Security policy training
D. Physical security awareness training

Answer: C

NEW QUESTION # 352 
Hacktivists are threat actors, who can be described as -------------------

A. People motivated by religious beliefs
B. Disgruntled/terminated employees
C. People having political or social agenda
D. People motivated by monetary gams

Answer: C

NEW QUESTION # 353 
Which of the following techniques uses a modem in order to automatically scan a list of telephone numbers?



A. Warchalking
B. War driving
C. Warkitting
D. War dialing

Answer: D

Explanation:
War dialing is a technique of using a modem to automatically scan a list of telephone numbers, usually dialing every number in a local
area code to search for computers, BBS systems, and fax machines. Hackers use the resulting lists for various purposes, hobbyists
for exploration, and crackers (hackers that specialize in computer security) for password guessing. Answer option C is incorrect.
Warchalking is the drawing of symbols in public places to advertise an open Wi-Fi wireless network. Having found a Wi-Fi node,
the warchalker draws a special symbol on a nearby object, such as a wall, the pavement, or a lamp post. The name warchalking is
derived from the cracker terms war dialing and war driving. Answer option A is incorrect. War driving, also called access point
mapping, is the act of locating and possibly exploiting connections to wireless local area networks while driving around a city or
elsewhere. To do war driving, one needs a vehicle, a computer (which can be a laptop), a wireless Ethernet card set to work in
promiscuous mode, and some kind of an antenna which can be mounted on top of or positioned inside the car. Because a wireless
LAN may have a range that extends beyond an office building, an outside user may be able to intrude into the network, obtain a free
Internet connection, and possibly gain access to company records and other resources. Answer option D is incorrect. Warkitting is a
combination of wardriving and rootkitting. In a warkitting attack, a hacker replaces the firmware of an attacked router. This allows
them to control all traffic for the victim, and could even permit them to disable SSL by replacing HTML content as it is being
downloaded. Warkitting was identified by Tsow, Jakobsson, Yang, and Wetzel in 2006. Their discovery indicated that 10% of the
wireless routers were susceptible to WAPjacking (malicious configuring of the firmware settings, but making no modification on the
firmware itself) and 4.4% of wireless routers were vulnerable to WAPkitting (subverting the router firmware). Their analysis showed
that the volume of credential theft possible through Warkitting exceeded the estimates of credential theft due to phishing.

NEW QUESTION # 354
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