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The Google Professional-Cloud-Security- Engineer PDF dumps format is the most simple and easy version, specially designed by the
ActualCollection to provide value to its consumers. It is also compatible with all smart devices. Thus it is portable, which will help
you practice the Google Professional-Cloud- Security- Engineer Exam without the barrier of time and place.

Google Cloud Certified - Professional Cloud Security Engineer Exam Sample
Questions (Q118-Q123):

NEW QUESTION # 118

What are the steps to encrypt data using envelope encryption?
A.Generate a data encryption key (DEK) locally.

* Use a key encryption key (KEK) to wrap the DEK.

* Encrypt data with the KEK.

* Store the encrypted data and the wrapped KEK.
B.Generate a key encryption key (KEK) locally.

* Use the KEK to generate a data encryption key (DEK).
* Encrypt data with the DEK.

* Store the encrypted data and the wrapped DEK.
C.Generate a data encryption key (DEK) locally.

* Encrypt data with the DEK.

* Use a key encryption key (KEK) to wrap the DEK.

* Store the encrypted data and the wrapped DEK.
D.Generate a key encryption key (KEK) locally.

* Generate a data encryption key (DEK) locally.

* Encrypt data with the KEK.

* Store the encrypted data and the wrapped DEK.

Answer:

Explanation:
C
Explanation/Reference: https://cloud.google.comkms/docs/envelope-encryption

NEW QUESTION # 119

A business unit at a multinational corporation signs up for GCP and starts moving workloads into GCP. The business unit creates a
Cloud Identity domain with an organizational resource that has hundreds of projects.

Your team becomes aware of this and wants to take over managing permissions and auditing the domain resources.

Which type of access should your team grant to meet this requirement?

A. Organization Administrator

B. Security Reviewer

C. Organization Policy Admmnistrator
D. Organization Role Administrator

Answer: D

Explanation:

Here are the permissions available to organizationRole Admin
iamroles.create

iamroles.delete

iamroles.undelete

iam.roles.get

iam.roles. list

iam.roles.update

resourcenanager.projects.get
resourcemanager.projects.getlamPolicy
resourcemanager.projects. list
resourcenmanager.organizations. get
resourcemanager.organizations. getlamPolicy

There are sufficient as per least privilege policy. You can do user management as well as auditing,
https//cloud. google.conyianydocs/understanding-custonmrroles
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NEW QUESTION # 120

Your company wants to collect and analyze CVE information for packages in container images, and wants to prevent images with
known security issues from running in your Google Kubernetes Engine environment. Which two security features does Google
recommend including in a container build pipeline?

A. Deployment policies
B. Vulnerability scanning
C. Password policies

D. Network isolation

Answer: A

Explanation:

A'is correct because deployment policies defined in Binary Authorization ensure that only trusted images can be deployed in Google
Kubernetes Engine clusters. Binary Authorization can integrate with Container Analysis which scans container images stored in
Container Registry for vulnerabilities and stores trusted metadata used in the authorization process.

B is not correct because it doesn't address the use case.

C is correct because vulnerability scanning can be performed by Container Analysis to discover package vulnerability information in
container base images and obtain CVE data from respective Linux distributions.

D is not correct because it doesn't address the use case.

https//cloud.google.com/binary-authorization/docs/overview

https’//cloud. google.conycontainer-registry/docs/container-analysis

NEW QUESTION # 121

Your security team wants to implement a defense-in-depth approach to protect sensitive data stored in a Cloud Storage bucket.
Your team has the following requirements:

* The Cloud Storage bucket in Project A can only be readable from Project B.

* The Cloud Storage bucket in Project A cannot be accessed from outside the network.

* Data in the Cloud Storage bucket cannot be copied to an external Cloud Storage bucket.

‘What should the security team do?

¢ A Enable Private Access in both Project A and B's networks with strict firewall rules that allow communication between the
networks.

¢ B. Enable VPC Service Controls, create a perimeter around Projects A and B. and include the Cloud Storage API in the
Service Perimeter configuration.

¢ C. Enable VPC Peering between Project A and B's networks with strict firewall rules that allow communication between the
networks.

¢ D. Enable domain restricted sharing in an organization policy, and enable uniform bucket-level access on the Cloud Storage
bucket.

Answer: B

Explanation:

Explanation

VPC Peering is between organizations not between Projects in an organization. That is Shared VPC. In this case, both projects are
in same organization so having VPC Service Controls around both projects with necessary rules should be fine.
https/cloud.google.comyvpe-service-controls/docs/overview

NEW QUESTION # 122

A customer deploys an application to App Engine and needs to check for Open Web Application Security Project (OWASP)
vulnerabilities.

Which service should be used to accomplish this?

¢ A. Google Cloud Audit Logs
¢ B. Cloud Security Scanner
¢ C. Cloud Armor



¢ D. Forseti Security
Answer: B

Explanation:
Reference:
https/cloud.google.convsecurity-scanner/

NEW QUESTION # 123

You will not only get familiar with the Google Cloud Certified - Professional Cloud Security Engineer Exam (Professional-Cloud-
Security- Engineer) exam environment but also enhance your time management skills which will be quite helpful in the final
Professional-Cloud-Security- Engineer certification exam. The Professional-Cloud-Security- Engineer desktop practice test software
will install on your Windows-based computer and laptop. Very easy to install and provide a user-friendly interface to Professional-
Cloud-Security-Engineer Exam candidates. Whereas the Professional-Cloud-Security- Engineer web-based practice test software is
concerned, it is a browser-based application that works with all the latest browsers.
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