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Palo Alto Networks XDR Engineer Sample Questions (Q51-Q56):

NEW QUESTION # 51

During the deployment of a Broker VM in a high availability (HA) environment, after configuring the Broker VM FQDN, an XDR
engineer must ensure agent installer availability and efficient content caching to maintain performance consistency across failovers.
‘Which additionalconfiguration steps should the engineer take?

A. Deploy a load balancer and configure SSL termination at the load balancer

B. Upload the-signed SSL server certificate and key and deploy a load balancer

C. Enable synchronized session persistence across Broker VMs and use a self-signed certificate and key
D. Use shared SSL certificates and keys for all Broker VMs and configure a single IP address for failover

Answer: B

Explanation:

In a high availability (HA) environment, theBroker VMin Cortex XDR acts as a local proxy to facilitate agent commumications,
content caching, and installer distribution, reducing dependency on direct cloud connections. To ensureagent installer
availabilityandefficient content cachingacross failovers, the Broker VM must be configured to handle agent requests consistently,
even if one VM fails. This requires proper SSL certificate management and load balancing to distribute traffic across multiple Broker
VM.

* Correct Answer Analysis (B):The engineer shouldupload the signed SSL server certificate and key to each Broker VM to secure
communications and ensure trust between agents and the Broker VM.

Additionally, deploying aload balancerin front of the Broker VM allows traffic to be distributed across multiple VM, ensuring
availability and performance consistency during failovers. The load balancer uses the configured Broker VM FQDN to route agent
requests, and the signed SSL certificate ensures secure, uninterrupted communication. This setup supports content caching and
mstaller distribution by maintaining a stable connection point for agents.

* Why not the other options?

* A. Use shared SSL certificates and keys for all Broker VMs and configure a single IP address for failover: While shared SSL
certificates can be used, configuring a single IP address for failover (e.g., via VRRP or a floating IP) is less flexible than a load
balancer and may not efficiently handle content caching or installer distribution across multiple VMs. Load balancers are preferred
for HA setups in Cortex XDR.

* C. Deploy a load balancer and configure SSL termination at the load balancer: SSL termination at the load balancer means the
load balancer decrypts traffic before forwarding it to the Broker VM, requiring unencrypted communication between the load
balancer and VM. This is not recommended for Cortex XDR, as Broker VM require end-to-end SSL encryption for security, and
SSL termmation complicates certificate management.

* D. Enable synchronized session persistence across Broker VMs and use a self-signed certificate and key: Self-signed certificates
are not recommended for production HA environments, as they can cause trust issues with agents and require manual configuration.
Synchronized session persistence is not a standard feature for Broker VM and is unnecessary for content caching or installer
availability.

Exact Extract or Reference:

TheCortex XDR Documentation Portaldescribes Broker VM HA configuration: "For high availability, deploy multiple Broker VMs
behind a load balancer and upload a signed SSL server certificate and key to each VM to secure agent communications”
(paraphrased from the Broker VM Deployment section). TheEDU-

260: Cortex XDR Prevention and Deploymentcourse covers Broker VM setup, stating that "a load balancer with signed SSL
certificates ensures agent installer availability and content caching in HA environments" (paraphrased from course materials). ThePalo
Alto Networks Certified XDR Engineer datasheetincludes

"planning and installation” as a key exam topic, encompassing Broker VM deployment for HA.

References:

Palo Alto Networks Cortex XDR Documentation Portalhttps:/docs-cortex.paloaltonetworks.cony EDU-260: Cortex XDR
Prevention and Deployment Course Objectives Palo Alto Networks Certified XDR Engineer
Datasheethttps//www.paloaltonetworks.comyservices/education
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NEW QUESTION # 52
Based on the SBAC scenario image below, when the tenant is switched to permissive mode, which endpoint (s) data will be
accessible?
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A. El only

B. El, E2, and E3

C. E2 only

D. El, E2, E3, and E4

Answer: B

Explanation:

In Cortex XDR,Scope-Based Access Control (SBAC)restricts user access to data based on predefined scopes, which can be
assigned to endpoints, users, or other resources. Inpermissive mode, SBAC allows users to access data within their assigned scopes
but may restrict access to data outside those scopes. The question assumes an SBAC scenario with four endpoints (E1, E2, E3,
EA), where the user likely has access to a specific scope (e.g., Scope A) that includes El, E2, and E3, while E4 is in a different
scope (e.g., Scope B).

* Correct Answer Analysis (C):When the tenant is switched to permissive mode, the user will have access toEl, E2, and E3because
these endpoints are within the user's assigned scope (e.g., Scope A).

EA, being in a different scope (e.g., Scope B), will not be accessible unless the user has explicit accessto that scope. Permissive
mode enforces scope restrictions, ensuring that only data within the user's scope is visible.

* Why not the other options?

* A. El only: This is too restrictive; the user’s scope includes E1, E2, and E3, not just El.

* B. E2 only: Similarly, this is too restrictive; the user's scope includes El, E2, and E3, not just E2.

*D. El, E2, E3, and E4: This would only be correct if the user had access to both Scope A and Scope B or if permissive mode
ignored scope restrictions entirely, which it does not. Permissive mode still enforces SBAC rules, limiting access to the user's
assigned scopes.

Exact Extract or Reference:

TheCortex XDR Documentation Portalexplains SBAC: "In permissive mode, Scope-Based Access Control restricts user access to
endpoints within their assigned scopes, ensuring data visibility aligns with scope permissions" (paraphrased from the Scope-Based
Access Control section). TheEDU-260: Cortex XDR Prevention and Deploymentcourse covers SBAC configuration, stating that
"permissive mode allows access to endpoints within a user's scope, such as E1, E2, and E3, while restricting access to endpoints in
other scopes" (paraphrased from course materials). ThePalo Alto Networks Certified XDR Engneer datasheet includes "post-
deployment management and configuration" as a key exam topic, encompassing SBAC settings.

References:

Palo Alto Networks Cortex XDR Documentation Portalhttps:/docs-cortex. paloaltonetworks.cony EDU-260: Cortex XDR
Prevention and Deployment Course Objectives Palo Alto Networks Certified XDR Engineer
Datasheet:https://www.paloaltonetworks.conyservices/education
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NEW QUESTION # 53
Some company employees are able to print documents when working from home, but not on network- attached printers, while
others are able to print only to file. What can be nferred about the affected users' nability to print?

A. They may be on different device extensions profiles set to block different print jobs

B. They may be attached to the default extensions policy and profile

C. They may have a host firewall profile set to block activity to all network-attached printers

D. They may have difterent disk encryption profiles that are not allowing print jobs on encrypted files

Answer: C



Explanation:

In Cortex XDR, printing issues can be influenced by agent configurations, particularly those related to network access or device
control. The scenario describes two groups of employees: one group can print when working from home but not on network-
attached printers, and another can only print to file (e.g., PDF or XPS). This suggests a restriction on network printing, likely due to
a security policy enforced by the Cortex XDR agent.

* Correct Answer Analysis (B):They may have a host firewall profile set to block activity to all network-attached printersis the most
likely inference. Cortex XDR'shost firewallfeature allows administrators to define rules that control network traffic, including blocking
outbound connections to network-attached printers (e.g,, by blocking protocols like IPP or LPD on specific ports). Employees
working from home (on external networks) may be subject to a firewall profile that blocks network printing to prevent data leakage,
while local printing (e.g., to USB printers) or printing to file is allowed. The group that can only print to file likely has stricter rules
that block all physical printing, allowing only virtual print-to-file operations.

* Why not the other options?

* A. They may be attached to the default extensions policy and profile: The default extensions policy typically does not include
specific restrictions on printing, focusing instead on general agent behavior (e.g., device control or exploit protection). Printing issues
are more likely tied to firewall or device control profiles.

* C. They may have different disk encryption profiles that are not allowing print jobs on encrypted files: Cortex XDR does not
manage disk encryption profiles, and disk encryption (e.

g, BitLocker) does not typically block printing based on file encryption status. This is not a relevant cause.

* D. They may be on different device extensions profiles set to block different print jobs:

While device control profiles can block USB printers, they do not typically control network printing or distinguish between print-to-
file and physical printing. Network printing restrictions are more likely enforced by host firewall rules.

Exact Extract or Reference:

TheCortex XDR Documentation Portalexplains host firewall capabilities: "Host firewall profiles can block outbound traffic to
network-attached printers, restricting printing for remote employees to prevent unauthorized data transfers" (paraphrased from the
Host-Based Firewall section). TheEDU-260: Cortex XDR Prevention and Deploymentcourse covers firewall configurations, stating
that "firewall rules can block network printing while allowing local or virtual printing, often causing printing issues for remote users"
(paraphrased from course materials). ThePalo Alto Networks Certified XDR Engineer datasheetincludes

"Cortex XDR agent configuration” as a key exam topic, encompassing host firewall settings.

References:

Palo Alto Networks Cortex XDR Documentation Portalhttps:/docs-cortex.paloaltonetworks.cony EDU-260: Cortex XDR
Prevention and Deployment Course Objectives Palo Alto Networks Certified XDR Engineer
Datasheethttps//www.paloaltonetworks.conyservices/education
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NEW QUESTION # 54
Which XQL query can be saved as a behavioral indicator of compromise (BIOC) rule, then converted to a custom prevention rule?

e A dataset=xdr data
| fiter event_type = ENUM.PROCESS and action process_image name ="**"and action process image command line
="-e cmd*" and action process_image command line !="*cmd.exe -a /c*"
e B. dataset=xdr data
| filter event_type = ENUM.DEVICE and action_process_image name = "**"
and action process image command line = "-e cmd*"
and action process_image command line !="*cmd.exe -a /c*"
e C. dataset=xdr data
| filter event_type = FILE and (event sub_type = FILE CREATE NEW or event_sub_type = FILE WRITE or
event_sub_type =FILE REMOVE or event_sub_type = FILE RENAME) and agent hostname = "hostname"
| filter lowercase(action file path) in ("/etc/*", "/ust/local/share/*", "/usr/share/*"") and action file extension in ("'conf”, "txt")
| fields action_file_name, action file path, action file type, agent ip addresses, agent hostname, action_file_path
e D. dataset =xdr_data
| filter event_type = ENUM.PROCESS and event_type = ENUM.DEVICE and
action process_image name = "**"
and action process_image command_line = "-e cmd*"
and action process_image command line = "*cmd.exe -a /c*"

Answer: A

Explanation:
In Cortex XDR, aBehavioral Indicator of Compromise (BIOC)rule defines a specific pattern of endpoint behavior (e.g., process
execution, file operations, or network activity) that can trigger an alert. BIOCs are often created usingXQL (XDR Query



Language)queries, which are then saved as BIOC rules to monitor for the specified behavior. To convert a BIOC into acustom
prevention rule, the BIOC must be associated with a Restriction profile, which allows the defined behavior to be blocked rather than
just detected. For a query to be suitable as a BIOC and convertible to a prevention rule, it must meet the following criteria:

* Tt must monitor a behavior that Cortex XDR can detect on an endpoint, such as process execution, file operations, or device
events.

* The behavior must be actionable for prevention (e.g., blocking a process or file operation), typically involving events like process
launches (ENUM.PROCESS) or file modifications (ENUM.FILE).

* The query should not include overly complex logic (e.g., multiple event types with conflicting conditions) that cannot be translated
into a BIOC rule.

Let's analyze each query to determine which one meets these criteria:

* Option A: dataset = xdr_data | filter event_type = ENUM.DEVICE ... This query filters for event_type = ENUM.DEVICE, which
relates to device-related events (e.g., USB device connections).

While device events can be monitored, the additional conditions (action process_image name = "**" and

action process_image command _line) are process-related attributes, which are typically associated with ENUM.PROCESS
events, not ENUM.DEVICE. This mismatch makes the query invalid for a BIOC, as it combines incompatible event types and
attributes. Additionally, device events are not typically used for custom prevention rules, as prevention rules focus on blocking
processes or fileoperations, not device activities.

* Option B: dataset = xdr_data | filter event_type = ENUM.PROCESS and event_type = ENUM.

DEVICE ... This query attempts to filter for events that are both ENUM.PROCESS and ENUM.

DEVICE (event_type = ENUM.PROCESS and event type = ENUM.DEVICE), which is logically incorrect because an event
cannot have two different event types simultaneously. In XQL, the event_type field must match a single type (e.g,,
ENUM.PROCESS or ENUM.DEVICE), and combining them with an and operator results in no matches. This makes the query
mvalid for creating a BIOC rule, as it will not return any results and cannot be used for detection or prevention.

* Option C: dataset = xdr_data | filter event _type = FILE ...This query monitors file-related events (event type = FILE) with
specific sub-types (FILE CREATE NEW, FILE WRITE, FILE REMOVE, FILE RENAME) on a specific hostname, targeting
file paths (/etc/*, /ust/local/share/*, /ust/share/*) and extensions (conf, txt). While this query can be saved as a BIOC to detect file
operations, it is not ideal for conversion to a custom prevention rule. Cortex XDR prevention rules typically focus on blocking
process executions (via Restriction profiles), not file operations. While file-based BIOCs can generate alerts, converting them to
prevention rules is less common, as Cortex XDR's prevention mechanisis are primarily process-oriented (e.g., terminating a
process), not file-oriented (e.g., blocking a file write). Additionally, the query includes complex logic (e.g., multiple sub-types,
lowercase() function, fields clause), which may not filly translate to a prevention rule.

* Option D: dataset = xdr_data | filter event_type = ENUM.PROCESS ...This query monitors process execution events
(event_type = ENUM.PROCESS) where the process image name matches a pattern (action process_image name = "*#*"), the
command line includes -e cmd*, and excludes commands matching *cmd.exe -a /c*. This query is well-suited for a BIOC rule, as it
defines a specific process behavior (e.g., a process executing with certain command-line arguments) that Cortex XDR can detect on
an endpoint. Additionally, this type of BIOC can be converted to a custom prevention rule by associating it with aRestriction profile,
which can block the process execution if the conditions are met. For example, the BIOC can be configured to detect processes with
action_process_image name =

"™*"and action_process_image command line = "-e cd*", and a Restriction profile can termmnate such processes to prevent the
behavior.

Correct Answer Analysis (D):

Option D is the correct choice because it defines a process-based behavior (ENUM.PROCESS) that can be saved as a BIOC rule
to detect the specified activity (processes with certain command-line arguments). It can then be converted to a custom prevention
rule by adding it to a Restriction profile, which will block the process execution when the conditions are met. The query's conditions
are straightforward and compatible with Cortex XDR's BIOC and prevention framework, making it the best fit for the requirement.
Exact Extract or Reference:

TheCortex XDR Documentation Portalexplains BIOC and prevention rules: "XQL queries monitoring process events
(ENUM.PROCESS) can be saved as BIOC rules to detect specific behaviors, and these BIOCs can be added to a Restriction
profile to create custom prevention rules that block the behavior" (paraphrased from the BIOC and Restriction Profile sections).
TheEDU-260: Cortex XDR Prevention and Deployment course covers BIOC creation, stating that "process-based XQL queries
are ideal for BIOCs and can be converted to prevention rules via Restriction profiles to block executions" (paraphrased from course
materials). ThePalo Alto Networks Certified XDR Engineer datasheetincludes "detection engineering” as a key exam topic,
encompassing BIOC rule creation and conversion to prevention rules.

References:

Palo Alto Networks Cortex XDR Documentation Portalhttps:/docs-cortex.paloaltonetworks.comy EDU-260: Cortex XDR
Prevention and Deployment Course Objectives Palo Alto Networks Certified XDR Engineer
Datasheethttps//www.paloaltonetworks.comyservices/education
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NEW QUESTION # 55
A new parsing rule is created, and during testing and verification, all the logs for which field data is to be parsed out are missing, All
the other logs from this data source appear as expected. What may be the cause of this behavior?

A. The XDR Collector is dropping the logs
B. The Broker VM is offline

C. The filter stage is dropping the logs

D. The parsing rule corrupted the database

Answer: C

Explanation:

In Cortex XDR parsing rulesare used to extract and normalize fields from raw log data during ingestion, ensuring that the data is
structured for analysis and correlation. The parsing process includes stages such as filtering, parsing, and mapping. If logs for which
field data is to be parsed out are missing, while other logs from the same data source are ingested as expected, the issue likely lies
within the parsing rule itself, specifically in the filtering stage that determines which logs are processed.

* Correct Answer Analysis (C):The filter stage is dropping the logsis the most likely cause. Parsing rules often include afilter
stagethat determines which logs are processed based on specific conditions (e.

g., log content, source, or type). If the filter stage of the new parsing rule is misconfigured (e.g., using an incorrect condition like

log type = expected_type or a regex that doesn't match the logs), it may drop the logs intended for parsing, causing them to be
excluded from the ingestion pipeline. Since other logs from the same data source are ingested correctly, the issue is specific to the
parsing rule's filter, not a broader ingestion problem

* Why not the other options?

* A. The Broker VM is offline: If the Broker VM were offtine, it would affect all log ingestion from the data source, not just the
specific logs targeted by the parsing rule. The question states that other logs from the same data source are ingested as expected, so
the Broker VM is likely operational

* B. The parsing rule corrupted the database: Parsing rules operate on incoming logs during ingestion and do not directly interact
with or corrupt the Cortex XDR database. This is an unlikely cause, and database corruption would likely cause broader issues, not
Just missing specific logs.

* D. The XDR Collector is dropping the logs: The XDR Collector forwards logs to Cortex XDR, and if it were dropping logs, it
would likely affect all logs from the data source, not just those targeted by the parsing rule. Since other logs are ingested correctly,
the issue is downstream in the parsing rule, not at the collector level.

Exact Extract or Reference:

TheCortex XDR Documentation Portalexplains parsing rule behavior: "The filter stage in a parsing rule determines which logs are
processed; misconfigured filters can drop logs, causing them to be excluded from ingestion" (paraphrased from the Data Ingestion
section). TheEDU-260: Cortex XDR Prevention and Deploymentcourse covers parsing rule troubleshooting, stating that "if specific
logs are missing during parsing, check the filter stage for conditions that may be dropping the logs" (paraphrased from course
materials). ThePalo Alto Networks Certified XDR Engineer datasheetincludes "data ingestion and integration” as a key exam topic,
encompassing parsing rule configuration and troubleshooting.

References:
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Prevention and Deployment Course Objectives Palo Alto Networks Certified XDR Engneer
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NEW QUESTION # 56
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