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WGU Information Technology Management QGC1 Sample Questions (Q200-
Q205):

NEW QUESTION # 200
What is a common risk associated with outsourcing software development?

A. Risk of breach of confidential information

B. High cost of developers' salaries

C. Short-term contracts that are difficult to renew

D. Lack of flexibility to respond to rapid market changes

Answer: A

NEW QUESTION # 201
Which risk do strategic chief mformation officers face?

A. Organizational resistance to change

B. Focusing too much on technical solutions

C. Falling behind on market trends

D. Losing credibility with non-technical employees

Answer: A

Explanation:

Strategic CIOs focus on innovation and aligning IT with business growth. A major risk they face is organizational resistance to
change, as employees and departments may be reluctant to adopt new systens, processes, or technologies. Overcoming this
resistance requires strong change management, communication, and leadership skills.

Option A: Incorrect-while staying updated is important, the larger challenge is adoption within the organization.

Option C: Incorrect-strategic CIOs emphasize business alignment, not just technical focus.

Option D: Incorrect-credibility risks exist but are not the primary challenge.

Therefore, the primary risk is organizational resistance to change.

Reference:

WGU Information Technology Management - IT Leadership and Strategy, section on Risks for Strategic C10s.39

NEW QUESTION # 202
Which statement describes the development phase of the systems development life cycle (SDLC)?

A. Performing corrections, additions, and upgrades to ensure the system continually meets business goals
B. Bringing project pieces together, checking interoperability, and verifying fnctionality

C. Physically constructing software and information systems using programming languages

D. Placing the software or information system into production to allow users to perform business operations

Answer: C

NEW QUESTION # 203
An attacker uses a guest account to exploit a weakness that enables the attacker to change access rights and alter user account
mformation. Which type of attack is described?
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A. Hoaxing

B. Packet tampering

C. Elevation of privilege
D. Spoofing

Answer: D

NEW QUESTION # 204
‘Which system provides a foundation for collaboration between departments, enabling people in different business areas to
communicate?

A. Customer relationship management (CRM)
B. Enterprise resource planning (ERP)

C. Electronic data interchange (EDI)

D. Supply chain management (SCM)

Answer: B

NEW QUESTION # 205
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