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M #479
You have the hierarchy of Azure resources shown in the following exhibit.
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You create the Azure Blueprints definitions shown in the following table.
Name " Ticro-Published at
Blueprint1 Tenant Root Group

Blueprint2 Subscription1
To which objects can you assign Blueprint]1 and Blueprint2? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

EfE:
fi R«
Blueprint1: -
ManagementGroup1 only
ManagementGroup1, Subscription1, and RG1 only
ManagementGroup1, Subscription1, RG1, and VM1
Subscription1 only
Tenant Root Group only
Tenant Root GrouprManagementGroup, and Subscription only
Blueprint2: [ © -
ManagementGroup1 only
Subscription1 and RG1 only
Subseription1 only
Subseriptiond| RGY,@ng WML
E R # 480

Your company plans to create separate subscriptions for each department. Each subscription will be associated to the same Azure
Active Directory (Azure AD) tenant.

You need to configure each subscription to have the same role assignments.

‘What should you use?

¢ A. Azure Blueprints
¢ B. Azure AD Privileged Identity Management (PIM)



¢ C. Aaure Policy
¢ D. Azure Security Center

EE: A
fiE it
Explanation

Just as a blueprint allows an engineer or an architect to sketch a project's design parameters, Azure Blueprints enables cloud
architects and central information technology groups to define a repeatable set of Azure resources that implements and adheres to an
organization's standards, patterns, and requirements.

Blueprints are a declarative way to orchestrate the deployment of various resource templates and other artifacts such as:

* Role Assignments

* Policy Assignments

* Azure Resource Manager tenplates

* Resource Groups

Reference:

https:/docs.microsoft.com/en-us/azure/governance/blueprints/overview

E R #481

You have an Azure subscription named Subl.
You have an Azure Active Directory (Azare AD) group named Group] that contains all the members of your IT team

Youneed to ensure that the members of Group] can stop, start, and restart the Azure virtual machines in Subl.

The solution must use the principle of least privilege.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.

Answer Area

Actions

Create a JSON file.

Run the Update-AzureRmManagementGroup cmdlet.

Create an XML file.

Run the New-AzureRmRoleDefinition cmdlet.

Run the New-AzurermioleAssignment emdlet.

R

Explanation:

References:
https://www.petri.conycloud-security-create-custom-rbac-role-microsoft-azure

HR #482
You network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant. The
tenant contains the users shown in the following table.

Name Source
Userl Azure AD
User2 Azure AD
User3 Onfprémises Active Directory

The tenant contains the groups shown in the following table.



You configure a multi-factor authentication (MFA) registration policy that and the following settings:
Assignments:

Include: Groupl

Exclude Group2

Controls: Require Azire MF A registration

Enforce Policy: On

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Ef#:
RN -

[ #483
You have an Azure subscription that contains an Azure key vault named Vault1.
On January 1, 2019, Vaultl stores the following secrets.

Which can each secret be used by an application? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

b«

Explanation

Box 1: Never

Password] is disabled.

Box 2: Only between March 1, 2019 and May 1,
Password2:

Reference:
httpsz//docs.microsoft.com/en-us/powershel/module/azrerm keyvault/set-azurekeyvaultsecretattribute
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