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H #42
Which of the following requires developers to harden infrastructure to protect Al systens?

A. Configuration standards
B. Acceptable use policies
C. Intake processes

D. Development guidelines

EfE: A
A«

Configuration standards define how infrastructure and systems must be securely set up and maintained. By following these standards,
developers harden the environment that supports Al systems, reducing risks from misconfigurations and vulnerabilities.

HP #43

A recently deployed Al system becomes persistently unavailable. A restart temporarily fixes the issue, but the issue happens again.
Upon examination of application programming interface (API) logs, an analyst finds that external calls continued to use system
resources after the action conpleted.

Which of'the following is the best way to improve availability of the system?
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A. Tmplementing multifactor authentication (MFA)
B. Increasing system memory

C. Creating token limits

D. Enforcing session expiration

EM: D
s

The persistent unavailability is caused by external calls consuming resources even after completion, indicating sessions are not being
closed. Enforcing session expiration ensures unused sessions are terminated, freeing resources and improving system availability.

H #44

SIMULATION

Instructions

Click the (+) to assign each threat category into its appropriate framework.

Ifat any time you would like to bring back the mnitial state of the simulation, please click the Reset All button.
An architect is modeling an agentic system to meet security standards.

fERHL -

Explanation:

MAESTRO: Overreliance, Insecure plug-in design

OWASP Top 10: Broken access control, Identification and authentication faiires OWASP Top 10 LLM: Prompt mjection, Model
denial of service STRIDE: Elevation of privilege, Repudiation, Supply chain vulnerabilities, Insecure design MAESTRO addresses
Al-specific misuse such as excessive trust in outputs (overreliance) and unsafe plug-in design.

OWASP Top 10 maps to classic web threats: broken access control and authentication failures are key risks.

OWASP Top 10 LIM focuses on LLM-related threats like prompt injection and denial of service targeting the model.

STRIDE categories cover privilege escalation, repudiation (denying actions), supply chain risks, and insecure design flaws.

R #45
A company wants to detect abnormal insider activity based on historical logs. Which technology is BEST?

A. CASB

B. PKI

C. SSL termination
D. UEBA

IEfE: D

R 2
User and Entity Behavior Analytics detects deviations from normal patterns.

E Y #46

An organization recently developed an Al-powered product and discovers that it is vulnerable to attacks in which malicious actors
can alter the input, causing the system to recommend inappropriate information. Which of the following techniques is the most
effective way to secure the system against manipulation attacks?

A. Cross-validation

B. Feature regularization
C. Feature scaling

D. Guardrails

IEf#: D
A -

Guardrails restrict and control how an Al model processes and responds to inputs, making them the most effective defense against
manipulation attacks such as prompt injection or malicious input alteration.
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