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NEW QUESTION # 41
Where can FortiGate learn the FortiManager IP address or FQDN for zero-touch provisioning'?
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A. Froma TFTP server

B. Froma DNS server using A or AAAA records

C. Froma DHCP server using options 240 and 241

D. Froman LDAP server using a simple bind operation

Answer: C

Explanation:

httpsz/docs.fortinet.conydocument/fortigate/6.2. 1 6/cookbook/861490/zero-touch-provisioning-with- fortimanager "A DHCP server
includes option 240 and 241 which records FortiManager IP and domain name.

FortiGate has an mterface with the default DHCP client mode that is connected to the DHCP server i the intranet."

NEW QUESTION # 42
You are configuring a FortiGate wireless network to support automated wireless client quarantine using IOC. Which two
configurations must you put in place for a wireless client to be quarantined successfully? (Choose two)

A. Configure a firewall policy to allow communication

B. Configure the wireless network to be in tunnel mode

C. Configure the FortiGate device in the Security Fabric with a FortiAnalyzer device
D. Configure the wireless network to be in bridge mode

Answer: B,C

NEW QUESTION # 43
Refer to the exhibit.
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The exhibit shows a network topology and SSID settings. FortiGate is configured to use an external captive portal
However, wireless users are not able to see the captive portal login page.

‘Which configuration change should the administrator make to fix the problem?

A. Enable the captive-portal-exempt option in the firewall policy with the ID 10.

B. Remove the guest.portal user group in the firewall policy.

C. Add the FortiAuthenticator and WindowsAD address objects as exenipt sources.

D. Create a firewall policy to allow traffic from the Guest SSID to FortiAuthenticator and Windows AD devices.

Answer: D



NEW QUESTION # 44
Where can FortiGate learn the FortiManager [P address or FQDN for zero-touch provisioning'?

A. Froma TFTP server

B. Froma DNS server using A or AAAA records

C. Froma DHCP server using options 240 and 241

D. Froman LDAP server using a simple bind operation

Answer: C

Explanation:
FG retrieves the FortiManager [P address or FQDN through DHCP options 240 or 241 respectively.

NEW QUESTION # 45
Refer to the exhibit

Edit External Connector Edit inderface

Endpoint/identity

©®

_ﬁ“
Sl

At eing mude

Connector Settings 1P Netmask
Name RSSO Agent Secorebary 1P sl s
Use RADIUS Shared Secret @0 sssesses
Send RADIUS Resporses @ Ao e

Edit User Group

Name RSSO Group
Type RADIUS Single Sign-On [RSSCH
RADIUS Attritarte Value @  Users

+ e New ’ ) O Jy Look &) Export = By Sequence
Destination ‘ Secut ity Profiles Log Bytes
B S pots 8 port1 @
internet D LOCAL & all @ ALL v ACCEPT © Enabled W no-inspection @ UTM 20409 MB
B impiicit @

Examine the FortiGate RSSO configuration shown in the exhibit
FortiGate is configured to receive RADIUS accounting messages on port3 to authenticate RSSO users The users are located behind
port3 and the internet link is connected to portl FortiGate is processing incoming RADIUS accounting messages successfully and
RSSO users are getting associated with the RSSO Group user group However all the users are able to access the internet, and the
administrator wants to restrict internet access to RSSO users only Which configuration change should the administrator make to fix
the problem?

e A. Change the RADIUS Attribute Value selling to match the name of the RADIUS attribute containing the group membership
information of the RSSO users

¢ B. Create a second firewall policy from port3 lo port] and select the target destination subnets

e C. Add RSSO Group to the firewall policy

e D. Enable Security Fabric Connection on port3

Answer: C

Explanation:

According to the exhibit, the firewall policy from port3 to portl has no user group specified, which means that it allows all users to
access the internet. Therefore, option B is true because adding RSSO Group to the firewall policy will restrict internet access to
RSSO users only. Option A is false because changing the RADIUS Attribute Value setting will not affect the firewall policy, but
rather the RSSO user group membership. Option C is false because enabling Security Fabric Connection on port3 will not affect the
firewall policy, but rather the communication between FortiGate and other Security Fabric devices. Option D is false because



creating a second firewall policy from port3 to port] will not affect the existing firewall policy, but rather create a redundant or
conflicting policy.

NEW QUESTION # 46
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