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Management-Architect F 2 MEE A (Q212-Q217):

AE #212

A global company has built an external application that uses data fromits Salesforce org via an OAuth 2.0 authorization flow. Upon
logout, the existing Salesforce O Auth token must be invalidated.

‘Which action will accomplish this?

A. Use a HTTP POST to request the refresh token for the current user.

B. Use a HTTP POST to make a call to the revoke token endpoint.

C. Enable Single Logout with a secure logout URL.

D. Use a HTTP POST to the System for Cross-domain Identity Management (SCIM) endpoint, including the current OAuth
token.

HE: B

EAE #213

Universal Containerswants to implement Single Sign-on for a Salesforce org using an external Identity Provider and corporate
identity store.

What type of authentication flow is required to support deep linking’

A. Web Server OAuth SSO flow
B. StartURL on Identity Provider
C. Service-Provider-Initiated SSO
D. Identity-Provider-mitiated SSO

e C

MH.

Single sign-on (SSO) is an authentication method that enables users to access muiltiple applications with one login and one set of
credentials4. There are two types of SSO flows thatcan be used with Salesforce as the service provider (SP) and an external identity
provider(IdP)5:

* Service-provider-initiated SSO: The user requests a resource from the SP, such as a Salesforce URL.

The SP redirects the user to the IdP for authentication. The IdP authenticates the user and sends a SAML response to the SP. The
SP validates the SAML response and grants access to the userS. This type of SSO flowsupports deep linking, which means that the
user can access a specific page within Salesforce without logging in again6.

* Identity-provider-initiated SSO: The user logs in to the IdP and selects an app froma list of available apps. The IdP sends a
SAML response to the SP. The SP validates the SAML response and grants access to the userS. This type of SSO flow does not
support deep linking, which means that the user can only access the default landing page of Salesforce6.

References:

Single Sign-On

SAMLSSO Flows

Deep Linking

EE #214

Universal Containers built a custom mobile app for their field reps to create orders in Salesforce. OAuth is used for authenticating
mobile users. The app is built in such a way that when a user session expires after Initial login, a new access token is obtained
automatically without forcing the user to log in again. While that improved the field reps' productivity, UC realized that they need a
"logout” feature.

‘What should the logout finction perform in this scenario, where user sessions are refreshed automatically?

A. Invoke the revocation URL and pass the access token.
B. Clear out all the tokens to stop auto session refresh.

C. Clear out the client Id to stop auto session refresh.

D. Invoke the revocation URL and pass the refresh token.

He:. D

Y.
Explanation



The refresh token is used to obtain a new access token when the previous one expires. To revoke the user session, the logout
function should invoke the revocation URL and pass the refresh token as a parameter. This will invalidate both the refresh token and
the access token, and prevent the user from accessing Salesforce without logging in again2.

References:

Certification Exam Guide

Revoke OAuth Tokens

EE #215

An identity architect has been asked to recommend a solution that allows administrators to configure personalized alert messages to
users before they land on the Experience Cloud site (formerly known as Community) homepage.

What is recommended to fulfill this requirement with the least amount of customization?

A. Build a Lightning web Component (LWC) for a homepage that shows custom alerts.

B. Use Login Flows to add a screen that shows personalized alerts.

C. Create custom metadata that stores user alerts and use a LWC to display alerts.

D. Customize the registration handler Apex class to create a routing logic navigating to different home pages based on the user
profile.

He: B

EE #2106

A public sector agency is setting up an identity solution for its citizens using a Community built on Experience Cloud and requires the
new user registration fmctionality to capture first name, last name, and phone number.

The phone number will be used for identity verification.

Which feature should an identity architect recommend to meet the requirements?

A. Use an external Identity Provider

B. Use Login Discovery

C. Create a custom Lightning Web Component

D. Integrate with social websites (Facebook, Linkedin. Twitter)
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