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Microsoft MS-102 Exam Syllabus Topics:

Topic

Details

Topic 1

Manage security and threats by using Microsoft Defender XDR: This topic discusses how to use Microsoft
Defender portal to manage security reports and alerts. It also focuses on usage of Microsoft Defender for
Office 365 to implement and manage email and collaboration protection. Lastly, it discusses the usage of
Microsoft Defender for Endpoint for the implementation and management of endpoint protection.

Topic 2

Deploy and manage a Microsoft 365 tenant: Management of roles in Microsoft 365 and management of
users and groups are discussion points of this topic. It also focuses on implementing and managing a
Microsoft 365 tenant.

Topic 3

Manage compliance by using Microsoft Purview: Implementation of Microsoft Purview information
protection and data lifecycle management is discussed in this topic. Moreover, questions about
implementing Microsoft Purview data loss prevention (DLP) also appear.

Topic 4

Implement and manage Microsoft Entra identity and access: In this topic, questions about Microsoft Entra
tenant appear. Moreover, it delves into implementation and management of authentication and secure
access.
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NEW QUESTION # 424
You have a Microsoft 365 ES subscription that contains a SharePoint site named Sitel. Sitel contains the files shown in the
following table.

Name Nurnb:rof IP addressés in the file
File1
File2 Sr FMmrosoft

You have the users shown in the following table.

Name Rols. _ .~ C0

User] Site ownkmfarSire)
User2 Site members for Sitel
jl.dmm‘l a

You create a data loss prevention (DLP) policy with an advanced DLP rule and apply the policy to Site1. The DLP rule is
configured as shown in the following exhibit.

Edit rule

Conditions
We'll apply this policy 1o content that matches these conditions.

~ Content contains

Default [ Any of these

M icmsoft
IP Address | -«ug;h conhdence

Add

L Create group

o™
o'’ ©

Add condition

Exceptions

Actions m
Use ad%ecl content when the conditions are met

“ Restrict access or encrypt the content in Microsoft 365 locations

. Restrict access or encrypt the content in Microsoft 365 locations

| Block users from receiving email or accessing shared SharePoint, OneDrive, and Teams files
®) Block fi : | g shared SharePoint, OneD T [

By cefault users are blocked trom sending Teams ¢hats and channel messages that contamn the
Iype of content you ré protéectmg. But you can choose who s bleciked from récéning emails or
accessing files shared from SharePoint, OneDnive, and Teams

Ll Block everyone
Biock only pecple outside youl organizaton. |

Block only people who were given access to the content through the “Anyone with the
link” option. L

For each of the following statements, select Yes if the statement is true Otherwise, select No NOTE: Each correct selection is worth
one point.



M i C !;,Q,Spft Yes No

User1 can open File2
User2edniofien Filel

Admin1 can open File2

Answer:

Explanation:

" Microsoft

User1 can open File2

Liges 2% 3w’ open File

Admin can open File2

Explanation:

User] can open File2: NoUser2 can open Filel: YesAdminl can open File2: Yes User1 can open File2: NoThe DLP policy
specifies that if'a file contains 3 or more IP addresses, access to that content should be restricted. File2 contains 5 IP addresses,
which exceeds the threshold set by the DLP policy. Therefore, Userl, who is a site owner, will not be able to access File2 because
it matches the conditions set in the DLP rule to block access.

User2 can open Filel: YesFilel contains only 2 IP addresses, which is below the threshold of 3 set by the DLP policy. Since the
DLP policy does not apply to files with fewer than 3 TP addresses, User2, who is a site member, can access File1 without any
restrictions.

Adminl can open File2: YesAdminl is part of the SharePoint admins group, which typically has elevated privileges. Despite the
DLP rule, SharePoint admins are generally not restricted by the same DLP rules that apply to regular users. Therefore, Adminl can
access File2.

NEW QUESTION # 425

From the Microsoft Purview compliance portal, you create a retention policy named Policy 1.

You need to prevent all users from disabling the policy or reducing the retention period.

How should you configure the Azure PowerShell command? To answer select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

set-Re _ompl Pol -Iden P ~

Set TEHIIIGI"N_O phance Iy de ti.ty Oli:yl -RestnctiveRetention v Strue
Set-( 1

e omphance lag bled

Set-HoldCompliancePolicy

. -Force
Set-RetentionComphancePolicy -RestiictiveRetenition

Set-RetentionPolicy
Set-RetentnonPohc@g_

-RetentionPolicyTagLinks

Microsoft =1

Explanation:



Answer Area

Set-RetentionCompliancePolicy o -Identity“#Policyl” -RestrictiveRetention * | strue
[Se ComplanceTg
of appliance

| -Force
| -RestrictiveRetention
| -RetentionPolicyTagLinks

| Set-RetentionPolicy |
| Set-RetentionPolicyTag

| | -SystemTag
Explanation:
Answer Area
Set-RetentionCompliancePolicy bt -Ident ity "Policy1” -RestnictiveRetention v _Strue
= Microsoft
NEW QUESTION # 426

You have a Microsoft 365 ES tenant that contains the devices shown in the following table.

Beme VI T USUTL
Devicel MacOSs
Device2 Windows 10 Pro
Device3 Windows 10 Enterprise
Deviced Ubuntu 18.04 LTS

You plan to implement attack surface reduction (ASR) rules. Which devices will support the ASR rules?

A. Device3 only

B. Device 1, Device2, and Device3 only
C. Devicel, Device2, Devices and Device4
D. Device2 and Device3 only

Answer: D

Explanation:

Reference:

httpsz/docs.microsoft.conven-us/microsoft- 365/security/defender-endpoint/enable-attack-surface-reduction?
view=0365-worldwide#requirements

NEW QUESTION # 427

You have a Microsoft 365 ES subscription.

You need to configure Privileged Identity Management (PIM) for the User Administrator role in Microsoft Entr a. Eligible users must
meet the following requirements:

* Always be able to request the User Administrator role.

* Must provide a reason when requesting the User Admmistrator role

* Must require multi-factor authentication (MFA} when activating the User Administrator role The solution must mnimize
administrative effort.



Answer Area

Always be able to request the User Administrator role: |

ad

Select Require approval o activate.
Set Allow permanent active assignment to Yes.
Set Allow permanent eligible assignment 1o Yes.

Must provide a reason when requesting the User

Admanistrator roke:

| Select Reqilire mﬂ?dm on activation.
SelECt Require ticket information on activation.
| Set Require justification on active assignment to Yes.

Must require MFA whisd activating the User

Administrator role: |

T TR
RISt

Answer:
Explanation:

activation require 1o Azure MFA
| Access authentication context
assignment to Yes

Answer Area

Always be able to request the User Admimsl!at.:

Select Require approval to activate.
Set Allow permanent active assignment to ves.

[

Set Allow permanent eligible assighment to Yes. |

Must provide a reason when requesting the User
Administrator role:

Must require MFA when activating the Bt
Adminigisatly Tole:

Select Requitle fustification on activation. |
Select Reqwite ticket information on activation.
Set Requiire justification on active assignment to Yes.

Set On activation require to Azure MFA.
Set On activation require to Microsoft Entra Conditional Access authentication context.
\Bet Require Azure Multi-Factor Authentication on active assignment to Yes. |

NEW QUESTION # 428
You have a Microsoft 365 ES tenant that contains the devices shown in the following table.
Name ]
Devicel MacOS N
Device2 Windows 10 Pro &
Device3 Windows.10 Engerprise
Deviced ununi!f.ﬁtrosott

You plan to implement attack surface reduction (ASR) rules. Which devices will support the ASR rules?

A. Device3 only

B. Device 1, Device2, and Device3 only
C. Devicel, Device2, Devices and Device4
D. Device2 and Device3 only

Answer: D

Explanation:
Reference:

httpsv/docs.microsoft.con/en-us/microsoft-365/security/defender-endpoint/enable-attack-surface-reduction?view

NEW QUESTION # 429
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