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B #93

You are testing the use of the automated port-access role configuration process using RadSec authentication over VXLAN. During
your testing you observed that the RadSec connection will fan during the digital certificate exchange What would be the cause of this
Issue?

e A Tracking mode was set to "dead-only", and the RadSec server was marked as unreachable.

e B. The switch is configured to establish a TLS connection with a proxy server, not the radius server.
e C. The RadSec server was defined on the switch using an IPv6 address that was unreachable

e D. The RADIUS TCP packets are Being dropped and the TLS tunnel is not established.

IEfE: D

R

During the testing of RadSec authentication over VXLAN, if the RadSec connection fails during the digital certificate exchange, it
typically indicates an issue with the establishment of the TLS tunnel, which is required for RadSec's secure communication. The
failure of TLS tunnel establishment can occur due to RADIUS TCP packets being dropped, preventing the secure exchange of
digital certificates necessary for RadSec authentication. The other options, such as IPv6 address reachability, tracking mode settings,
and proxy server misconfiguration, are not directly related to the failure of the TLS tunnel establishment during the certificate

exchange process

HH #94

A customer has interfering devices that are seen over the air. They contact you and ask you to configuare RAPIDS to help identify
mterfering and rogue APs.

HPE Aruba Networking Central identifies a rogue AP and displays the connected switch port.

How can HPE Aruba Networking Central identify which switch port the AP is connected to?

e A Fromthe switch MAC address table

¢ B. Device profiling on the switch

e C. Fromthe switch LLDP neighbors table
e D. Fromthe AP MAC address table
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Comprehensive and Detailed Explanation (Verified Extract from HPE Aruba Networking Central and ClearPass Documentation)
RAPIDS (Rogue AP Detection System) in Aruba Central or ArWave works by correlating information between wireless and wired
infrastructure to detect rogue devices and identify their wired connectivity location.

When Aruba Central detects a rogue AP or interfering device, it uses wired-side discovery mechanisims such as LLDP (Link Layer
Discovery Protocol) to trace the device's physical connection.

Ifthe managed switch supports LLDP, it advertises and records neighbor information, including device type, MAC address, and
connected port. Aruba Central queries this LLDP neighbor table from managed switches to determine the exact switch port where
the rogue AP is physically connected.

Aruba Central and RAPIDS Documentation Extract:

"Aruba Central correlates rogue or interfering AP MAC addresses with wired-side discovery data. Using LLDP neighbor table
mformation from managed switches, Central identifies the physical switch port where the rogue device is connected." Other options
such as the MAC address table can show where a MAC is learned, but LLDP provides the direct, authenticated neighbor
relationship that allows Aruba Central to accurately identify the rogue AP connection point and display it in the dashboard.

Option Analysis:

* A. Incorrect - Device profiling identifies endpoint types, not wired connection ports for rogue AP detection.

* B. Incorrect - MAC tables alone don't provide direct port-device mapping context for rogue detection in Central.

* C. # Correct - Aruba Central uses LLDP neighbor data from managed switches to map rogue or interfering APs to specific switch
ports.

* D. Incorrect - AP MAC address tables exist in controllers or APs, not in Central's rogue-tracking mechanism

# Final Verified answer: C

# Reference Sources (HPE Aruba Official Materials):

* Aruba Central Administration and RAPIDS Configuration Guide

* ArubaOS-Switch and CX Network Management Fundamentals - LLDP Discovery Integration

* Aruba Certified Network Security Professional (ACNSP) Study Guide - Rogue AP Detection and Wired Correlation

HH #95
An OSPF router has learned a path to an external network by both an E1 and an E2 advertisement. Both routes have the same path
cost. Which path will the router prefer?

A. The router will use both paths equally utilizing ECMP.

B. Both routes will be suppressed until the path conflict has been resolved.
C. The router will prefer the E1 path.

D. The router will prefer the E2 path.

Ef#: C
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In HPE Aruba Networking (AOS-CX and AOS-Switch) OSPF implementation, the routing behavior for external routes (Type 5
LSAs) distinguishes between two types of external advertisements:

* El (Type-1 external) - The total path cost is calculated as the sum of the internal cost to reach the ASBR (Autonomous System
Boundary Router) plus the external cost as advertised in the LSA.

* E2 (Type-2 external) - The external cost is considered independent of the internal OSPF path cost to reach the ASBR. Thus, the
metric used is only the external cost from the LSA.

When both an E1 and an E2 route exist to the same external destination, OSPF gives preference to the E1 route, regardless of
metric values, because the E1 route represents a more accurate total cost to the destination (including internal OSPF cost).

Extract (as per HPE Aruba OSPF Technical Overview and AOS-CX Routing Guide):

"When both Type-1 (E1) and Type-2 (E2) external LSAs for the same destination are present, the router always prefers the Type- 1
route. Type-1 routes include both internal and external costs in the total metric, while Type-2 routes use only the external cost. The
El path is therefore considered more precise and is selected as the preferred route." This is consistent across Aruba's OSPF
implementation and follows standard OSPF behavior as defined by the protocol (RFC 2328).

Therefore, when both E1 and E2 routes are available and have the same overall cost, the router will always prefer the E1 path.
References:* HPE Aruba Networking AOS-CX Routing Configuration Guide - OSPF External Route Preference (Section: OSPF
External LSAs).* HPE Aruba Certified Switching Professional (ACSP) Study Guide - OSPF Route Selection and External Type
Behavior.* HPE ArubaOS-Switch Management and Configuration Guide - OSPF External Route Types (E1 vs E2).
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A customer's infrastructure is set up to use both primary and secondary gateway clusters on the SSID profile based on best
practices What is a valid cause tor having an equal spirt in APs connected to the primary and secondary gateway clusters?

¢ A The secondary gateway cluster is heterogeneous

¢ B. The primary gateway cluster is up. out some APs cannot reach the secondary gateway cluster. These APs would connect

to the secondary gateway cluster

¢ (. The secondary gateway cluster is homogeneous

¢ D. The primary gateway cluster is up. out some APs are unable to reach the primary gateway cluster.

These APs would connect to the secondary gateway cluster

Ef#E: D
AR

In a high availability setup where both primary and secondary gateway clusters are present, APs are typically designed to connect to
the primary cluster. If the APs are equally split between the primary and secondary, this may indicate that some APs cannot reach
the primary cluster due to connectivity issues or reachability constraints, thus falling back to the secondary cluster.

B #97

Your customer asked for help to apply an ACL for wireless guest users with the following criteria:

* Wi-Fi guests are on VLAN 555

* allow internet access

* only allow access to public DNS servers

* deny access to all internal networks except for any DHCP server

These session ACLs are already present in the CLI of the mobility gateway group:

ip
ip

ip

ip

access-list session dns-acl rl
any any svc-dns permit 4
access-list session dhcp-acl
any any svc-dhcp permit
access-list session allowall
any any any permit

ipvé any any any permit
access-list session internal-networks

user network 172.16.9.0 255.240.0.8 any deny
user network 192.168.0.0 255.255.0.0 any deny
user network 19.2.0.0 255.0.90.0 any deny

You have access to the CLL Which user role meets all the criteria?

Ef#:

user-role “"WiFi-guest"”

access-list sezsionidHcp-acl

access-list session “internal-networks
access-list session dns-acl
vian 555

usar-roles "WiFi-guest” -'f:'..'.-.-'f
access=-list session dRcp-acl o
access-list session ‘dhe-acl
sccass-list sassdon internal-networks
access=list spisitn allowall
B wlan 555

user-role "WiFi-guest”
access-list session_dns-acl
access-list session“internal-networks
access-list session dhcp-acl
access-list segsion allowall
vlan 555 ¥/

user-role "WiFi-guest"
access-list session dhcp-arl
access-list session ‘dns-acl
access-list se¥sion internal-networks
#fhess-list session allowall
D. widn 558

A

At

Based on the criteria provided for wireless guest users, the correct user role configuration must allow internet access, only allow
access to public DNS servers, deny access to all internal networks except for any DHCP server, and place the Wi-Fi guests on
VLAN 555. The ACLs must permit services necessary for basic internet access (such as DNS and DHCP) and block access to

internal networks.



Option A satisfies these criteria with the following configurations:

* user-role "WiFi-guest": This defines the role for Wi-Fi guests.

* access-list session dhcp-acl: This applies the access list that likely permits DHCP, which is necessary for guests to obtain an IP
address.

* access-list session dns-acl: This applies the DNS access list, which likely restricts guests to using public DNS servers.

* access-list session internal-networks: This applies the internal networks access list, which denies access to internal networks.

* vlan 555: This sets the VLAN for Wi-Fi guests to 555.

Options B, C, and D are incorrect because they include access-list session allowall which would permit all traffic, contradicting the
requirement to deny access to all internal networks.
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