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Topic 1

Managing Users and Troubleshooting Authentication: This section of the exam measures the skills of a
Technical Support Specialist and covers advanced user management techniques and methods for
diagnosing and resolving authentication issues.

Topic 2

802.1X Authentication

Topic 3

This section of the exam measures the skills of a Network Security Engineer and covers the configuration
of FortiAuthenticator for wired and wireless 802.1X authentication using supported EAP methods.

Topic 4

OAuth and SAML:This section of the exam measures the skills of an Identity and Access Management
(TAM) Specialist and covers the implementation of OAuth services and SAML-based single sign-on
configurations.

Topic 5

FSSO Deployment and Troubleshooting: This section of the exam measures the skills of a Systens
Integrator and covers the practical deployment of FSSO solutions and techniques for troubleshooting
common issues.

Topic 6

Administrative Users and High Availability: This section of the exam measures the skills of a System
Engineer and covers the management of administrative user accounts and the implementation of high
availability configurations to ensure system reliability and redundancy.

Topic 7

FSSO Process and Methods: This section of the exam measures the skills of a Network Architect and
covers the Fortinet Single Sign-On (FSSO) framework, including its processes and various deployment
methods.

Topic 8

Portal Services: This section of the exam measures the skills of a Portal Administrator and covers the
configuration and management of self-service portals for guest and local user access.

Topic 9

Certificate Management: This section of the exam measures the skills of a Certificate Manager and covers
the admmistration of digital certificates, including issuance, renewal, and revocation processes.

Topic 10

PKI and FortiAuthenticator as a CA: This section of the exam measures the skills of a PKI Specialist and
covers the use of FortiAuthenticator as a Certificate Authority (CA) within a Public Key Infrastructure
(PKI).

Topic 11

FIDO2 Authentication: This section of the exam measures the skills of a Modern Authentication Specialist
and covers the setup and use of FIDO2 standards for passwordless authentication.

Topic 12

Two-Factor Authentication: This section of the exam measures the skills of a Security Engineer and covers
the implementation and configuration of two-factor authentication using FortiTokens and other verification
methods.

Fortinet FCP—FortiAuthenticator 6.5 Administrator Sample Questions

(Q80-Q85):

NEW QUESTION # 80
What is the purpose of configuring administrative accounts and roles in FortiAuthenticator?

Answer: C

A. To automatically generate passwords for all users

B. To allow only guest users to have administrative privileges
C. To delegate specific administrative tasks to different users
D. To restrict all users from accessing the system

NEW QUESTION # 81




Which three of the following can be used as SSO sources? (Choose three)

A. Fortigate

B. FortiClient SSO Mobility Agent

C. FortiAuthenticator in SAML SP role
D. SSH Sessions

E. RADIUS accounting

Answer: A,B,.E

NEW QUESTION # 82
How can a SAML metada file be used?

A. To defined a list of trusted user names

B. To resolve the IDP realm for authentication
C. To correlate the IDP address to its hostname
D. To import the required IDP configuration

Answer: D

NEW QUESTION # 83
How can tags be used to generate Fortinet Single Sign-On (FSSO) events?

A. By sending notifications to users about authentication events

B. By automatically categorizing logon events using predefined labels
C. By creating custom login screens

D. By attaching physical tags to users' devices

Answer: B

NEW QUESTION # 84
‘When working with administrator profiles, which permission sets can be customized?

A. Only the pre-existing permission sets can be customized.

B. Only user-created or cloned permission sets can be customized.
C. All permission sets can be customized.

D. Only non-administrator pernission sets can be customized.

Answer: B

NEW QUESTION # 85
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