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Salesforce Certified MuleSoft Developer II Sample Questions (Q34-Q39):

NEW QUESTION # 34
‘Which command is used to convert a JKS keystore to PKCS12?

¢ A Keytool-importkeystore -srckeystore keystore jks-srcstoretype JKS -destkeystore keystore.p13 -deststoretype


https://www.prepawayexam.com/Salesforce/braindumps.Mule-Dev-301.ete.file.html
https://www.troytecdumps.com/Mule-Dev-301-troytec-exam-dumps.html
https://www.exam-killer.com/Mule-Dev-301-valid-questions.html
https://www.prepawayexam.com/Salesforce/braindumps.Mule-Dev-301.ete.file.html

PKCS12

¢ B. Keytool-importkeystore -srckeystore keystore p12-srestoretype JKS -destkeystore keystore.p12 -deststoretype
PKCS12

¢ C. Keytool-importkeystore -srckeystore keystore p12-srestoretype PKCS12 -destkeystore keystore.jks -deststoretype
JKS

¢ D. Keytool-importkeystore -srckeystore keystore jks-srestoretype PKCS12 -destkeystore keystore.p12 -deststoretype
JKS

Answer: B

Explanation:

To convert a JKS keystore to PKCS12, the developer needs to use the keytool-importkeystore command with the following
options: -srckeystore keystore.jks -srestoretype JKS -destkeystore keystore.p12 -deststoretype PKCS12. This command imports
all entries froma source JKS keystore (keystore.jks) into a destination PKCS12 keystore (keystore.p12). Reference:
https:/docs.oracle.com/en/java/javase/1 1/tools/keytool htm#GUID-5990A2FA-78E3-47B7- AE75-6D1826259549

NEW QUESTION # 35

A developer is working on a project that requires encrypting all data before sending it to a backend application. To accomplish this,
the developer will use PGP encryption in the Mule 4 Cryptography module.

What is required to encrypt the data before sending it to the backend application?

A. The application needs to configare HTTPS TLS context information to encrypt the data
B. The application needs to both the private and public keys to encrypt the data

C. The application needs the private key from the backend service to encrypt the data

D. The application needs the public key from the backend service to encrypt the data

Answer: D

Explanation:

To encrypt the data before sending it to the backend application using PGP encryption, the application needs the public key from the
backend service. PGP encryption uses a public-key cryptography system, which means that each party has a pair of keys: a public
key and a private key. The public key is used to encrypt data, and the private key is used to decrypt data. Therefore, to encrypt
data for a specific recipient (the backend service), the application needs to use the recipient's public key. The recipient can then use
its own private key to decrypt the data. Reference: hitps:/docs.mulesoft.com/mule-runtime/4.3/cryptography-pgp

NEW QUESTION # 36
Which statement is true about using mutual TLS to secure an application?

A. Mutual TLS authenticates the identity of the server before the identity of the client
B. Mutual TLS ensures only authorized end users are allowed to access an endpoint
C. Mutual TLS requires a hardware security module to be used

D. Mutual TLS increases the encryption strength versus server-side TLS alone

Answer: A

Explanation:

Mutual TLS (mTLS) is an extension of TLS that requires both parties (client and server) to present their certificates to each other
during the handshake process. This way, both parties can verify each other's identity and establish a secure connection. The
authentication of the server happens before the authentication of the client, as the server sends its certificate first and then requests
the client's certificate. Reference: https://docs.mulesoft.com/mule-runtime/4. 3/tls-configuration#mutual-authentication

NEW QUESTION # 37

A Mule application need to invoice an API hosted by an external system to initiate a process. The external API takes anywhere
between one minute and 24 hours to compute its process.

Which implementation should be used to get response data from the external API after it completes processing?

e A. Use an HTTP Connector inside Async scope to invoice the API and wait for a response
e B. Use a Scheduler to check for a response every minute



e C. Expose an HITP callback API in Mule and register it with the external system
e D. Use an HTTP Connector to invoke the API and wait for a response

Answer: C

Explanation:

To get response data from the external API after it completes processing, the developer should expose an HTTP callback API in
Mule and register it with the external system. This way, the external API can invoke the callback API with the response data when it
is ready, instead of making the Mule application wait for a long time or poll for a response repeatedly. Reference:
httpsz//docs.mulesoft.com/mule-runtime/4.3/http-listener-ref#callback

NEW QUESTION # 38

When implementing a synchronous API where the event source is an HTTP Listener, a developer needs to return the same
correlation ID back to the caller in the HTTP response header.

How can this be achieved?

A. Configure a custom correlation policy

B. Enable the CorrelationID checkbox in the HTTP Listener configuration

C. Enable the auto-generate CorrelationID option when scaffolding the flow

D. NO action is needed as the correlation ID is returned to the caller in the response header by default

Answer: D

Explanation:

When implementing a synchronous API where the event source is an HTTP Listener, Mule automatically propagates some message
attributes between flows via outbound and inbound properties. One of these attributes is correlation ID, which is returned to the
caller in the response header by default as MULE CORRELATION _ID. Reference: https:/docs.mulesoft.com/mule-
runtime/4.3/about-mule-message#fmessage-attributes

NEW QUESTION # 39
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