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Microsoft SC-401 Exam Syllabus Topics:

Topic Details

Topic 1

Implement Information Protection: This section measures the skills of Information Security Analysts in
classifying and protecting data. It covers identifying and managing sensitive information, creating and
applying sensitivity labels, and implementing protection for Windows, file shares, and Exchange.
Candidates must also configure document fingerprinting, trainable classifiers, and encryption strategies using
Microsoft Purview.
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Topic 2

Implement Data Loss Prevention and Retention: This section evaluates Data Protection Officers on
designing and managing data loss prevention (DLP) policies and retention strategies. It includes setting
policies for data security, configuring Endpoint DLP, and managing retention labels and policies.
Candidates must understand adaptive scopes, policy precedence, and data recovery within Microsoft 365.

Topic 3

Manage Risks, Alerts, and Activities: This section assesses Security Operations Analysts on insider risk
management, monitoring alerts, and investigating security activities. It covers configuring risk policies,
handling forensic evidence, and responding to alerts using Microsoft Purview and Defender tools.
Candidates must also analyze audit logs and manage security workflows.

Topic 4

Protect Data Used by AI Services: This section evaluates AI Governance Specialists on securing data in
AI-driven environments. It includes implementing controls for Microsoft Purview, configuring Data Security
Posture Management (DSPM) for AI, and monitoring AI-related security risks to ensure compliance and
protection.
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The Administering Information Security in Microsoft 365 certification has become very popular to survive in today's difficult job
market in the technology industry. Every year, hundreds of Microsoft aspirants attempt the SC-401 exam since passing it results in
well-paying jobs, salary hikes, skills validation, and promotions. Lack of Real SC-401 Exam Questions is their main obstacle during
SC-401 certification test preparation.

Microsoft Administering Information Security in Microsoft 365 Sample
Questions (Q82-Q87):
NEW QUESTION # 82 
Hotspot Question
You have a Microsoft 365 E5 tenant.
You have sensitivity labels as shown in the Sensitivity Labels exhibit. (Click the Sensitivity Labels tab.)
The Confidential/External sensitivity label is configured to encrypt files and emails when applied to content.
The sensitivity labels are published as shown in the Published exhibit. (Click the Published tab.)
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

NEW QUESTION # 83 
You have a Microsoft 365 E5 subscription.
Users access their mailbox by using the following apps.
* Outlook for Microsoft 365
* Outlook on the web
* Outlook Mobile fiOS. Android)
You create a data loss prevention (DLP) policy named DLP1 that has the following settings:
* Location; Exchange email
* Status: On
* User notifications: On
* Notify users with a policy tip: Enabled
Which apps display a policy tip when content is matched by using DIP1 ?

A. Outlook for Microsoft 365 and Outlook on the web only
B. Outlook for Microsoft 365 only
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C. Outlook for Microsoft 365. Outlook on the web, and Outlook Mobile (iOS. Android)
D. Outlook for Microsoft 365 and Outlook Mobile (iOS. Android) only
E. Outlook on the web only

Answer: A

NEW QUESTION # 84 
You have a Microsoft 36S ES subscription that contains a Windows 11 device named Device 1 and three users named User 1.
User2. and User3.
You plan to deploy Azure Information Protection (AIP) and the Microsoft Purview Information Protection client to Device 1.
You need to ensure that the users can perform the following actions on Device1 as part of the planned deployment
* User 1 will test the functionality of the client.
* User2 will install and configure the Microsoft Rights Management connector.
* User3 will be configured as the service account for the information protection scanner.
The solution must maximize the security of the sign-in process for the users What should you do?

A. Enable User? and Usex3 for passwordless authentication.
B. Enable User1. User I and User 3 for passkey (FIDO2) authentication
C. Exclude User2 and User3 from multifactor authentication (MfA).
D. Exclude User1 and User? from multifactor authentication (Mf A}

Answer: A

NEW QUESTION # 85 
You have a Microsoft 365 E5 subscription.
You plan to implement Microsoft Purview Insider Risk Management.
You obtain a file named File1.csv that contains employee resignation data.
You need to implement the HR data connector and upload File1.csv by using the connector.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.

Answer:

Explanation:
Explanation:

NEW QUESTION # 86 
Case Study 1 - Contoso, Ltd
Overview
Contoso, Ltd. is a consulting company that has a main office in Montreal and three branch offices in Seattle, Boston, and
Johannesburg.
Existing Environment
Microsoft 365 Environment
Contoso has a Microsoft 365 E5 tenant. The tenant contains the administrative user accounts shown in the following table.
Users store data in the following locations:
- SharePoint sites
- OneDrive accounts
- Exchange email
- Exchange public folders
- Teams chats
- Teams channel messages
When users in the research department create documents, they must add a 10-digit project code to each document. Project codes
that start with the digits 999 are confidential.
SharePoint Online Environment
Contoso has four Microsoft SharePoint Online sites named Site1, Site2, Site3, and Site4.
Site2 contains the files shown in the following table.



Two users named User1 and User2 are assigned roles for Site2 as shown in the following table.
Site3 stores documents related to the company's projects. The documents are organized in a folder hierarchy based on the project.
Site4 has the following two retention policies applied:
- Name: Site4RetentionPolicy1
Locations to apply the policy: Site4
Delete items older than: 2 years
Delete content based on: When items were created
- Name: Site4RetentionPolicy2
Locations to apply the policy: Site4
Retain items for a specific period: 4 years
Start the retention period based on: When items were created
At the end of the retention period: Do nothing
Problem Statements
Management at Contoso is concerned about data leaks. On several occasions, confidential research department documents were
leaked.
Requirements
Planned Changes
Contoso plans to create the following data loss prevention (DLP) policy:
- Name: DLPpolicy1
Locations to apply the policy: Site2
Conditions:
Content contains any of these sensitive info types: SWIFT Code
- Instance count: 2 to any
Actions: Restrict access to the content
Technical Requirements
Contoso must meet the following technical requirements:
- All administrative users must be able to review DLP reports.
- Whenever possible, the principle of least privilege must be used.
- For all users, all Microsoft 365 data must be retained for at least
one year.
- Confidential documents must be detected and protected by using
Microsoft 365.
- Site1 documents that include credit card numbers must be labeled
automatically.
- All administrative users must be able to create Microsoft 365
sensitivity labels.
- After a project is complete, the documents in Site3 that relate to
the project must be retained for 10 years.
Hotspot Question
How many files in Site2 can User1 and User2 access after you turn on DLPpolicy1? To answer, select the appropriate options in
the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Explanation:
User 1 (Site Owner) - 4 Files
User 2 (Site Visitor) 2 Files
Any item that makes it through the conditions filter has any actions that are defined in the rule applied to it. You have to configure the
required options to support the action. For example, if you select Exchange with the Restrict access or encrypt the content in
Microsoft 365 locations action, you need to choose from these options:
Block users from accessing shared SharePoint, OneDrive, and Teams content Block everyone. Only the content owner, last
modifier, and site admin will continue to have access Block only people from outside your organization. Users inside your
organization continue to have access.
Encrypt email messages (applies only to content in Exchange)
The actions that are available in a rule depend on the locations that have been selected. The available actions for each individual
location are listed below.
https://learn.microsoft.com/en-us/purview/dlp-policy-reference#actions
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