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NEW QUESTION # 74 
Which two benefits come from integrating SoCaaS with FortiSASE? (Choose two answers)

A. Eliminates the need of endpoint projection software
B. Provides bandwidth usage analytics
C. Centralized visibility of all threat events
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D. Continuous threat monitoring of all connected endpoints

Answer: C,D

Explanation:
The integration of FortiGuard SOCaaS with FortiSASE significantly strengthens an organization's security posture by offloading
complex security operations to Fortinet's expert analysts.4
* Continuous Threat Monitoring (B): FortiGuard SOCaaS provides 24x7x365 threat monitoring for all endpoints connected to the
FortiSASE environment. This service eliminates the need for organizations to hire and maintain their own round-the-clock security
operations staff while ensuring that threats are detected and verified in as little as 15 minutes.
* Centralized Visibility (C): By forwarding FortiSASE logs to the SOCaaS cloud, administrators gain centralized visibility of all
security events through a single, user-friendly portal. This portal allows security teams to track threats, review expert-led incident
escalations, and communicate directly with Fortinet SOC analysts to streamline the incident response process.
* Operational Efficiency: The integration uses AI-driven alert triage and automated correlation to distill data from the Fortinet
Security Fabric, focusing on legitimate threats and reducing the alert fatigue often experienced by internal IT teams.

NEW QUESTION # 75 
Refer to the exhibit. The daily report for application usage for internet traffic shows an unusually high number of unknown
applications by category.
What are two possible explanations for this? (Choose two.)

A. Deep inspection is not being used to scan traffic.
B. Certificate inspection is not being used to scan application traffic.
C. The private access policy must be to set to log Security Events.
D. The inline-CASB application control profile does not have application categories set to Monitor.

Answer: A,B

Explanation:
A high percentage of unknown applications often indicates that encrypted traffic is not being properly inspected. Without certificate
inspection or deep inspection, FortiSASE cannot decrypt and analyze HTTPS traffic to identify applications, resulting in them being
classified as
"unknown."

NEW QUESTION # 76 
Your organization is currently using FortiSASE for its cybersecurity. They have recently hired a contractor who will work from the
HQ office and who needs temporary internet access in order to set up a web-based point of sale (POS) system. How can you
provide secure internet access to the contractor using FortiSASE?
(Choose one answer)

A. Use the self-registration portal on FortiSASE to grant internet access.
B. Use zero trust network access (ZTNA) and tag the client as an unmanaged endpoint.
C. Use a tunnel policy with a contractors user group as the source on FortiSASE to provide internet access.
D. Use a proxy auto-configuration (PAC) file and provide secure web gateway (SWG) service as an explicit web proxy.

Answer: D

Explanation:
In the FortiSASE architecture, there are two primary methods for delivering Secure Internet Access (SIA):
Agent-based (using FortiClient) and Agentless (using Secure Web Gateway/SWG).
* Use Case Analysis: The scenario describes a contractor-an unmanaged user-who requires temporary access for a web-based
application (the POS system). For contractors or guests using personal/non-corporate devices where installing the FortiClient agent
is either not feasible or not desired, FortiSASE provides the SIA Agentless deployment model.
* Mechanism (SWG & PAC): In this mode, FortiSASE functions as an explicit web proxy. To steer the contractor's web traffic
(HTTP/HTTPS) to the SASE cloud for inspection, the administrator provides the user with a proxy auto-configuration (PAC) file.
The contractor simply configures their browser or operating system to point to the URL of this PAC file.
* Security Enforcement: Once the PAC file is applied, all web traffic from the contractor's device is redirected to the FortiSASE
SWG PoP. Here, the traffic is subject to the organization's full security stack, including SSL deep inspection, Antivirus, Web
Filtering, and Application Control, ensuring that even temporary contractor access is fully secured and logged.



* Why other options are incorrect:
* Option B (Tunnel Policy): This refers to agent-based access where a VPN tunnel is established.
This requires FortiClient, which is generally not used for temporary contractors on unmanaged devices.
* Option C (ZTNA Unmanaged): While ZTNA supports agentless access to private applications (SPA), providing internet access
(SIA) to an unmanaged endpoint is specifically the role of the SWG/Proxy service.
* Option D (Self-registration): While FortiSASE has a User Portal for onboarding, it is a method for user registration/credential
management, not the technical traffic-steering mechanism used to provide internet connectivity.
According to the FortiSASE 25 Secure Internet Access Architecture Guide, the SWG (Agentless) approach is the recommended
best practice for securing web-only traffic from unmanaged endpoints and third- party contractors.

NEW QUESTION # 77 
A customer configured the On/off-net detection rule to disable FortiSASE VPN auto-connect when users are inside the corporate
network. The rule is set to Connects with a known public IP using the company's public IP address. However, when the users are
on the corporate network, the FortiSASE VPN still auto-connects.
The customer has confirmed that traffic is going to the internet with the correct IP address.
Which configuration is causing the issue? (Choose one answer)

A. Is connected to a known DNS server should be enabled and configured.
B. The On-net rule set configuration is incorrect.
C. Allow local LAN access when endpoint is on-net is disabled when it should be enabled.
D. Exempt endpoint from FortiSASE auto-connect is disabled when it should be enabled.

Answer: D

Explanation:
The FortiSASE On/off-net detection feature is a two-part configuration designed to optimize bandwidth and user experience by
determining when a device is in a trusted environment.
* Rule Set Definition: The first part involves defining what constitutes an "on-net" or "on-fabric" status.
In this scenario, the customer successfully configured a rule set named CERT-PUBLIC-IP using the Connects with a known public
IP detection type. This tells FortiSASE that if the endpoint's public WAN IP matches the corporate gateway, it is considered to be
on the corporate network.
* Profile Exemption Logic: Defining the rule set is not enough to stop the VPN connection. Within the Endpoint Profile (under the
Connection tab > On/off-net Settings), there is a specific toggle labeled Exempt endpoint from FortiSASE auto-connect when
endpoint is on-net (or in some versions, Bypass FortiSASE when endpoint is on-net).
* Exhibit Analysis: Looking at the provided exhibit (image_57097d.jpg), the "Exempt endpoint from FortiSASE auto-connect..."
toggle is clearly disabled (switched to the left).
* Root Cause: Because this toggle is disabled, FortiClient identifies that it is "on-net" based on the IP rule, but it has no instruction to
skip the VPN connection. Consequently, the "Automatically" initiate tunnel setting remains the dominant instruction, causing the VPN
to connect regardless of the network location.
To resolve the issue, the administrator must enable the Exempt endpoint from FortiSASE auto-connect when endpoint is on-net
option in the SASECert01 profile.

NEW QUESTION # 78 
Which information does FortiSASE use to bring network lockdown into effect on an endpoint?

A. Zero-day malware detection on endpoint
B. The number of critical vulnerabilities detected on the endpoint
C. The security posture of the endpoint based on ZTNA tags
D. The connection status of the tunnel to FortiSASE

Answer: C

Explanation:
FortiSASE uses ZTNA tags to assess the endpoint's security posture. If the posture is non- compliant based on predefined rules,
FortiSASE enforces network lockdown to restrict access accordingly.

NEW QUESTION # 79
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