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Thema 1

Security: This section focuses on Security Engineers and Compliance Officers responsible for enforcing
security measures in container storage environments. Topics include managing encryption, access control,
and compliance policies to protect stored data.

Thema 2
Observability and Troubleshooting: This section assesses the expertise of Support Engineers and System
Administrators in monitoring storage deployments and troubleshooting issues. Candidates learn to use
observability tools and techniques to maintain system health and resolve performance problems effectively.

Thema 3
Business Continuity: This domain measures the skills of Disaster Recovery Planners and IT Continuity
Managers in implementing backup, recovery, and failover strategies. It ensures candidates understand how
to sustain business operations and data availability using Portworx features.

Thema 4
Deploy and Install: This domain targets DevOps Engineers and Infrastructure Specialists and focuses on
deploying and installing Portworx storage solutions. It includes configuring and setting up storage clusters to
support containerized applications reliably and securely.

Thema 5

Operations and Administration: This section of the exam measures the skills of Storage Administrators and
Kubernetes Operators and covers managing cluster operations and administering container storage
environments using Portworx. Candidates demonstrate the ability to efficiently manage and operate storage
clusters in production environments.

Pure Storage Pure Certified Portworx Enterprise Professional (PEP) Exam
Portworx-Enterprise-Professional Prüfungsfragen mit Lösungen (Q41-Q46):
41. Frage 
An administrator deploys Portworx in the "portworx" namespace.
What command should the administrator use to check status of only the Portworx pods?

A. kubectl -n portworx get storagecluster
B. kubectl -n portworx get pods -o wide
C. kubectl -n portworx get pods -l name=portworx

Antwort: C

Begründung:
Comprehensive and Detailed Explanation From Exact Extract:
To view the status of only Portworx pods within the "portworx" namespace, administrators should use label selectors with kubectl.
The command kubectl -n portworx get pods -l name=portworx filters pods by the label name=portworx, showing only pods related
to the Portworx deployment. This is more precise than simply listing all pods with -o wide, which includes unrelated pods. Checking
Portworx pods' status is crucial for monitoring cluster health, identifying pod restarts, or troubleshooting failures. The Portworx
installation manifests and documentation specify labels applied to Portworx pods, enabling operators to filter efficiently. Using this
command supports focused operational monitoring and streamlined debugging within Kubernetes environments running
Portworx【Pure Storage Portworx Kubernetes Guide source】.

42. Frage 
What command should the administrator run if Portworx logs report "Node is not in quorum"?

A. The administrator should do nothing.
B. The administrator should check output of pxctl status on each storage node.
C. The administrator should run pxctl service status.

Antwort: B

Begründung:
Comprehensive and Detailed Explanation From Exact Extract:
If Portworx logs indicate that a node is not in quorum, the administrator's first step is to verify the status of each storage node in the
cluster using the command pxctl status. This command provides detailed information about node connectivity, quorum status, and



cluster health. The quorum is critical for distributed consensus and cluster consistency. Checking each node's status helps identify
network partitions, node failures, or communication issues causing quorum loss. Simply running pxctl service status provides service-
level info but not the comprehensive node quorum details needed. The Portworx troubleshooting documentation stresses using pxctl
status as the primary diagnostic tool when encountering quorum-related alerts to ensure cluster stability and resolve issues
promptly【Pure Storage Portworx Troubleshooting Guide source】.

43. Frage 
What command can an administrator run to view Portworx alerts?

A. pxctl cd list alerts
B. pxctl alerts show
C. Use Grafana to view alerts

Antwort: B

Begründung:
Comprehensive and Detailed Explanation From Exact Extract:
To view current alerts raised by Portworx within the cluster, the primary command is pxctl alerts show. This CLI command lists all
active alerts with details such as severity, affected resources, and timestamps. It helps administrators quickly identify issues impacting
cluster health, storage pools, volumes, or nodes. While Grafana is a powerful visualization tool often used alongside Prometheus for
monitoring, it requires additional setup and does not directly replace the immediate, real-time alert query functionality of pxctl. The
pxctl cd list alerts is not a valid command. Portworx documentation emphasizes pxctl alerts show as the go-to tool for alert
inspection during operational checks and troubleshooting, offering a concise and focused alert view integrated with Portworx's
internal alerting system【Pure Storage Portworx Alerting Guide source】.

44. Frage 
What Portworx swap requirement exists on a Portworx-enabled Linux host?

A. Portworx does not have a requirement for swap to be enabled or disabled.
B. Swap should be disabled.
C. Swap should be enabled.

Antwort: B

Begründung:
Comprehensive and Detailed Explanation From Exact Extract:
Portworx requires swap to be disabled on Linux hosts where it runs. Disabling swap is necessary because swap usage can cause
unpredictable latency and performance degradation for storage operations. Portworx relies on consistent and predictable I/O
performance for managing block devices and volumes, which is incompatible with the potential delays caused by swapping memory
pages to disk. Additionally, many Kubernetes environments recommend disabling swap to meet Kubernetes scheduler requirements,
aligning with Portworx's needs. Portworx installation and system requirements documentation explicitly state that swap should be
disabled on nodes running Portworx to ensure cluster stability, optimal performance, and predictable behavior of storage
operations【Pure Storage Portworx System Requirements source】.

45. Frage 
A Portworx administrator wants to create a storage class that can be used to create volumes with the following characteristics:
* Encrypted volume
* Two replicas
Which definition should the administrator use?

A. kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:
name: px-encrypted
provisioner: kubernetes.io/portworx-volume
parameters:
sharedv4: "true"



repl: "2"
B. kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:
name: px-encrypted
provisioner: kubernetes.io/portworx-volume
parameters:
secure: "true"
repl: "2"
C. kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:
name: px-encrypted
provisioner: kubernetes.io/portworx-volume
parameters:
encrypted: "true"
repl: "2"

Antwort: C

Begründung:
Comprehensive and Detailed Explanation From Exact Extract:
To create a StorageClass in Kubernetes for Portworx volumes that are encrypted and replicated twice, the correct parameters are
encrypted: "true" to enable encryption and repl: "2" to specify two replicas. Option A accurately sets these parameters, ensuring
volumes provisioned with this StorageClass will be encrypted at rest and maintain two replicas for data redundancy. Option B uses
sharedv4: "true", which relates to NFS-like sharing, not encryption. Option C uses secure: "true", which is not the recognized
parameter for enabling encryption in Portworx StorageClass definitions. The official Portworx StorageClass parameter
documentation confirms encrypted as the correct flag for encryption and repl to specify replication factor, enabling administrators to
enforce data security and availability policies declaratively through Kubernetes manifests【Pure Storage Portworx StorageClass
Guide source】.

46. Frage
......
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