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ISACA Advanced in Al Audit ;2 AAIA B (Q91-Q96):

HM #91
Which of the following is the BEST way to mitigate data poisoning in an Al model?

A. Use simpler algorithms to improve explamnability.
B. Implement robust data validation protocols.

C. Increase training data set size.

D. Rely on external third-party model providers.
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Data poisoningoccurs when attackers manipulate training data to corrupt model behavior. The most direct mitigation is to
implementrobust data validation and integrity checks(option C), including anomaly detection on input distributions, provenance
controls, verification of data sources, and safeguards for pipelines feeding the training set. AAIA highlightsthreats and vulnerabilities
specific to Aland the importance of controls that protect data integrity in Al Operations.

Option A (relying on third-party providers) does not inherently eliminate poisoning risk; providers thenselves may be vulnerable.
Option B (increasing data size) can dilute but not reliably remove malicious samples.

Option D (simpler algorithims) might help interpretability but does not directly prevent poisoned data from influencing the model. The
most effective, aligned control isrigorous data validationto ensure only trustworthy data enters the training process.

References:

ISACA,AAIA Exam Content Outline- Domain 2: Threats and Vulnerabilities Specific to Al (controls for Al- related threats).
ISACA risk guidance referencing data integrity and poisoning risks in Al pipelines.

H #92
An IS auditor is auditing a financial system in which a generative Al tool is used to identify trends in batches 0f4,000 rows, while the
generative Al tool has a limit of 3,000 tokens. Which of the following is the GREATEST concern?

e A. The Al output will be biased toward the first 3,000 tokens.
¢ B. The Al will reject the data set and not analyze the data.

e C. The Al will process only a portion of the data set.

e D. The Al will prioritize high-value entries.

Ef: A

fERL:

Generative Al tools such as large language models often have token limitations that restrict how much input they can process in a
single prompt. According to the AAIA™ Study Guide, when input exceeds token limits, the model processes only the initial portion-
leading to biased outputs based on early entries.

"Token limits in generative Al systems may lead to partial input processing, skewing model outputs toward the beginning of the data
and introducing interpretive bias. Auditors must assess whether output reflects the full dataset.” Options A and C describe side
effects, but D identifies the most significant risk-output distortion due to truncated mput.

Reference: ISACA Advanced in Al Audit™ (AAIA™) Study Guide, Section: "Al Operations and Performance," Subsection:
"Limitations of Generative Al Models"

H #93
When auditing the transparency of an Al system, which of the following would be the MOST effective way to understand the
model's decision-making process?

A. Evaluating the diversity of the training data set
B. Reviewing the explainability of Al outputs

C. Assessing the computational cost of the model
D. Analyzing the complexity of the algorithms used
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H #94
During a risk assessment for an Al system, data drift was identified as a key risk. Which of'the following is the BEST course of
action?

A. Archive the training data and proceed with deployment.
B. Disable the Al system until risk is eliminated.

C. Document the risk and implement continuous monitoring,
D. Retrain the model immediately using the same data set.

IEf: C
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Data drift occurs when the statistical properties of mput data change over time, causing the Al model to produce increasingly
maccurate or biased results.

The correct response is todocument the risk and implement continuous monitoring(A) because:

* Dirift requiresongoing detection, not a one-time fix

* Retraining too early can reinforce issues (especially with the same dataset)

* Disabling the system (D) is overly disruptive unless drift results in unsafe decisions

* Continuing deployment without monitoring (C) increases risk of degraded performance AAIA emphasizesdrift monitoring
dashboards, alerting mechanisirs, and retraining triggersas essential controls for Al operations.

References:

AAIA Domain 2: Al Operations - Monitoring, Drift Detection, and Lifecycle Maintenance

HM #95
An organization shares an Al model with external partners. One partner reports that sensitive data has been inadvertently exposed
through the model's outputs. Which of the following is the IS auditor's BEST recommendation?

A. Retrain the model immediately and implement privacy-preserving techniques.
B. Audit the data pipelines of all partners to identify the source of the leak.

C. Limit the model's outputs to anonymized results while nvestigating further.

D. Disable the shared model and notify partners of the potential breach.
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