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FE i
o Security Architecture: This domain focuses on analyzing requirements to design resilient systemms, including
FE 1 the configuration of firewalls and intrusion detection systens.

¢ Governance, Risk, and Conpliance: This section of the exam measures the skills of CompTIA security
architects that cover the implementation of governance components based on organizational security
FrE2 requirerments, including developing policies, procedures, and standards. Candidates will learn about

managing security programs, including awareness training on phishing and social engineering,
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¢ Security Engineering: This section measures the skills of CompTIA security architects that involve
troubleshooting common issues related to identity and access management (IAM) components within an

153 enterprise environment. Candidates will analyze requirements to enhance endpoint and server security while

implementing hardware security technologies. This domain also emphasizes the importance of advanced

cryptographic concepts in securing systers.

¢ Security Operations: This domain is designed for CompTIA security architects and covers analyzing data

to support monitoring and response activities, as well as assessing vulnerabilities and recommending
FE 4 solutions to reduce attack surfaces. Candidates will apply threat-hunting techniques and utilize threat
mtelligence concepts to enhance operational security.
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i RE #298
During a forensic review of a cybersecurity incident, a security engineer collected a portion of the payload used by an attacker on a
comprised web server Given the following portion of the code:

=T L & Fy T n==d srmem gy kie: sedZessEas s

aah2l4%621 1 2 A

Which of'the following best describes this incident?

A. SQL mjection

B. XSRF attack

C. Stored XSS

D. Command ijection

ER:. C
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The provided code snippet shows a script that captures the user's cookies and sends them to a remote server. This type of attack is
characteristic of Cross-Site Scripting (XSS), specifically stored XSS, where the malicious script is stored on the target server (e.g,,
in a database) and executed in the context of users who visit the infected web page.

A . XSRF (Cross-Site Request Forgery) attack: This involves tricking the user into performing actions on a different site without
their knowledge but does not involve stealing cookies via script injection.

B . Command mjection: This involves executing arbitrary commands on the host operating system, which is not relevant to the given
JavaScript code.

C . Stored XSS: The provided code snippet matches the pattern of a stored XSS attack, where the script is injected into a web
page, and when users Vvisit the page, the script executes and sends the user's cookies to the attacker’s server.

D . SQL injection: This involves injecting malicious SQL queries into the database and is unrelated to the given JavaScript code.
Reference:

CompTIA Security+ Study Guide

OWASP (Open Web Application Security Project) guidelines on XSS

"The Web Application Hacker's Handbook" by Dafydd Stuttard and Marcus Pinto

A8 #299
An organization is implementing advanced security controls associated with the execution of software applications on corporate
endpoints. The organization must implement a deny-all, permit-by-exception approach to software authorization for all systerms
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regardless of OS. Which of the following should be implemented to meet these requirements?

A. Block list

B. SELinux

C. Atomic execution
D. MDM

E. XDR

BER: A
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Comprehensive and Detailed Step by Step Explanation:

* Understanding the Scenario: The organization wants a strict application control policy: deny all software execution by default and
only allow specifically authorized applications. This must be enforced across all operating systens. It is implied that they mean an
Allow list, but Block List is the only reasonable answer.

* Analyzing the Answer Choices:

* A. SELinux (Security-Enhanced Limux): SELinux is a security module for the Linux kernel that provides Mandatory Access
Control (MAC). While it can enforce application control, it's specific to Linux and doesn't meet the "regardless of OS" requirerment.

& #300
A security analyst reviews the following report:

Chassis - Hypplicaton

Location manufactursr oS developer Vendor
Lhruted Local company

States &

e Charle Secunty

e beatry 11 | UinikriowsT Consulting

Product A
Red Hat
Epterprise | Doveloper B
w i ifa

BigBox
Vulnocratshbes

Uniited Slobal ooy
States & " ¢

Froduct B

Which of the following assessments is the analyst performing?

A. Quantitative
B. System

C. Supply chain
D. Organizational

ER: C
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The table shows detailed information about products, including location, chassis manufacturer, OS, application developer, and
vendor. This type of mformation is typically assessed in a supply chain assessment to evaluate the security and reliability of
components and services from different suppliers.

Why Supply Chain Assessment?

* Component Evaluation: Assessing the origin and security of each component used in the products, including hardware, software,
and third-party services.

* Vendor Reliability: Evaluating the security practices and reliability of vendors involved in providing components or services.

* Risk Management: Identifying potential risks associated with the supply chain, such as vulnerabilities in third-party components or
insecure development practices.

Other types of assessments do not align with the detailed supplier and component information provided:

* A. System: Focuses on individual system security, not the broader supply chain.

* C. Quantitative: Focuses on numerical risk assessments, not supplier information.

* D. Organizational: Focuses on internal organizational practices, not external suppliers.

References:

* CompTIA SecurityX Study Guide

* NIST Special Publication 800-161, "Supply Chain Risk Management Practices for Federal Information Systens and
Organizations"

* "Supply Chain Security Best Practices," Gartner Research

R #301
An organization is looking for gaps in its detection capabilities based on the APTs that may target the industry. Which of the
following should the security analyst use to perform threat modeling?



A. OWASP
B. ATT&CK
C. CAPEC
D. STRIDE

X%: B

fi B «

The ATT&CK (Adversarial Tactics, Techniques, and Common Knowledge) framework is the best tool for a security analyst to use
for threat modeling when looking for gaps in detection capabilities based on Advanced Persistent Threats (APTs) that may target the
industry.

Comprehensive Framework: ATT&CK provides a detailed and structured repository of known adversary tactics and techniques
based on real-world observations. It helps organizations understand how attackers operate and what techniques they might use.

Gap Analysis: By mapping existing security controls against the ATT&CK matrix, analysts can identify which tactics and techniques
are not adequately covered by current detection and mitigation measures.

Industry Relevance: The ATT&CK framework is continuously updated with the latest threat mntelligence, making it highly relevant for
industries facing APT threats. It provides insights into specific APT groups and their preferred methods of attack.

P RE #302
A company hired an email service provider called my-email.comto deliver company emails. The company started having several
issues during the migration. A security engineer is troubleshooting and observes the following configuration snippet:

10 amail . compang eom

CNAME webOl.company.com.

CNAME srv0l &ompany . com
|
A 1085%1%8.1.10
192.168.1.11
"v=dmarc include:company.com
~all"

‘Which of'the following should the security engineer modify to fix the issue? (Choose two.)

A. The srv01 A record must be changed to a type CNAME record pointing to the web01 server
B. The email CNAME record must be changed to a type A record pointing to 192.168.1.11

C. The srvol A record must be changed to a type CNAME record pointing to the email server
D. The TXT record must be changed to "v=dkim ip4:192.168.1.11 include my-email.com -ell"

E. The TXT record must be Changed to "v=dmarc ip4:192.168.1.10 include:my-email.com -all"
F. The TXT record must be Changed to "v=dkimip4:192.168.1.10 include:email-all"

G. The email CNAME record must be changed to a type A record pointing to 192.168.1.10

Z%: EG

f RE R «

The security engineer should modify the following to fix the email migration issues:

Email CNAME Record: The email CNAME record must be changed to a type A record pointing to

192.168.1.10. This is because CNAME records should not be used where an IP address (A record) is required. Changing it to an
A record ensures direct pointing to the correct IP.

TXT Record for DMARC: The TXT record must be changed to "v=dmarc ip4:192.168.1.10 include .com-all". This ensures
proper configuration of DMARC (Domain-based Message Authentication, Reporting & Conformance) to include the correct IP
address and the email service provider domain.

DMARC: Ensuring the DMARC record is correctly set up helps in preventing email spoofing and phishing, alignng with email
security best practices.

R RE #303
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