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NEW QUESTION # 268
According to NITS, what are the 5 main actors in cloud computing?

A. Buyer, consuner, carrier, auditor, and broker

B. None of these

C. Consurrer, provider, carrier, auditor, and broker
D. Provider, carrier, auditor, broker, and seller

Answer: C

NEW QUESTION # 269
Attackers or insiders create a backdoor into a trusted network by installing an unsecured access point inside a firewall. They then
use any software or hardware access point to perform an attack. Which of the following is this type of attack?

A. Rogue- access point attack
B. Email infection

C. Malware attack

D. Password-based attack

Answer: A

Explanation:

A rogue-access point attack occurs when attackers or insiders install an unsecured access point within a trusted network, typically
behind a firewall, to create a backdoor. This allows them to bypass network security measures and perform various malicious
activities undetected. The use of any software or hardware access point to gain unauthorized access and conduct an attack
characterizes a rogue-access point attack. This contrasts with password-based attacks, malware attacks, and email infections, which
mnvolve different methodologies and objectives, such as stealing credentials, distributing malicious software, or propagating through
email systens, respectively.

References:The ECIH v3 certification materials discuss various types of network attacks, including rogue- access point attacks,
highlighting the risk they pose by providing unauthorized network access to attackers.

NEW QUESTION # 270

Miko was hired as an incident handler in XYZ company. His first task was to identify the PING sweep attempts inside the network.
For this purpose, he used Wire shark to analyze the traffic.

What filter did he use to identify ICMP ping sweep attempts?

A. icmp.type =8 or icmp.type— 0
B. icmp.type=—icmp

C. tcp.type=—icmp

D. udp.type="17

Answer: A

NEW QUESTION # 271

Adamis an incident handler who intends to use DBCCLOG command to analyze a database and retrieve the active transaction
logfiles for the specified database. The syntax of DBCC LG command is DBCC LOG (<database name>, <output>), where the
output parameter specifies the level of information an incident handler wants to retrieve.

If Adam wants to retrieve the full information on each operation along with the hex dump of a current transaction row, which of the
following output parameters should Adamuse?

A0
B. 1
C.2
D.3

Answer: B



NEW QUESTION # 272
Which of'the following types of digital evidence is temporarily stored in a digital device that requires constant power supply and is
deleted if the power supply is interrupted?

A. Process memory
B. Swap file

C. Slack space

D. Event logs

Answer: A

Explanation:

Process memory (RAM) is a type of digital evidence that is temporarily stored and requires a constant power supply to retain
information. If the power supply is interrupted, the information stored in process memory is lost. This type of evidence can include
data about running prograns, user actions, system events, and more, making it crucial for forensic analysis, especially in identifying
actions taken by both users and malware.

Collecting data from process memory helps incident responders understand the state of the system at the time of an incident and can
reveal valuable information that is not persisted elsewhere on the device.

References:Incident handling and response training, such as the ECIH v3 program, emphasize the importance of collecting and
analyzing volatile data, including process memory, to effectively investigate and respond to cybersecurity incidents.
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