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A 274
¢ Business Continuity: This domain measures the skills of Disaster Recovery Planners and IT Continuity
=x 1 Managers in implementing backup, recovery, and failover strategies. It ensures candidates understand how
to sustain business operations and data availability using Portworx features.
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¢ Operations and Administration: This section of the exam measures the skills of Storage Administrators and
Kubernetes Operators and covers managing cluster operations and administering container storage

FH 2 environments using Portworx. Candidates demonstrate the ability to efficiently manage and operate storage

clusters in production environments.

¢ Deploy and Install: This domain targets DevOps Engineers and Infrastructure Specialists and focuses on
=73 deploying and installing Portworx storage solutions. It includes configuring and setting up storage clusters to
support containerized applications reliably and securely.

o Security: This section focuses on Security Engineers and Compliance Officers responsible for enforcing
=X 4 security measures in container storage environments. Topics include managing encryption, access control,
and compliance policies to protect stored data.

¢ Observability and Troubleshooting: This section assesses the expertise of Support Engineers and System
=5 Admmistrators in monitoring storage deployments and troubleshooting issues. Candidates learn to use
observability tools and techniques to maintain system health and resolve performance problens effectively.
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EE #61
What is the recommended practice for managing the lifecycle of snapshots in Portworx?

¢ A. Manually delete old snapshots to free up space.
¢ B. Configure the retention policies.
¢ C. Retam all snapshots indefinitely.

He:. B

Y.

Comprehensive and Detailed Explanation From Exact Extract:

The recommended approach to managing Portworx snapshots is to configure retention policies that automatically govern the lifecycle
of snapshots, including their expiration and deletion. These policies ensure that snapshots are retained only as long as needed,
preventing uncontrolled accumulation that can consume excessive storage and degrade performance. By setting retention rules,
administrators can automate snapshot cleanup, enforce compliance requirements, and optimize resource usage. Manual deletion is
error-prone and nefficient at scale, and retaining all snapshots indefinitely can lead to capacity exhaustion and management
challenges. Portworx documentation provides detailed guidance on defining snapshot retention schedules, including time-based
expiration and count limits, enabling administrators to maintain a balance between data protection and storage efficiency [ Pure
Storage Portworx Snapshot Management Guide source] .

HEE #62
A Portworx administrator wants to enable security without guest access on a new storage cluster using the Portworx Kubernetes
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operator.
‘What configuration items should be added to the StorageCluster configuration ?

® A spec:
security:
enabled: true
auth:
guestAccess: 'Disabled'
® B. spec:
security:
enabled: true
auth:
guestAccess: false
e C. spec:
security: "Enabled'

He: B
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Comprehensive and Detailed Explanation From Exact Extract:

Enabling security in Portworx without allowing guest access involves explicitly setting both enabled: true under the security section
and guestAccess: false within the auth subsection of the StorageCluster spec. This configuration activates Portworx security features,
enforcing authentication and encryption while preventing unauthenticated (guest) access to volumes. The guestAccess flag controls
whether clients without valid credentials can access storage resources; setting it to false tightens security by requiring all access to be
authenticated. This declarative setup is managed via the Kubernetes operator, ensuring consistent enforcement across cluster restarts
and upgrades. Portworx's security documentation stresses this dual setting to harden clusters against unauthorized access while
maintaining operational capabilities for authorized users, aligning with enterprise security policies and compliance standards [ Pure
Storage Portworx Security Guide source] .

EE #63
What are the main resource types for Portworx alerts?

¢ A Cluster, Volumes, Namespace, Object Store
¢ B. Nodes, Disks, Pods, Namespace, Volume
e C. Disk, Cluster, Nodes, Pools

e B

ME:

Comprehensive and Detailed Explanation From Exact Extract:

Portworx alerts are generated for several resource types within the storage cluster environment, primarily including Nodes, Disks,
Pods, Namespaces, and Volumes. These alerts provide real-time notifications of events such as node failures, disk health
degradation, volume status changes, pod crashes, or namespace-level issues affecting storage consumption or performance.
Monttoring these resource types helps administrators proactively manage cluster health, maintain high availability, and troubleshoot
faults before they impact applications. The Portworx alerting framework aggregates data from these resources and integrates with
external monitoring systems for centralized alert management. Official Portworx observability and alerting documentation list these
resource categories as the core focus of Portworx alerting mechanisis, critical for operational awareness and autormation [ Pure
Storage Portworx Observability Guide source] .

HEE #64
What is the correct procedure to collect a support bundle for Autopilot in a Portworx cluster?

e A Create a directory, send a support signal to the Autopilot process, and the support bundle files.
e B. Restart the Autopilot pod, and then run kubectl get logs.
e C. Delete the Autopilot pod, and then run pxctl service diags.

HE:. A
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Comprehensive and Detailed Explanation From Exact Extract:

To collect a comprehensive support bundle for Portworx Autopilot, the proper procedure is to create a dedicated directory, send a
support signal to the running Autopilot process to trigger diagnostics collection, and then the generated support bundle files from that
directory. This approach ensures all relevant Autopilot logs, configuration files, and runtime metrics are gathered in a structured way,
enabling effective troubleshooting and root cause analysis. Simply restarting or deleting pods is insufficient, as it does not guarantee a
full diagnostics capture. The Portworx troubleshooting and support documentation outlines this method as the standard for collecting
detailed Autopilot support information, facilitating accelerated support response and issue resolution in production clusters [ Pure
Storage Portworx Support Guide source] .

HEE #65
What are the three severity levels for Portworx alerts?

e A INFO, WARNING, ALARM
e B.INFO, WARNING, ERROR
e C.INFO, WARNING, CRITICAL

qE: C
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Comprehensive and Detailed Explanation From Exact Extract:

Portworx classifies alerts into three main severity levels to help admmnistrators prioritize response actions. These levels are INFO,
WARNING, and CRITICAL. INFO alerts provide informational messages about non-critical events, such as configuration changes
or normal operational milestones. WARNING alerts indicate potential issues that could impact performance or availability if left
unaddressed, such as increased latency or approaching capacity limits. CRITICAL alerts signal severe problens requiring immediate
attention, such as node failures or data corruption risks. This severity categorization supports effective alert management and
escalation policies, allowing operational teams to focus on high-impact issues first. The Portworx observability and alerting guide

explains these levels in detail and recommends integrating alerts with external monitoring systerns for centralized management [ Pure
Storage Portworx Alerting Guide source] .
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