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R #22
Which provider authentication method prevents credentials from being stored in the state file?

A. Setting credentials as Terraform variables

B. Specifying the login credentials in the provider block
C. Using environment variables

D. None of'the above

IEfE: D

A -

None of the above methods prevent credentials from being stored in the state file. Terraform stores the provider configuration in the
state file, which may include sensitive information such as credentials. This is a potential security risk and should be avoided if
possible. To prevent credentials from being stored in the state file, you can use one of the following methods:

Use environment variables to pass credentials to the provider. This way, the credentials are not part of the provider configuration
and are not stored in the state file. However, this method may not work for some providers that require credentials to be set in the
provider block.

Use dynamic credentials to authenticate with your cloud provider. This way, Terraform Cloud or Enterprise will request temporary
credentials from your cloud provider for each run and use them to provision your resources. The credentials are not stored in the
state file and are revoked after the run is completed. This method is supported for AWS, Google Cloud Platform, Azure, and Vaullt.
References = : [Sensitive Values in State] : Authenticate providers with dynamic credentials

HP#23
Terraform installs its providers during which phase?

A. Plan

B. Init

C. All of the above
D. Refresh

IEf#: B

TR

Terraforminstalls providers during the terraform init phase.

Providers aredownloaded and installedwhen running terraform init.

A (terraform plan)is incorrect because terraform plan only calculates changes but does not install providers.

C (terraform refresh)is incorrect because terraform refresh only updates the state but does not install providers.
Official Terraform Docurmentation Reference:

Provider Installation - HashiCorp Documentation

HE #24
terraform apply will fail if you have not run terraform plan first to update the plan output.

o A False
o B. True


https://www.jptestking.com/Terraform-Associate-004-exam.html

EfE: A

fEE N -

terraform apply can runwithout explicitly running terraform plan first.

Running terraform plan before apply isrecommendedbutnot mandatory.

Ifno plan file is provided, terraform applyautomatically creates and executes a planbefore applying changes.
Official Terraform Docurmentation Reference:

terraform apply - HashiCorp Documentation

HM #25

You use a cloud provider account that is shared with other team members. You previously used Terraformto create a load balancer
that listens on port 80. After application changes, you updated the Terraform code to change the port to 443.

You run terraform plan and see that the execution plan shows the port changing from 80 to 443 like you intended and step away to
grab some coffee.

In the meantime, another team member manually changes the load balancer port to 443 through the cloud provider console before
you get back to your desk.

‘What will happen when you run terraform apply upon returning to your desk?

A. Terraform will fail with an error because the state file is no longer accurate.

B. Terraform will change the load balancer port to 80, and then change it back to 443.

C. Terraform will recreate the load balancer.

D. Terraform will not make any changes to the load balancer and will update the state file to reflect the manual change.

Ef: A

A -

Terraform keeps track of the infrastructure state via the state file. When you iitially ran terraform plan, Terraform determined that
the port should be changed from80 to 443. However, since another team member manually modified the load balancer, Terraform's
local state file is now outdated.

When you run terraform apply, Terraform willcompare the expected state (from the plan) with the actual state (from the provider
API).

Since the port is already set to443, but the local state file still shows80, Terraform willfail with an errordue to the state mismatch.
To resolve this, you should run terraform refresh or use terraform apply -refresh-only to update the local state before applying
changes.

Official Terraform Documentation Reference:

State Management - HashiCorp Documentation

Managing Drift in Terraform

E R #26
‘Which option cannot be used to keep secrets out of Terraform configuration files?

A. A Terraform provider
B. A -var flag

C. secure string

D. Environment variables

Ef: C

AR

A secure string is not a valid option to keep secrets out of Terraform configuration files. A secure string is a feature of AWS Systens
Manager Parameter Store that allows you to store sensitive data encrypted with a KMS key. However, Terraform does not support
secure strings natively and requires a custom data source to retrieve them. The other options are valid ways to keep secrets out of
Terraform configuration files. A Terraform provider can expose secrets as data sources that can be referenced in the configuration.
Environment variables can be used to set values for input variables that contain secrets. A -var flag can be used to pass values for
input variables that contain secrets from the command Iine or a file. References =

[AWS Systerms Manager Parameter Store], [Terraform AWS Provider Issue #55], [Terraform Providers],

[Terraform Input Variables]
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