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CrowdStrike Certified Identity Specialist(CCIS) Exam Sample Questions
(Q14-Q19):

NEW QUESTION # 14
What does a modern Zero Trust security architecture offer compared to a traditional wall-and-moat (perimeter- based firewall)
approach?

A. Applies machine learning to gauge the trustworthiness of any external entities

B. Issues trust certificates to internal entities and zero trust certificates to external entities

C. Continuously authenticates entities regardless of origin

D. Secures the perimeter of a network and does not allow access to any entities deemed "zero trust”

Answer: C

Explanation:

A modern Zero Trust security architecture fimdamentally differs from the traditional wall-and-moat model by eliminating implicit trust
based on network location. As defined mNIST SP 800-207and reinforced in the CCIS curriculum, Zero Trust requirescontinuous
authentication and authorization of all entities, regardless of whether they originate from inside or outside the network.

Traditional perimeter-based security assumes that users and devices inside the network are trusted, focusing defenses at the
boundary. This approach fails in modern environments where cloud access, remote work, and compromised credentials allow
attackers to operate internally without triggering perimeter controls.

Zero Trust replaces this assumption with continuous validation using identity, behavior, device posture, and risk signals. Falcon
Identity Protection operationalizes this concept by continuously inspecting authentication traffic and reassessing trust throughout a
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session, not just at login time.
Because Zero Trust applies universally and continuously,Option Dis the correct and verified answer.

NEW QUESTION # 15
Falcon Identity Protection monitors network traffic to build user behavioral profiles to help identify unusual user behavior. How can
this be beneficial to create a Falcon Fusion workflow?

A. Falcon Fusion is not identity based

B. Falcon Fusion works with your IT policy enforcement through the use of identity and behavioral analytics
C. Falcon Fusion will only work with certain users

D. Falcon Fusion will only send emails to the user

Answer: B

Explanation:

Falcon Identity Protection continuously inspects authentication traffic and network behavior to establish behavioral baselines for
users and accounts. These baselines enable the platform to detect deviations that indicate potential compromise, misuse, or insider
threat activity. This behavioral intelligence directly enhances the effectiveness ofFalcon Fusion workflows.

Falcon Fusion leveragesidentity and behavioral analyticsas decision points within workflows, allowing automated actions to be
triggered when abnormal behavior is detected. For example, a workflow can automatically enforce MFA, notify administrators,
isolate risky sessions, or initiate remediation when a user deviates from their established baseline.

The CCIS curriculum highlights that Falcon Fusion is designed tointegrate identity risk signals with IT policy enforcement, enabling
Zero Trust-aligned automation. This capability goes far beyond simple notifications and supports coordinated responses across
security and IT teams.

Options A, B, and C are incorrect because Falcon Fusion is fully identity-aware, applies broadly across users and entities, and
supports a wide range of actions beyond email notifications. Therefore,Option Daccurately describes how behavioral profiling
strengthens Falcon Fusion workflows.

NEW QUESTION # 16
When creating an API key, which scope should be selected to retrieve Identity Protection detection and incident information?

A. Identity Protection Incidents

B. Identity Protection Data

C. Identity Protection Detections
D. Identity Protection Assessment

Answer: C

Explanation:

To retrieve identity-based detections and incident-related data using the CrowdStrike APIs, the API key must include the
correctpermission scope. According to the CCIS curriculum, theldentity Protection Detections scope is required to access identity-
based detection and incident information through GraphQL.

This scope allows API queries to retrieve:

* Jdentity-based detections

* Associated incident metadata

* Detection attributes such as severity, status, and related entities

Incident data in Falcon Identity Protection isderived from detections, making the Detections scope the authoritative permission set
for this imformation. Without this scope, GraphQL queries related to identity detections and incidents will fail authorization.

The other scopes are either too narrow or unrelated to detection retrieval. Therefore,Option Ais the correct and verified answer.

NEW QUESTION # 17
The NIST SP 800-207 framework for Zero Trust Architecture defines validation and authentication standards for users i which
network locations?

e A. Allusers both inside and outside of the network
e B. Only those users inside the network
e (. Only those users outside the network



¢ D. Only those users accessing the network remotely over VPN
Answer: A

Explanation:

TheNIST SP 800-207 Zero Trust Architectureframework fundamentally rejects the concept of implicit trust based on network
location. As outlined in both NIST guidance and reinforced in the CCIS curriculum,all users must be continuously validated and
authenticated regardless of whether they are inside or outside the network perimeter.

Zero Trust assumes that threats can originate from anywhere, including internal networks. Therefore, authentication and authorization
decisions must be made dynamically using identity, device posture, behavior, and risk signals-not network placement.

Falcon Identity Protection aligns directly with this principle by continuously evaluating identity behavior for all users, whether they
authenticate from internal corporate networks, remote locations, or cloud environments.

Because Zero Trust applies universally,Option Cis the correct and verified answer.

NEW QUESTION # 18
The Enforce section of Identity Protection is used to:

A. Gain an overview of the domain and indicate whether the domain follows best security practice

B. Configure domains, appliances, subnets, connectors, risk configuration, and settings

C. Define policy rules that determine what actions to take in response to certain triggers observed in the environment
D. View all identity-based detections and identity-based incidents in the environment

Answer: C

Explanation:

The Enforce section of Falcon Identity Protection is dedicated to policy-based identity enforcement.

According to the CCIS curriculum, this section allows administrators to define and manage Policy Rules and Policy Groups that
specify how the platform should respond when identity-related conditions are detected.

These rules evaluate triggers such as risky authentication behavior, privilege misuse, compromised credentials, or elevated risk
scores, and then execute actions like blocking access, enforcing MFA, or initiating Falcon Fusion workflows. Enforce is therefore
the execution layer of Falcon's identity security model.

The other options correspond to different sections of the platform:

Configuration tasks are handled in Configure.

Detections and incidents are reviewed in Monitor or Explore.

Domain posture overviews are displayed in Domain Security Overview.

Because Enforce directly controls what actions are taken in response to identity risk, Option B is the correct and verified answer.

NEW QUESTION # 19
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